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I —————
Limitation of Liability and Warrantylnformation

Logicube Disclaimer

LOGICUBE IS NOT LIABLE FOR ANY INCIDENTAL OR CONSEQUENTIAL DAMAGES, INCLUDING, BUT NOT
LIMITED TO PROPERTY DAMAGE, LOSS OF TIME OR DATA FROM USE OF A LOGICUBE PRODUCT, OR ANY
OTHER DAMAGES RESULTING FROM PRODUCTMANCTIONOR FAILURE OF (INCLUDING WITHOUT
LIMITATION, THOSE RESULTING FROM: (1) RELIANCE ON THE MATERIALS PRESENTED, (2) COSTS OF
REPLACEMENT GOODS, (3) LOSS OF USE, DATA OR PROFITS, (4) DELAYS OR BUSINESS INTERRUPTIONS,
(5) AND ANY THEORY OF LIABILITYRISING OO OF OR IN CONNECTION WITH THE USE OR

PERFORMANCE (OR FROM DELAYS IN SERVICING OR INABILITY TO RENDER SERVICE ON ANY) LOGICUBE
PRODUCT.

LOGICUBE MAKES EVERY EFFORT TO ENSURE PROPER OPERATION OF ALL PRODUCTS. HOWEVER, THE
CUSTOMER IS RESPONSIBLEVERIFY HAT THE OUTPUT OF LOGICUBE PRODUCT MEETS THE
CUSTOMER®8S QUALITY REQUI REMENT. THE CUSTOMER FURTHER A
OPERATION OF LOGICUBE PRODUCT AND/OR SOFTWARE, OR HARDWARE PROBLEMS, CAN CAUSE LOSS

OF DATA, DEFECTIVE FORMATTING, OR DADADING.LOGICUBE WILL MAKE EFFORTS TO SOLVE OR

REPAIR ANY PROBLEMS IDENTIFIED BY CUSTOMER, EITHER UNDER WARRANTY OR ON A TIME AND
MATERIALS BASIS.

Warranty

DISCLAIMER

IMPORTANT- PLEASE READ THE TERMS OF THIS AGREEMERERIALLY. BY INSTALLING OR USING
LOGICUBE PRODUCTS, YOU AGREE TO BE BOUND BY THIS AGREEMENT.

IN NO EVENT WILL LOGICUBE BE LIABLE (WHETHER UNDER THIS AGREEMENT, RESULTING FROM THE
PERFORMANCE OR USE OBGICUBE PRODUCTS, OR OTHERWISE) FOR ANY AMOUNTS RERRE&

LOSS OF PROFITS, LOSS OR INACCURACY OF DATA, LOSS OR DELAYS OF BUSINESS, LOSS OF TIME,
COSTS OF PROCUREMENT OF SUBSTITUTE GOODS, SERVICES, OR TECHNOLOGY, PROPERTY DAMAGE,
OR INDIRECT, CONSEQUEML, OR PUNITIVE DAMAGES OF A PURCHASER OR USER OFELBEI
PRODUCTS OR ANY THI RD PARTY. LOGI CUBE®8S AGGREGATE LI AB
OTHERWISE (WHETHER UNDER THIS AGREEMENT, RESULTING FROM THE PERFORMANCE OR USE OF
LOGICUBE PRODUCTS, OR OTHERWISEA PURCHASER OR USER OF LOGICUBE PRODUCTS SHALL BE
LIMITED TO THE AMOUNT PAID BY THE PURCHASER FOR THE LOGICUBE PRODUCT. THIS LIMITATION OF
LIABILITY WILL BE EFFECTIVE EVEN IF LOGICUBE HAS BEEN ADVISED OF THE POSSIBILITY OF ANY SUCH
DAMAGES.

LOGICUBE MKES EVERY EFFORT TO ENSURE PROPER OPERATION OF DIBCHBOHOWEVER, THE

PURCHASER IS RESPONSIBLE FOR VERIFYING THAT THE OUTPUT OF A LOGICUBE PRODUCT MEETS THE
PURCHASER®6S REQUI REMENTS. THE PURCHASER FURTHER ACKNOW
OPERATION OF LOGICEPRODUCTS CAN CAUSE LOSS OF DATA, DEFECTIVE FORNATORN
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DEFECTIVE DATA LOADING. LOGICUBE WILL MAKE EFFORTS TO SOLVE OR REPAIR ANY PROBLEMS
IDENTIFIED BY PURCHASER, EITHER UNDER THE WARRANTY SET FORTH BELOW OR ON A TIME AND
MATERIALS BASIS.

LIMITED WARRANTY

FOR ONE YEAR FROM THE DATET YOFPESRALGD 6() T HEO QI WARBREANVARRANT S
PRODUCT (EXCLUDI NG CABLES, ADAPTERS, AND OTHER OCONSUM,
MANUFACTURING DEFECTS IN MATERIAL AND WORKMANSHIP. THIS LIMITED WARRANTY COVERS

DERECTS ENCOUNTERED IN THE NORMAL USE OF THE PRODUCTNBURIE WARRANTY PERIOD AND

DOES NOT APPLY TO: PRODUCTS DAMAGED DUE TO PHYSICAL ABUSE, MISHANDLING, ACCIDENT,
NEGLIGENCE, OR FAILURE TO FOLLOW ALL OPERATING INSTRUCTIONS CONTAINED IN THE OPERATING
MANUAL; PRODUCTS WHICH ARE MODIFIED; PRODUCTS WHICH ARE BSENY MANNER OTHER

THAN THE MANNER FOR WHICH THEY WERE INTENDED, AS SET FORTH IN THE OPERATING MANUAL,
PRODUCTS WHICH ARE DAMAGED OR DEFECTS CAUSED BY THE USE OF UNAUTHORIZED PARTS OR BY
UNAUTHORIZEDSERVICE; PRODUCTS DAMAGED DUE TO UNSUITABLE OPERSRNRBYSICAL

CONDITIONS DIFFERING FROM THOSE RECOMMENDED IN THE OPERATING MANUAL OR PRODUCT
SPECIFICATIONS PROVIDED BY LOGICUBE; ANY PRODUCT WHICH HAS HAD ANY OF ITS SERIAL

NUMBERS ALTERED OR REMOVED; AR PRODUCT DAMAGED DUE TO IMPROPER PACKAGING OF
THEWARRANTY RETURN TO LOGI CUBE. AT LOGI CUBE®S OPTI ON, A
DEFECTIVE WITHIN THE WARRANTY PERIOD WILL EITHER BE REPAIRED OR REPLACED USING NEW OR
REFURBISHED COMPONENTS AT NO COST. WIMRRANTY IS THE SOLE AND EXCLUSIVE REMEDY FOR
DEFECTIE PRODUCTS. IF A PRODUCT IS HAS BECOME OBSOLETE OR IS NO LONGER SUPPORTED BY
LOGICUBE THE PRODUCT MAY BE REPLACED WITH AN EQUIVALENT OR SUCCESSOR PRODUCT AT

LOGI CUBE®S DI SCRETI ON. TGNLS TOVARERWRIRCHASER GANDGICUBE

PRODUCTS. THIS YRRANTY DOES NOT APPLY TO, AND IS NOT FOR THE BENEFIT OF, RESELLERS OR
DISTRIBUTORS OF LOGICUBE PRODUCTS. UNLESS OTHERWISE AGREED IN WRITING BY LOGICUBE, NO
WARRANTY IS PROVIDED TO RESELLERS OR DISTERB®OF LOGICUBE PRODUCTS.

IN ORDER TO RECEIVE WARRAN SERVI CES CONTACT LOGI CUBE®8S TECHNI CAL
VIA PHONE OR BVAIL. PRODUCTS RETURNED TO LOGICUBE FOR REPAIR UNDER WARRANTY MUST
REFERENCE A LOGI CUBE RETURN MATERRMAOAUTARORI ZRODOGT NUM|
RECEIVED BY LOGICUBE WITHOUT AN RVWAILL BE REFUSED AND RETURNED TO PURCHASER. THE
PURCHASER MUST CONTACT LOGI CUBE®6S TECHNAICAL SUPPORT DE
(SUPPORT@LOGICUBE.COM) OR VIA PHONE AT818-700-8488 OPT. 3 TO OBTAIN A VALIBMA#.

THE PURCHASER MAY BE REQUIRED TO PERFORM QERIBXBNOSTIC TESTS ON A PRODUCT PRIOR

TO LOGICUBE ISSUING AN RMA#. THE PURCHASER MUST PROVIDE THE PRODUCT MODEL, SERIAL

NUMBER, PURCHASER NAME AND ADDRESS, EMAIL ADDRESS AND A DESCRIPTION OF THE PROBLEM

WITH AS MUCH DETAIL AS POSSIBBET L OGI CUB DB S8BSOIQIHEDISCRETION, REASONABLE
TELEPHONE AND EMAIL SUPPORT MAY ALSO BE AVAILABLE FOR THE LIFE OF THE PRODUCT AS DEFINED

BY LOGICUBE.

EXCEPT AS OTHERWISE SPECIFICALLY PROVIDED IN THIS AGREEMESNUBEIRRODUCTS ARE
PROVIDED ASS AND ASAVAILABLE, ANDLOGICUBE DISCLAIMS ANY AND ALL OTHER WARRANTIES
(WHETHER EXPRESS, IMPLIED, OR STATUTORY) INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONBEWEINT OF THIRD PARTY
RIGHTS.

SOME JURISDICTIONS DOQWT ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL OR
CONSEQUENTIAL DAMAGES, OR LIMITATIONS ON HOW LONG AN IMPLIED WARRANTY LASTS, SO THE
ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO YOU. THIS WMRRBIVES YOU SPECIFIC
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LEGAL RIGHTS, AND YOU MAY HAYHHER RIGHTS WHICH VARY FROM JURISDICTION TO
JURISDICTION.

RoHS Certificate of Compliance

LOGICUBE PRODUCTS COMPLY WITH THE EUROPEARNRESTRICTION OF THE USE OF CERTAIN
HAZARDOUS SUBSTMCES IN ELECTRONIC EQUIPMENT, ROHS DIRECTIVE (2002/95/EC).

THE ROHS DIRECTIVE PROHIBITS THE SALE OF CERTAIN ELECTRONIC EQUIPMENT CONTAINING SOME
HAZARDOUS SUBSTANCES SUCH AS MERCURY, LEAD, CADMIUMMAEEANT CHROMIUM AND

CERTAIN FLAMMRETARDANTS IN THE ROPEAN UNION. THIS DIRECTIVE APPLIES TO ELECTRONIC
PRODUCTS PLACED ON THE EU MARKET AFTER JULY 1, 2006.

Logicube Technical Support Contact Information

1 By website: wwwlogicube.com
1 By email: techsiypport@logicube.com

1 By telephone: +1 - (818) 700 8488 ext. 3 between the hours of8 am. 85 p.m. PT, Monday
through Friday, excluding U.S. legal holidays.
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1: Introduction

1.0 Introduction to the Logicube  Falcon-NEO

The next-generation of our ground -breaking Falcor® forensic imager, the Falcon-NEO has been
engineered specifically for digital forensic investigations. Delivering high performance and advanced
features, the FalconNEO is designed to meet the challenges of digital investigations head-on. Efficient
and seaure digital evidence collection is accomplished with a feature-set that provides sophisticated
functionality with a goal to shorten acquisit ion time. Future-focused, the FalconNEO sets new standards
in digital forensic imaging technology.

JAN 23, 2018 A0:08 (PSY -0RO0)

U ube | ayEss

1.1 Features

1 The Falcon® NEO achieves imaging speedssurpassing 50GB/min and can clone PCle to PCle at
speeds at over 90GB/min.

1 Image and verify to multiple image  formats ; native copy, .dd, dmg, e01 and ex01. The Falcon
NEO provides MD5, SHA1SHA256, and dual hash authentication at extremely fast speeds

1 6 write -blocked source ports include 2 SASSATA,1 USB 3.0, 1 PCle, 2 I/O ports for uswvith
optional I/ O cards incdCuding ThunderboltE 3/ USB

1 9 destination ports include 2 SAS/SATA, 2 SATA, 38B 3.0 and 1 PCle and 1 I/O port for use
with optional 1/0 cards including Thunderbolt 3/USB -C.

Logicube Falcon®NEO User 6 s Manual 1



LogigTlilz

il

Concurrent Image+Verify. Imaging and verifying concurrently takes advantage of destination
hard drives that may be faster than the source hard drive. Duration of total image+verify process
time may be reduced by up to half.

Targeted/Logical Imaging shortens acquisition time. Create a logical image by using pre-set,
custom, or file signature filters, and/or keyword search function to select and acquire only the
specific files you need. Format output to LO1, LX01,ZIP, or directory tree.

Image directly to/ffrom Thunder bol-CESB316&8 2external drives and enclosures

with an optional |1 /O card. Organizations can take a
transfer speeds when imaging directly to large capacity Thunderbolt 3 RAID storage enclosures

for evidence data collection. The card connects tothe FalconrNE O 6 s  zblooked sduree 1/0

ports or 1 destination 1/O port. The I/O card does not currently support imaging in TDM from

Mac® systems, refertothe FalcorNEO user sd manual on how to image f
TDM using USB ports or our iSC$boot device.

Two 10GbE network ports provide fast network imaging performance. Image to/from a network
repository using CIFs or iSCSI. Connect to a 10GbEAS as a source and connect to a network
using the 2nd 10GbE port to minimize bottlenecks. Two ports provide a secure method to isolate
the source network/NAS from the destination NAS/network.

APFS Support. The FalconNEO supports logical imaging (using our file to file mode) from drives

formatted to APFS (Apple File System).Requires use ofAdvancedset-u p , reference our us
manual for complete information. The Falcon-NEO can also view and browse APFS files using our

file browser feature.

Network Capture. Capture network traffic, internet activity , and VOIP. Sniff data ona network
and store captured packets on a hard drive connected to Falcon-NEO, data is saved to a .pcapng
file format.

Image from a Mac® computer with USB  -C ports using a USBC to USBA cable and Target

Di sk Mode or wuse Logi cimdge @ssurctl@ige fronroaoMac cdneputérone t o

the same network without booting t hNEOMAaportscomput er 6s
imaging from MacBook Pro® systems.

Image from a PC/laptop without removing hard drives. Create a forensic bootable USB flash
drive to image a source drive from a computer on the same network without booting the
computer ds nat iSurface Br&4 andsabqve laptopss

File Browser/Write -Blocked Drive Preview . Provides logical access to source or destination

drives and network repositories connected to Falcon-NEO. Viewt he dri veds partitions
contents and view text files, jpeg, PDF, XML, HTML files. View the contents of .dd, e01, ex01, dmg,

LO1 image files created by FalcorNEO. Preview on a PC/laptop or over a netwok via SMB or as

an iSCSI target.

Mu lti -Task. Image from multiple sources to multiple destinations, including a network
repository, simultaneously. Image to one destination while hashing and/or wiping a second drive
at the same time. Perform up to 5 tasks concurrently.

Built -in support for SAS/SATA/USB3/PClest or age devices. ThunderboltE e
solutions are supported with an optional I/O card. PCle M.2, including NVMe drives, PCle cards,

IDE drives and flash drives require optional adapters. SCBand FireWire® devices are supported

with optional modules that connect to the Falcon-NEOG6s PCl e ports. Adapters foc
SATA and eSATA drives are included with the unit.
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1 Format destination drives to NTFS, exFAT, EXT4 or FAT32file systems. Imagefrom source drives
formatted to any major file system.

1 Capture path selection . Add folders to the destination repository and then select and image to
the named folder. Empty folders can be deleted, and folders can be renamed.

1 Parallel Imaging. Perform multiple imaging tasks from the same source drive to multiple
destinations using different imaging formats.

91 BitLocker Support. Image source drives that have been encrypted using BitLocker. Decrypt
partitions (requires the recovery key or password) and then image the selected partitions. A
password or a newly generated BEK (BitLocker Encryption Key) file is required to unlock FIPS
compliant BitLocker encryption.

1 Secure sensitive evidence data with whole drive, open standard drive encryption using the NIST
recommended XTS-AES 256 cipher mode. Decryption can be performed using the Falcon-NEO
or by using open source software programs such as VeraCrypt, TrueCrypt or FreeOTFE.

I Wipe drives to DoD specifications or use secure erase to wipe drives. Wipe at speeds of
30GB/min for SATA drives and 72GB/min fr PCle drives.

1 Audit trail/Log files  provide detailed information on each operation. Log files can be viewed on
Falcon-NEO or via a webbrowser, exported to XML, HTML or PDF format to a USB enclosure.

1 Additional features include remote operation, internal removable storage drive for
secure/classified locations, partition imaging, a task macro, a resume feature for interrupted
tasks, image restore, r eveHPADCO amuwe savamifiguatiok o0 Pus ho
settings and set password-protected user profiles, image from CD/DVD BluRay media, drive
spanning, color touchscreen display, HDMI port, USB 3.0 ports for keyboard, mouse, or printer,
blank disk check, drive trim, and S.M.A.R.T. data.

* The Forensic FalcorANEO achieves speeds surpassing 508/min using solid state csuspectddrives that

containafreshlyi nstall ed Windows 0X06 OS and random data. Setti
with compression and with verify 0 o nTée specification and condition of the suspect hard drives as well

asthe mode, image format and settings used during the imaging process may affect the achieved speeds.
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1.2 In the Box

Forensic Falcon®-NEO

The Falcon-NEO is shipped in a carrying case with the items listed below. Also included (but not pictured) is a
power supply & power cord and a CD-ROM with users' manual

s

490 Power Plug

QTyY 1 QTY 6

QTY 6 mSATA TO SATA 6-PIN PWR PLUG FOR
SAS/SATA CABLE ADAPTER eSATA DRIVES
—_— ; &
Qryi Qry1
. Qry1 Qry?2
1.8" microSATA TO USB 3.0 MALE TYPE A
SATA ADAPTER TO USB 3.1 MALE TYPE C es@gﬁJ&iﬁ;A CAT7 527 NETWORK
CABLE ABLE

The FalconNEOis shipped in a soft-sided carrying case that includes
1 TheLogicube Falcon-NEO unit

AC adapter/Power supply and US powercord

QTY:6 8 SAS/SATAdata & power cables

QTY:2 8 CAT7network cables

eSATA to SATA cable (180)

MSATA to SATA adapter

micro SATA adapter

USB 3.0 male type A to USB 3.1 male type C cable

QTY:6 & 6-pin power plugs for eSATA devices

=A =4 =4 =4 -4 -4 -4 -4 -

CD-ROM containingthe user ds manual

1.3 Options

The following options are available for the Falcon-NEO:

1 The SCSI Module provides 1 68pin SCSI port that can be used as either source (writeprotected)
or destination. Module connects to the PCle ports on the Falcon®-NEO.

1 The FireWire Module provides 1 FireWire port that can be used as either source (write protected)
or destination. Module connects to the PCle ports on the Falcon-NEO.
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f The Thunder b®IOtak pRVidgsS@oport for Thunderbolt storage enclosures. Card
connectsto any of FalcorNEOds | / O por t s-protectedsource Onpgrisandvr i t e
destination 1/O port.

1 PCle adapter kit includes adapters for M.2 PCle, M.2 SATA, M.2 NVMe, mSATACR: and mini-
PCle cards

1 USB 3.0 4port hub
1 USB 3.0 to SATA adapteto connect SATA drives to the USB 3.0 ports

1 USB Power cable eliminates the need for additional power supplies when using USB to SATA
adapters connected to USB ports on the FalconNEO
T 2.5069&8 | DE, 1.86 I DE to SATA, 1.86 ZIF adapters, f
T 186 extended | ength SAS/ SATA cable set
1 Extended l-year and 2-year warranties
1 Hard case (Pelican type)

1.4 Specifications

Power Power Operating Relative Net

| . g Dimensions Agency
Requirements | Consumption Temperature | Humidity Weight Approvals
12VDC, grounded, | < 200W with drives | 0 to 40°C 20% to 80% | 3.0lbs/1.36k | 10" X6.75" X 3.25" RoHs compliant
21 AMP (32 to 104°F) 25.4cm X17.1cm X 8.2cm E(EZC Part 15 Class A

N N

& WARNINGS: &

1 Never connect a suspect drive to the Destination ports as data may
be overwritten.

1 Incorrectly connecting the suspect drive to the system canr esultin
data on the suspect drive to be lost forever.

1 Avoid dropping the Logicube device or subjecting it to sharp jolts.
When in use, place it on a flat surface.

1 Keep the unit dry. If the Logicube device needs to be cleaned, use a
lightly damp, lint free cloth. Avoid using soap or other cleanin g
agents particularly those containing bleach, ammo  nia, alcohol or
other harsh chemicals.

1 Do not attempt to service or open the Logicube device. Doing so
may void the warranty. If the unit requires service, please contact
Logicube Technical Support for as sistance.
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2. Getting Started

2.0 Overview of the Falcon-NEO

pay close attention when any of these two icons are found. These icons highlight

o Special Icons & Throughout this manual, there are two icons that can be seen. Please
additional information or important warnings on specific topics.

FALCON-NEO
TOP VIEW

TOUCHSCREEN

(T s -

= . —
=

~—
=3
-

=

M ube | EaiESs

USB 3.0
DESTINATION PORTS

FALCON-NEO
REAR VIEW

DCIN

B BB

HDMI  FANS 10GbE
PORT NETWORK PORTS
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FALCON-NEO LEFT SIDE VIEW
SOURCE PORTS

SAS/SATA D2
SAS/SATA D1

I/O CARD
PORT S1

I/O CARD
PORT S2

FALCON-NEO RIGHT SIDE VIEW
DESTINATION PORTS

D4 PWR
D3 PWR

PCle SAS/SATA D2 saATA ONLY D4 1/0 Card
D1 SAS/SATA D1 SATA ONLY D3 b—— Port D1
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2.1 Turning the Falcon-NEO On and Off

The Falcon NEO has two DGIN ports located in the back of the device. Any of these two ports can be
used. The second DC IN port is available for possiblefuture increases inpower requirements.

The Falcon-NEO also comes with a 12V grounded, 21A (output DC) power supply that connects to the
back of the device. Attach the included power supply to any one of the two DC power portsin the back of
the Falcon-NEO.

To turn the Falcon-NEO on, press and immediately release thepower button located on the top right
corner of the Falcon-NEQ. The Fdcon-NEOwill turn on and start the boot process.

It is normal for the fans
to slow down after the
initial start-up sequence.

There are two waysof turning the Falcon-NEO off:

1. Press and immediately releasethe power button on the top right corner of the Falcon-NEO. The
FalconrNEOwill begin the shutdown process and after a few seconds, the display and fans will
turn off.

2. Using the Graphical User Irterface (GUI) either on the touch screen or via a browser through a
remote connection, navigate to the Power Off screen and tap the Power Off icon.

2.2 Connecting Various Drive Types

The FalconNEO supports a variety of drive types including the following types :

1 SATA T 1.86 PATA/ I DE (optional
T USB 1 Flash media (optional)

1 SAS 1 M.2 (NVMe, AHCI,SATAS optional)

1 eSATA 1 mPCle (optional)

1 mSATA 1 SCsSI (optional)

T 1.80 Micro SATA 1 FireWire (optional)

1 2.506 and 3 .(dptional A~ 1 Thunderbolt drive and enclosures (optional)

T 12.86 ZIF (optioni

When connecting/disconnecting drives using drive adapters, it is
recommended to keep the drive connected to the adapter, then
connect/disconnect the adapter to/from the SAS/SATA cable, or
connect/disconnect the SAS/SATA cable from the drive bay.

Logicube Falcon®-Neo U s e Mansial 8
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2.2.1 Connecting Source Drives

Sourcedrives (also called suspect drives) must be connected to the left side ofthe Falcon-NEO.
These ports are write-protected and are labeled as follows:

il

f
1
f

SAS S1 0 SAS/SATA data port for the Source 1 position.
SAS S2 3 SAS/SATA data portfor the Source 2 position.
USB_4 8 USB 3.0Source port.

PCle_S16 PCleSourceport (Depending on the type of PCle drive, the optional PCle kit,
part number F-ADP-PCHFN-KT may be required).

Not labeled: Two 6-pin power ports for SAS_S1 and SAS_Sthat have lines
corresponding to the proper data port.

Not labeled: Two I/O ports for use with optional Logicube I/O expansion cards.

SAS_S2 (]
SAS_S1 T 7 PCle_S1

.

The Falcon-NEO Source ports are hot-swappable (including the PCle ports).

o Although the Falcon-NEO ports are hot-swappable, osme drives

are not hot-swappable. Please check with the drive manufacturer
to find out if the drive being used does not support hot -swapping.

Source drives do not have to be connected in any order. For example,a single SATA Source drive
does not have to be connected to the SAS S1 port. It can be connected to the SAS S2 port
without having anything connected to the S AS_3 port.

Never connect a suspector Source drive to the
Destination ports of the Falcon-NEO. Data may be
overwritten if a drive is connected to a Destination port.

Any combination of drives can be connected. For example, one SAS drive, one SATA drive, one
USB drive,and one PCle drivecan all be connected at the same time.

2.2.2

Connecting Destination Drives

Destination drives (also called evidence drives) must be connected to the right side of the Falcon
NEO. These ports are labeled as follows:

1 SAS D1 8 SAS/SATA data port for the Destination 1 position.

Logicube Falcon®-Neo U s e Mansial 9
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=A =/ =4 =4 -4

SAS D2 d SAS/SATA data port for the Destination 2 position.

SATA D36 SATAonly data port for the Destination 3 position.
SATA_D44d SATA only data port for the Destination 4 position.
USB_D16 USB 3.0 [@stination port.

kit, part number F-ADP-PCI-FN-KT may be required).

PCle_D16 PCleDestination port (Depending on the type of PCle drive, the optional PCle

1 Not labeled: Four 6-pin power ports for SAS D1, SAS D2, SATA D3, and SATA_ it
have lines corresponding to the proper data port.

1 Not labeled: One I/O port for use with optional Logicube I/O expansion cards.

Not shown: Two front USB 3.0 ports are
available as Destination ports or input device
ports for use with wired keyboards or mice.

DESTINATION

USB SAS D2 .| SATA D4
D1 SAS D1 SATA D3

]

The Falcon-NEO Destination ports are hot-swappable (including the PCle ports).

o Although the Falcon-NEO ports are hot-swappable, me drives

are not hot-swappable. Please check with the drive manufacturer
to find out if the drive being used does not support hot -swapping.

Destination drives do not have to be connected in order. For example, a single SATA Destination
drive does not have to be connected to the SAS_D1 port. It can be connected to the SATA D4
port without having anything connected to any of the other ports.

Any combination of drives can be connected. For example, four SATA drives, one USB drive, and
one PCle drive can all be conneted at the same time.

Never connect a suspect or Source drive to the
Destination ports of the Falcon-NEO. Data may be
overwritten if a drive is connected to a Destination port.

2.2.3 Using USB/eSATA Drives or Enclosures

It is recommended to leave the drive inside the enclosure. These enclosures may have an on
board controller that may be necessary to read the drive properly. Taking the drive out of the
enclosure could cause any device (including computers) not to read the drive contents properly.

Logicube Falcon®-Neo U s e Mansial
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2.2.4 Connecting M.2/PCle/mPCle Drives

An optional PCle adapter kit (part number F-ADP-PCIFN-KT) is available for the FalcoANEO
which includes M.2 adapters, a mini PCle adapter, and a PCle extender cable.

2.2.5 Connecting an External Optical Drive (CD/DVD/Blu -ray)

An optical drive can be connected to the Source USB port. The Falcon-NEO can then image the
contents of the CD, DVD, or Bluray disc.

o Although most USB optical drives should work (may

require external or additional power), Logicube has
tested and qualified the following optical drive:

1 Pioneer BDRXS06with external power

Multisession support: The Falcon-NEO supports imaging from a multi sessin CD (as a Source).
However, forensic analysis software may not support reading the multisession data. Please check
with your forensic analysis software manufacturer to find out if it supports reading multisession
data from CDs.

2.3 The User Interf ace

The user interface(Ul) has been designed to quickly and easily input commands. It is simple and intuitive
showing common icons such as tasks, modes of operation, and scroll icons on the screen. The Uis
designed to be easily followed, going from left to right across the screen.

FORENSIC

i -€+—A ( Falcon
mace1 ——— (C gt

SOURCE SETTINGS DESTINATION

ABORT H
TASK -

|—— 3 siwr

MAY 03, 2019 08:41 (PDT -0700)

A 0 Operations/Tasks currently running (displays up to 5 total tasks)

Logicube Falcon®-Neo U s e Mansial 11



LogigTlilz

B 6 Lock indicator/shortcut

C 0 Operations/Tasks

D & Add or delete tasks

E 8 Types of Operations

F & Up and down scroll arrows

G 8 Operations options and settings
H 0 Status Bar

| d Start icon

2.4 Front and Rear Ports

The FalconNEO has two front USB3.0 ports, an HDMI port, two 10GbE ports, and two DC-IN power ports.

2.4.1 Front Ports

The FalconNEO has two front USB3.0 ports. These portsserve two purposes:
1 As two additional USB 3.0 Destination ports (USBD2 and USB_D3).

1 To connect peripherals such as USB keyboard&nd mice.

2.4.2 Rear Ports

The FalconNEO has two DC-IN power ports, two 10GbEports, and an HDMI port.

2.4.2.1 DC IN Power Ports

The FalconNEO has two DGIN ports. The included AC adapter/power supply can be
connected to either DC-IN port to provide power to the Falcon-NEQ. There are two DG
IN ports for possible future power scaling requirements.

2.4.2.2 Dual 10GbE Ports

The Falcon NEO has two 10GbE (Gigabit Ethernet) portglabeled LAN_1 and LAN_2to
provide fast network performance. Some of the possible uses for these ports include (but
are not limited to) the following:

1 Connecttwo NAS devices toeach port.
T Connect a NAS to one port and the suspectds
1 Connect a work network (to control the Falcon-NEO remotely) and a NAS to the

other port.

2.4.2.3 HDMI

The FalconNEO has a standard Type A HDMI portlocated on the back panel. Simply
connect an HDMI cable from the Falcon-NEO to an external display that supports HDMI

Logicube Falcon®-Neo U s e Mansial 12
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and the Falcon-NEO will automatically show the display on both the Falcon-NEO and the
external display.

To change the display resolution on the external display:
1. Connect a wired USB keyboard to one of the front USB host ports.

2. Press ALT+R. An onscreen display should appear on the external display that
allows the display resolution to be changed.

2.5 Touch Screen

The Falcon-NEOfeatures a7 @olor LCDcapacitive touch screen that allows the user to quickly input
commands. The screen is bright easy to read, and supports swipe gestures
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3.0 Quick Start Guide

This chapter gives a basic overview and steps on how to perform different types of operations using the
Falcon-NEO (Image, Hash, Wipe, etc). Complete details on each operation, menu, or selection, and the
different screens can be found in Chapter 4: Imaging and Chapter 5: Types of Operation .

The Falcon-NEO can perform up to five (5) tasksfor each Image, Hash, and/or Wipe operation.

o The FalconNEO imaging, hash, and wipe speeds are determined

The passwords for built-in accounts can be changed.
Instructions on how to change the passwords to the
built-in user accounts can be found in Section 5.10.2.2.

by several factorsincluding the following:

- The manufadurer specifications of the drive(s) being used
- The age of the drive (manufactured date)

- How often that drive has been used

For example, a 2 TB drive with 64MB of cache produced by the
manufacturer 2 years ago ismost likely slower than a 2 TB drive
that the same manufacturer just released this year, even though
they are both 7200RPM with 64MB of cache, and both are SATA IIl.

3.0.1 ATA Security Locked Drives

With Falcon-NEO software version 1.2 (and newer), drives that arelocked with the ATA security
standard can be temporarily unlocked. The password used to lock the drive is required to unlock
the drive.

Drives that are locked with the ATA security standard will show a locked ican in the LOCKED
column when selecting drives (Master or Target).

" SELECT DRIVES

DRIVE PORT DRIVE INFORMATION DRIVE STATUS LOCKED

WDC_WD400BD-75JMCO

40.0 GB AVAILABLE

SAS_S1

When the drive is locked, the contents of the drive are not accessible. Locked drives cannot be
cloned (as Source or Destination), hashed, or wiped without first being unlocked.
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To unlock the drive, tap the locked icon, The UNLOCKDRIVE screen will appear:

UNLOCK DRIVE

Enter the password to unlock the drive. If the entered password is correct, the screen will change
to show an UNLOCKED icon:

DRIVE PORT DRIVE INFORMATION DRIVE STATUS

WDC_WD400BD-75JMCO

40.0 GB AVAILABLE

SAS_S1

I f the wrong password was entered,| an 6Unl ock

UNLOCK DRIVE

Once the drive is unlocked, it can be used for a clone task (as Master or Target), a hash task, or a
wipe task.

The drive will remain unlocked temporarily until the
drive is disconnected or powered down. If the drive is
disconnected then reconnected, it will be locked again.

While the drive is unlocked, a Secure Erase wipe will
permanently remove the password lock.
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3.1 Imaging

This type of operation allows the imaging of a Source drive to one or more
Destinations. There aresix (6) different imaging modes and several settings to choose
from. These selections should be performed in order from left to right.

Details on the different screens
found in the Imaging operation can
be found in Chapter 4: Imaging .

be smaller than the selected Segment size. For example, if 4GB
segment size selected, some files may be less than 4GB. This
occurs when there is a lot of blank space on the Source drive.

o DD, EO01, EX01, and DMG filesreated on the Destination may

91 Drive to File & Images the Source to any of the following image output file formats: DD, EO1,
EXO01, or DMG. Compression is available for EO1 and EXO1 formats.

1 File to File - (Targeted Imaging feature) & The Falcon-NEO can shorten acquisition time by
creating a logical image by using pre-set filters, custom filters, file signatures filter, and/or
keywords search function to select and acquire only the specific files needed. Output formats
available are:Directory tree, MFT report, LOL archive, LX01archive, and ZIP archive. The MFT
report contains a list of deleted files (if present) that can potentially be restored or recovered.

File System) when usingFile to File . To image APFS usig File
to file , users mustgo to the System Settings screen, then the
Advanced tab and set APFSto ON before starting the task.

o Software 2.3 or newer adds the ability to image APFS (Apple

1 Partition to File (Logical Imaging) & Images one partition from the Source drive to any of the
following image output file formats: DD, EO01, EX01, and DMG. Compression is available for EO1
and EXO01 formats.It also allows BitLockerdecryption (requires the BitLocker
passphras/password, recovery key, or BEK fil§ so the image file(s) created will not have
encrypted data.

1 Net Traffic to File 0 Captures network traffic, internet activity , and VOIP. Sniff data on anetwork
and store captured packets on a Destination drive connected to Falcon-NEO. Captured data are
saved to .pcapng file format.

1 Drive to Drive 9 Performs a hit-for-bit copy of the Source producing an exact duplicate of the
Source drive. This is also known as a native copy or mirror copy.

91 File to Drive (Image Restore) & Restores DD, EO1EX01 and DMG images creaed by the
Falcon-NEOto another drive.

Any HPA, DCO, or ACS&an be unlocked when imaging with the following modes:
9 Drive to File
1 Partition to File

9 Drive to Drive

Logicube Falcon®-Neo U s e Mansial 16



mu‘hej QUICK START

The Falcon NEO uses a concurrent Image+Verify process. When Verify is set, the FalconrNEOimages and
verifies concurrently and takes advantage of destination hard drives that may be faster than the source
hard drive. The duration of the total image process time may be reduced by up to half.

3.1.1 Step-By-Step Instructions & Imaging

Details on each selectable option
on the Image screen can be

found in Chapter 4: Imaging .

1. Selectimaging from the types of operation on the left side.
2. Tap the Mode icon and selectone of the six modes then tap the OKicon.

3. Tap the Source icon and choose the source from the list of connected drives then tap the
OKicon.

4. Tap the Settings icon and adjust the settings as needed (Case Info, File Image Method
Settings or Mirror Settings, HPA/DCO/ACS3/TRIM, Error Handling , Hash/ Verification
Method, etc.) then tap the OK icon.

Details on the different Settings screens can be found in Chapter
4: Imagqing .

Log file names can be set inSettings in the Case Info screen by
entering a Case/File name SeeSection 4.3.1 for more information.

o The Settings screen will be different for each of the two modes.

The Falcon-NEOwill convert any non-POSIX portable characters
used in Case/File Name field to underscores (_)when creating the
log or file names.

POSIX portable characters are:

Uppercase Ato Z Period (.)
Lowercase ato z Underscore ()
Numbers 0 to 9 Hyphen/Dash (-)

5. Tap the Destination icon and select the destination(s) to be used then tap the OK icon.

o For DD, EO1, ExOland DMG, the Falcon-NEO must be used to

format drives. If the Destination drive is not formatted by the
Falcon-NEOQ, the Location wi | | a p(D@TaMOUATEED)O
and a format icon will appear in the Format column . Tap the
(Format) icon to format the Destination drive.

Encrypted drives will have the following symbol: | I in the
Format column.

6. Tap the Start icon to start the imaging task.

7. A progress bar will appear at the bottom of the screen showing the bytes processed, the
rate (speed), elapsed time, and time remaining.
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8. When finished,t he st atus wil | Isihrecommerdd€tbRap Ras& Dask
to reset the task, so the drive bays properly reset and not show as being used or assigned
for other tasks.

Bytes: 512.121 GB of 512.121 GB Rate: 44.31 - Elapsed:
11:33 Ihmalnln!: 00:00 Read Errors: 0

3.1.2 Imaging BitLocker Encrypted Drives

The number of bytes shown on the progress bar is not the actual
size of the drive. This is the actualbytes being processed. When
O6Veritydoi 9Yes 6, the reported|number wi

Source drives encrypted with BitLocker can be decrypted so that the data in the DD, EO01, EXOlor
DMG image files is not encrypted. One of the following two are required to unlock the drive:

1 The PasswordRecovery Key, or

1 A*BEK file (BiLocker Encryption Key)

o Parallel imaging is not supported with unlocked

BitLocker encrypted drives. Parallelimaging is
supported if the encrypted partitions are not unlocked.

Drives can be encrypted using BitLocker encryption. FIPScompliant encryption can alsobe used.
When a drive is encrypted, a recovery key and a password are createdand the password can be
generated by the administrator or by the end user.

With software release 2.1,the Falcon-NEO can unlock and image FIPS compliant encrypted drives
if the Falcon-NEO usercan create a new*.BEK(BitLocker Encryption Keylfile in Windows. To
create a new *.BEK file:

1 The user would need to have the original Recovery Key or the password associated with
the drive.

1 The BitLocker encrypted drive will need to be connected to a Window s computer (the
user must have administrative rights).

1 A 2" encryption key will need to be created, then saved to an external storage device
(such as a USB flash drivedr to a computer connected to the same network the Falcon -
NEO is connected to.

the *.BEK file using the original Recovery Key or

o SeeSection 3.1.2.2 for details on how to create
password associated with the drive.

Since BitLocker encrypts volumes, and a volume is a formatted partition, unlocking the BitLocker
encrypted volume requires going through the Partition to File mode.

1. Selectimaging from the types of operation on the left side.

2. Tap the Mode icon and select Partition to File then tap the OK icon.
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3. Tap the Source icon and choose the BitLocker encrypted saurce drive from the list of
connected drives then tap the OK icon.

4. The 6Select Partitiond screen will appear. Any
6Lockedd icon showing in the LOCKED col umn.

SELECT PARTITION
MORE

PARTITION PARTITION INFORMATION PARTITION STATUS [ LOCKED INFO
SAS_S11 ISD::'/::‘l;i AVAILABLE o
SAS 512 /fgilgs:'l;z AVAILABLE °
SAS_S13 ,[:.Esv;s::: 3 AVAILABLE o
SAS_S1 4 /DBE:/"_S:: 4 AVAILABLE . °

5. To unlock the encrypted volume, choose a partition that is encrypted with BitLocker to be
imaged by tapping the LOCKED icon.

6. Thefollowing screen will appear allowing you to choose how to unlock the partition:

UNLOCK PARTITION

@ p1ssworn/ kev B 8 s

3.1.2.1 Password/Key

When the Password/Keyis selected, the following screen will appear:

DECRYPT PARTITION

PASSPHRASE I
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1. Inthe DECRYPT PARTITION screen, tap tiassphrase icon then enter the BitLocker
password. You can also use the long recovery key by tappingRecovery Key then
entering the BitLocker Recovery Key. When finished, tap theOK icon to continue.

If the password is correct, the screen will go backtothe 6 Sel ect Partitiond

SELECT PARTITION

PARTITION | PARTITION INFORMATION | PARTITION STATUS | LockED | MORE
SAS_S11 / ?g f:’;‘ AVAILABLE ()
SAS_S12 oo ms. AVAILABLE ()
SAS_S13 AN AVAILABLE )]
SAS_S14 s AVAILABLE Q@ |0

Thei con in the 6Lockedd column may sti
o appear to be locked, even though the partition

is unlocked, but the partition will be unlocked.

If the password is incorrect, a message wil appear below the Password field
showing 6Unlock failedd.

DECRYPT PARTITION

a w o r t A i

2. Once the partition is unlocked, select the partition to be imaged then tap the OK icon
to continue.

Once the BitLockerencrypted partition has been unlocked,
o you can proceed with the Partition to File image task or

change the mode to perform a Drive to File image task to
Image all other partitions that may be on the drive. Since
the encrypted partition has been unlocked, selecting the
whole source drive using Drive to File will image the whole
drive including the unlocked partition.

3. Tap the Settings icon and adjust the settings as needed (Case Info, File Image
Method Settings or Mirror Settings, HPA/DCO/ACS3/TRIM Error Handling,
Hash/Verification Method, etc.) then tap the OK icon.
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