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Limitation of Liability and Warranty Information

Logicube Disclaimer

LOGICUBE IS NOT LIABLE FOR ANY INCIDENTAL OR CONSEQUENTIAL DAMAGHES,
INCLUDING, BUT NOT LIMITED TO PROPERTY DAMAGE, LOSS OF TIME OR DATA
FROM USE OF A LOGICUBE PRODUCT, OR ANY OTHER DAMAGES RESULTING
FROM PRODUCT MALFUNCTION OR FAILURE OF (INCLUDING WITHOUT LIMITATION,
THOSE RESULTING FROM: (1) RELIANCE ON THE MATERIALS PRESENTED, (2) COSTS
OF REPLACEMENT GOODS, (3) LOSS OF USE, DATA OR PROFITS, (4) DELAYS OR
BUSINESS INTERRUPTIONS, (5) AND ANY THEORY OF LIABILITY, ARISING OUT OF OR
IN CONNECTION WITH THE USE OR PERFORMANCE (OR FROM DELAYS IN
SERVICING OR INABILITY TO RENDER SERVICE ON ANY) LOGICUBE PRODUCT.

LOGICUBE MAKES EVERY EFFORT TO ENSURE PROPER OPERATION OF ALL
PRODUCTS. HOWEVER, THE CUSTOMER IS RESPONSIBLE TO VERIFY THAT THE OUTPUT
OF LOGICUBE PRODUCT MEETS THE CUSTOMER'S QUALITY REQUIREMENT. THE
CUSTOMER FURTHER ACKNOWLEDGES THAT IMPROPER OPERATION OF LOGICUBE
PRODUCT AND/OR SOFTWARE, OR HARDWARE PROBLEMS, CAN CAUSE LOSS OF
DATA, DEFECTIVE FORMATTING, OR DATA LOADING. LOGICUBE WILL MAKE
EFFORTS TO SOLVE OR REPAIR ANY PROBLEMS IDENTIFIED BY CUSTOMER, EITHER
UNDER WARRANTY OR ON A TIME AND MATERIALS BASIS.

IMPORTANT NOTICE: PLEASE READ CAREFULLY

USE OF THE CELLDEK OR CELLDEK TEK DEVICE TO GAIN UNAUTHORIZED ACCESS
TO A COMPUTER, TELEPHONE OR PDA MAY VIOLATE VARIOUS UNITED STATES
FEDERAL AND STATE CRIMINAL STATUTES AND/OR UK STATUTES, INCLUDING,
WITHOUT LIMITATION, THE COMPUTER FRAUD AND ABUSE ACT, PUB L. NO. 98-473,
98 STAT. 2190; 18 U.S.C. §§ 1029, ET SEQ. AND VARIOUS UK STATUES SUCH AS THE
COMPUTER MISUSE ACT 1980, COMMUNICATION CT 2003 AND THE REGULATION
OF INVESTIGATORY POWERS ACT 2000.

BY OPENING OF THE ATTACHED PACKAGE, CUSTOMER AGREES THAT:

(A) THE CELLDEK TEK DEVICE WILL ONLY BE USED IN A LAWFUL MANNER;
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(B) CUSTOMER WILL INDEMNIFY AND HOLD HARMLESS SELLER FROM ALL
FEES, EXPENSES, LOSSES, LIABILITIES AND DAMAGES INCLUDING, WITHOUT
LIMITATION, LEGAL FEES RESULTING FROM A BREACH OR VIOLATION OF THE
FOREGOING.

Warranty

LOGICUBE PROVIDES A BASIC ONE-YEAR PARTS AND LABOR WARRANTY FOR ALL
OF ITS PRODUCTS (EXCLUDING CABLES, ADAPTERS AND OTHER “CONSUMABLE"
ITEMS). A ONE-YEAR EXTENDED WARRANTY IS ALSO AVAILABLE FOR AN ADDED
COST. TELEPHONE AND EMAIL SUPPORT IS AVAILABLE FOR THE LIFE OF THE
PRODUCT AS DEFINED BY LOGICUBE. MODIFYING OR TAMPERING WITH THE
HARDWARE AND/OR SOFTWARE OF THE PRODUCT WILL VOID THE WARRANTY.

For further assistance please contact Logicube Technical Support at: 001(818) 700-8488 M-F
7:00 am — 5pm PST (excluding US legal holidays) or by email to techsupport@Ilogicube.com.

Logicube RoHS Compliance Statement

LOGICUBE PRODUCTS COMPLY WITH THE EUROPEAN UNION RESTRICTION
OF THE USE OF CERTAIN HAZARDOUS SUBSTANCES IN ELECTRONIC
EQUIPMENT, ROHS DIRECTIVE (2002/95/EC).

THE ROHS DIRECTIVE PROHIBITS THE SALE OF CERTAIN ELECTRONIC
EQUIPMENT CONTAINING SOME HAZARDOUS SUBSTANCES SUCH AS
MERCURY, LEAD, CADMIUM, HEXAVALENT CHROMIUM AND CERTAIN FLAME-
RETARDANTS IN THE EUROPEAN UNION. THIS DIRECTIVE APPLIES TO
ELECTRONIC PRODUCTS PLACED ON THE EU MARKET AFTER JULY 1, 2006.

Logicube Declaration of Conformity

ENVIRONMENTAL REQUIREMENTS, WHICH ENSURE CONSUMER
AND WORKPLACE SAFETY. IT IS IN COMPLIENCE WITH ALL
REQUIREMENTS AND PROVISIONS OF DIRECTIVE 89/336/EEC, AND
ALL OTHER RELEVANT DIRECTIVES.

LOGICUBE DECLARES THAT THIS PRODUCT MEETS ALL
c ( APPROPRIATE EUROPEAN UNION (EU) HEALTH, SAFETY, AND

PLEASE CONTACT LOGICUBE, INC. FOR A COPY OF THIS DECLARATION.
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End User License Agreement (EULA)

LOGICUBE, INC. OWNS THE CELLDEK SOFTWARE AND HEREBY GRANTS THE
LICENSEE A LIMITED, PERPETUAL, NON-EXCLUSIVE AND NON-TRANSFERABLE
LICENSE TO USE THE SOFTWARE SOLELY IN THE COURSE OF LAWFULLY
OPERATING THE DEVICE WITH WHICH THE SOFTWARE IS INTEGRATED, AND
FOR NO OTHER PURPOSE. A COPY OF THE LICENSE MAY BE VIEWED FROM
WITHIN THE CELLDEK APPLICATION AND THE END USER WILL BE PROMPTED
TO ACCEPT THE TERMS OF THE LICENSE PRIOR TO INITIAL USE OF THE
DEVICE. A COPY OF THE LICENSE IS INCLUDED IN THE USERS MANUAL OR YOU
MAY CONTACT LOGICUBE, INC. FOR A COPY.

THE DEVICE ALSO CONTAINS AN EMBEDDED PC. THE END USER SOFTWARE
LICENSE AGREEMENT FOR SOFTWARE CONTAINED WITHIN THE EMBEDDED PC
IS PROVIDED AS A PAPER LICENSE ALONG WITH THE CELLDEK DEVICE IN THE
ATTACHED PACKAGE. BY USING THE SOFTWARE YOU AGREE TO BE BOUND BY
THE TERMS OF THE APPLICABLE LICENSE AGREEMENT. THIS LICENCE COVERS
THE OPERATING SYSTEM THAT SUPPORTS THE CELLDEK DEVICE SOFTWARE
AND ANY OTHER SOFTWARE CONTAINED ON THE EMBEDDED LAPTOP. PLEASE
NOTE THE WARRANTY RESTRICTIONS ON ACCESSING THE EMBEDDED PC. A
COPY OF THIS LICENSE IS ALSO AVAILABLE FROM LOGICUBE, INC.
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1. Introduction to CellDEK TEK

Introduction

Congratulations on your purchase of CellDEK TEK from the manufacturers of the CellDEK
fully integrated extraction system.

CellDEK TEK is designed for the technically proficient forensic investigator and uses the
same advanced technology as CellDEK, but allows the user to have full control in a windows
environment. CellDEK TEK can be installed on any type of Windows PC or laptop running
Windows XP (See minimum specifications below).

TEK stands for Technical Extraction Kit. It is designed to carry out data extractions from cell
phones, PDAs, SIM cards, flash memory and GPS devices. Data can be extracted from
phones and PDA devices using three connection methods; data cables, infrared ports or
Bluetooth® radio frequency communications. The target devices may connect to CellDEK
TEK by one, two or all three of these methods.

The CellDEK TEK software also helps with easy identification of the target device and
informs the user of available connection methods. The user can select the preferred
connection method. Historically, data cable connection has been time-consuming as it can be
difficult to locate and identify the correct data cable for the target device. CellDEK TEK
eliminates this by using a set of intelligent data cable connectors. Once the target device has
been identified, CellDEK TEK automatically selects the correct data cable connector from the
connector rack. This is a fast and reliable data cable connector selection process.

Recommended use of CellDEK TEK

CellDEK TEK is a forensically sound mobile phone and PDA data extraction
tool, able to obtain real time intelligence from a mobile handset in the field or
in the laboratory. It is not designed to extract every piece of information from
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the phone as a full forensic examination would provide, but is designed to
obtain key information. It is aimed at getting information immediately from the
mobile handset to help move an investigation forward. CellDEK TEK has
been designed with a full audit trail allowing users to demonstrate when
actions were taken.

CellDEK TEK has been tested on a large range of handsets and its
capabilities are displayed during the data extraction process. These tests
have verified that CellDEK TEK extracts data reliably.

Users should consider using CellDEK TEK in an appropriate environment to
prevent the suspect handset from receiving any messages or calls that will
change its data. This can also be considered as interception and hamper an
investigation. The user should consult with their local authorities for
recommendations on the legal implications of intercepting data in the context
of their examinations.

Minimum PC Requirements

e PC/Laptop with Pentium 300 megahertz (MHz) or higher processor
clock speed.

e System Memory: 256Mb RAM Minimum.
e Windows XP compatible PC/Laptop with Service Pack 2.

e 500Mb of Available Hard drive space (Minimum to install and run
application. Note: amount of data downloadable from a device will
be limited upon hard disk space available for storage of transferred

data).
e Internal/External CD drive (For Installation only).
e USB Port.

o XGA (1024 x 768) or higher resolution video adapter and monitor.

Features

e Able to connect to a wide variety of cellular phones, GPS devices
and PDA (Personal Digital Assistant) devices.

e Direct connection via cable, IR (Infrared) or Bluetooth.

e Built-in cellular phone identification module.

e Water-resistant, rugged carrying case.

e MD5 Hash to ensure that captured data is not tampered with.
e Works in tandem with user’s own desktop or laptop PC.

Using this guide

This user guide is made up of 6 sections:
e Introduction
e Getting Started (Fast Start)
e Capturing Data
e Analyzing Captured Data
e Other Features
e FAQs and Troubleshooting Guide
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CellDEK TEK hardware in a rugged, water-resistant carrying case.

A set of intelligent data cables, which are able to connect to a variety
of popular cellular phones.

1 Nokia CA-42 Cable.
8 Nokia Flash Adapters
(CBL-CDNK1 through 3 and CBL-CDNKS5 through 9)
1 Internal Battery Pack (Installed)
1 IR/Bluetooth Module (Installed)
1 Network Isolation Card (NIC)
An AC adapter
A USB Cable
A 12V Power Cable that connects to a military-style battery

2 CDs containing CellDEK TEK software, Core Components and a
copy of the Users’ Manual

A Quick-start Guide

AT AN

|
}

I

o
(IS
L1 EHITR L

-f!‘ ol

CellDEK TEK
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2. Getting Started (Quick Start)

Overview of the CellDEK TEK

14

13 13

CellDEK TEK Overview 3 10 2

1. CARRYING CASE - This rugged carrying case protects the CellDEK TEK hardware
from moisture and other environmental hazards.

2. PHONE CABLE ADAPTER RACK - This rack is for cell phone adapter cables that
are not currently in use. It is also where the CellDEK TEK detects the adapter cable
prior to a capture. The rack can hold up to 20 Adapters.

3. PHONE CABLE JACK — When CellDEK TEK lights the correct adapter; plug it into
this slot.

4. USB PORT #1 — This USB port is used to connect an external USB drive for data
backup purposes. When used to extract data from a USB drive, the port becomes
write-protected.

CellDEK® TEK User Manual
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5.

10.

11.

12.

13.

14.

SIM CARD SLOT - This port allows users to capture data directly off the SIM or
USIM card.

MEASURING TOOL — Use this ruler to measure a handset’s dimensions in inches or
centimeters.

USB PORT #2 — This USB port connects the CellDEK TEK hardware to the laptop or
desktop PC that is running CellDEK software.

AC POWER SOCKET — The AC power supply plugs into this socket. The power
supply charges the optional CellDEK TEK battery.

EXPANSION SLOT - This slot is where the IR / Bluetooth module connects.

BATTERY TEST METER - This button tests the current life of the internal battery.
Three LED’s show the battery’s status.

PHONE ADAPTER CABLES - These adapter cables connect the CellDEK TEK to a
large variety of handsets. 20 adapters fit on the rack.

EXPANSION PORT COVER PLATE — This plate protects the expansion slot when
the IR / Bluetooth module is not being used.

STORAGE BAG - These storage bags can hold extra phone adapters, cables and
other items.

QUICK START GUIDE - This laminated card sits in a mesh bag for easy reference.

Setting up the CellDEK TEK

Proper setup of the CellDEK TEK requires two major steps:

Install the CellDEK TEK software on a host PC.
Attach the CellDEK TEK to the host PC.

Both of these procedures are outlined below.

Software Installation Instructions

The enclosed CelIDEK TEK software CD-ROM and the Core Components CD-ROM can be
installed on any Desktop or laptop PC that meets the minimum system requirements.

IMPORTANT NOTE: Do not attach the USB cable and the CellDEK TEK device to your
computer system until the software is fully installed and the computer system has been
restarted. Please refer to the Connecting the CellDEK TEK to a PC Setup Instructions.

Minimum and Recommended PC Requirements

Minimum Specification

e PC/Laptop with Pentium 300 megahertz (MHz) or higher processor
clock speed.

e System Memory: 256 MB RAM Minimum.
e Windows XP with Service Pack 2 or higher

e 500MB of Available Hard drive space (Minimum to install and run
application. Note: amount of data downloadable from a device will

CellDEK®

TEK User Manual
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be limited upon hard disk space available for storage of transferred
data).

Internal/External CD drive (For Installation only).
USB Port.
XGA (1024 x 768) or higher resolution video adapter and monitor.

Recommended Specification
In addition to the above minimum specifications, recommended are:

Processor: Intel Pentium m Processor 1.10GHz or higher.
System Memory: 512 MB RAM or higher recommended.
Windows XP with Service Pack 2 or higher.

USB 2.0 port.

40GB or larger hard drive.

Possible Issues/Conflicts

Installing on a System without Windows XP Service Pack 2 or higher
Windows XP itself does not support USB 2.0. This was updated in
Service Pack 2. Systems not running Service Pack 2 will still be able to
install the software but may not be able to connect to the hardware.

Installing on a System without Windows XP Service Packs 1 or 2
Windows XP again does not support Bluetooth Devices. This was
updated with Service Pack 1. Again systems would be able to install the
software but may not be able to connect to the hardware.

Pre-Existing Software
It is strongly recommend that you uninstall all previously installed phone
applications and phone extraction software before performing the
CellDEK TEK software installation.

Doing so will prevent any previously loaded phone device drivers loaded
by other phone software applications from conflicting with those the
CellDEK TEK software uses. Problems and delays may result if pre-
existing drivers are selected for phone extractions instead of the correct
drivers installed by the CellDEK TEK software.

To resolve a driver conflict, follow the Conflicting Driver Instructions in
the Other Features & Technical Notes section of this manual.

Step by step CellDEK TEK Installation Instructions

1.

Insert the CellDEK TEK CD-ROM into your computer’s CD-ROM
drive.

The CellDEK TEK Setup software will launch automatically. If not,
a. Double-click the My Computer icon.
b. Right-click the CD- ROM drive letter.

NOTE: Where X:\ it represents the letter drive assigned to your CD-ROM
drive by the operating system.

c. Click Open.

CellDEK® TEK User Manual
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d. Double-click the Cell DEKTEK.exe icon

3. On the Welcome to the CellDEK TEK Installation Wizard screen click
the Next button.

% CellDEX TEK Setup =]

Welcome to the CellDEK TEK
Installation Wizard

Cell

It & thongly recorsmendad that you met ol Windows progeass
bedose running s tetup progran

Chck Cancalto quit the 10D pecgran., then cloie avy progsans
you hawe iuving  Dick Nesd 10 condeise the rctalldion

WARMING This peogram s protecied by coppaght law and
PRaMACO reyes

Uranshosaed seproduction of datsdation of thet progran of ary
potion o &, ey sea in sreers crv and Cmngd penalies, avd
wll e prosecuded 10 he naermun avend possitls under by

Nast » | Cancsl

Installation Wizard

4. Onthe User Information screen enter your Full Name: and your
Organization: information and chose either the Anyone who uses this

computer option or Only for me option settings then click the Next
button.

1% CeltDEK TEX Setup

Fult Nyre: |

Drgsrcanon

Ther settings (o B 200RC000 030 bt ratallod A the Cument waer o4 for o usen: Iy
shwrn (her comprder Yo must huve adeiataion ights 10 ratell the tettngs for ol
users. Instal this sppbcation for

(=) Argone who uses ths conguies
) Ordy het mvm [Di¥ice]

‘whse Indalldion Wemd®

cBack | Wee> | [ Cocel |

User Information

5. Click the Next button on the Destination Folder screen.

1% CeHIDEX TEK Setup

The Wiie ratalation Wizard sell netaf (he fies S CeIDEX TEX in the odowng okt

You can chodes nol 10 ital CAlDEX, TER by choling Cancel 10 esd the Wiie
Iratallation Wicad

Dirwtaon Fokde
C\Progean Flas\FSS Schwass\CalDEF, Tak

Whe Irstslsion Wioyd®

oo X ez} [ ot

Destination Folder
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NOTE: The CellDEK.exe file can manually be found at C:\Program
Files\FSS Software\CellDEK Tek\CellDEK.exe and the data files containing
capture reports can manually be found at C:\Program Files\FSS
Software\CellDEK Tek\Datafiles\.

6. Click the Next button at the Ready to install the Application screen

to start the updating system process. This portion will take several
minutes to complete.

¥ CellDEX TEK Setup

Clck Fa Back Bution 1o ssenter e matallsion rformasion o cick Cancel o et
the wood

\Wies Inatallation Wowd®

| <Buck | Net> | | Concel

Ready to Install

NOTE: During the installation, you may see a screen appear stating the
software has not passed Windows Logo testing to verify its compatibility with
Windows XP. Click the Continue Anyway button if this appears.

Software Installation

! E The software you are instaling has not pazzed Windows Logo
L testing to verify its compatibility with ‘windows <P ]

Continuing your installation of this software may impair
or destabilize the correct operation of pour syztem
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

[ Continue dngway ] I STOF Inztallation l

Software Installation pop-up

At the CellDEK TEK has been successfully installed screen click the Finish
button.

CellDEK® TEK User Manual
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CellDEK TEK has been
successfully installed.

Chck the Finsh button and wou nay nos conrect yous hadware
10 €sd thes nstallion

Installation Complete

The installer will check to see if the 21 required components have been
installed. If the Core Components are installed the installation is complete
and you can click Exit. If all of the required Core Components have not been
installed a note will appear indicating: Setup has detected X of 21 required
components have been installed. Click Exit and eject the Software
Installation Disk.

If you received a message indicating some or all of the core components are
not installed, insert the CellDEK TEK Core Components Software Ver. 1.3.0
CD-ROM into your computer's CD-ROM drive. At the CellDEK TEK Main
setup screen click the Install button next to Install CellDEK TEK core
components.

Cell )EK TEK Core components disk

.:. FORENSIC SCIENCE SERVICE

Install CellDEK TEK core components

host PC. T

4
i |
)

Installation Menu

NOTE: To prevent unnecessary Windows security warnings it is
recommended that you disable driver signing. This option can be re-enabled
after the installation. Instructions to turn off driver signing can be found in the
next section called How to Remove Driver Signing in Windows XP.

Click the Install button on the Component Installer screen and accept the
third party application installation by clicking Continue.

CellDEK® TEK User Manual
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On the Select Components to Install screen ensure that all items are
selected by placing a check mark on each option available. Click the Install
button.

NOTE: The Install CellDEK TEK Core Components install procedure will
install 21 required components which will take several minutes to complete.

During the automated installation procedure many dialog boxes will appear
on the computer screen copying the necessary files to the computer system.

NOTE: If the driver signing warning option was NOT switched to off from
Windows then the install procedure will display several dialog boxes like the
one shown below. This window is simply requesting that the user click the
Continue Anyway button each time it appears.

Software Installation

1 E The software pou are ingtalling has not passed Windows Logo
L) testing to verify itz compatibility with 'Windows =P, [Tel me why
thiz testing is impartart. )

Continuing your i of this software may impair
or destabilize the comect operation of your spstem
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

[ Continue Arpway ] | STOP Installation |

Driver Signing Warning

Click the Finish button at the All components have been installed dialog box.
Click Exit and remove the CellDEK TEK Core components CD-ROM.

Restart the computer system to install the Core Components and CellDEK
TEK software.

How to Remove Driver Signhing in Windows XP

1. On the Desktop (or from your Start Menu), right-click the
My Computer icon and select Properties from the
menu to display the System Properties window.

Open
Explare
Search...
Manage

Map Metwork Drive. ..
Disconnect Metwork Drive...

Create Shorkcut
Delete
Rename

Properties

My Computer Properties

CellDEK® TEK User Manual
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2. Onthe System Properties window, select the Hardware
tab then click the Driver Signing button.

System Properties

Remate
Advanced

System Restore Auto
General Computer Mame

Device Manager
The Device Manager listz all the hardware devices installed
on pour computer. Use the Device Manager to change the
properties of any device.

Device Manager

Dirivers

Diriver Signing lets you make sure that installed drivers are
compatible with Windows, Windows Update lets you set up
howe Windows connects to Windows pdate for drivers.

[ =chvs Cosals

Hardware Profiles
Hardware profiles provide a way for pou ta set up and store
different hardware configurations.

[ Hardware Profiles ]

[ 0K H Cancel ]

System Properties Window

3. Inthe Driver Signing Options window, select Ignore —
Install the software anyway and don’t ask for my
approval then click the OK button.

Driver Signing Options ! @

During hardware installation, Windomws might detect software that
has nok passed windows Logo tesking bo verify its compatibility with
Wwindows, (Tell me why this besting is important,

What action do you want Windows to take?

() Ignore - Install the sofbware anyway and don't ask For my
approval

O Warm - Proript me each tine bo choose an ackion

(3 Block - Mever install unsigned driver software

Administrator opkion

Make this action the system default

I CK l l Cancel

Driver Signing Options
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Connecting the CellIDEK TEK to the Host PC

Once the software installation is complete, follow the procedure below to
connect the CellDEK TEK unit to the host PC for the first time.

IMPORTANT NOTE: Do not attach the USB cable and the CellDEK TEK
device to your computer system until the software is fully installed and the
computer system has been restarted.

Step by step Instructions

1. Power up the PC that has the CellDEK TEK software
installed.

2. Power up the CellDEK TEK hardware.

3. Plugin the USB Cable between USB Port #2 on the
CellDEK TEK and an open USB Port on the PC.

NOTE: USB Port #2 is next to the DC Power Socket on
the CellDEK TEK.

4. The CellDEK TEK will immediately be recognized as a
USB device and the Phone Adapter Cables will flash
red.

NOTE: During the USB detection process of the CellDEK
TEK device Windows will display the Welcome to the found
new hardware wizard. During the initial detection process the
user will be prompted to respond and interact with the on
screen prompts.

If the CellDEK TEK hardware is connected to a different

USB port on the computer this process will need to be

repeated.

5. Prompt #1- Click Yes, This time only, and then click
the Next button. See below.

Found Herw Hardbware 'Wirard

Walcome 1o the Faund New
Hardware Wicand

“wriin il gaaroh o cuirend ] apedsisd polfrae bee

kg on youn oo, an e hardeas reldsten (D), oo
e ‘Windos Lipdats Wsh pis (rah your perramsan

Fand 23 poremcy poko

T Wirsdoms parwesnl b0 Wi niiovs I paise (0 5.0 ke
obran

‘ne, iz brma anky
T N S vy et | Oonneon 3§ deeon
R rd i e

kck Hest la confras.

New Hardware Wizard

6. Atthe USB Serial Converter screen below select
Install Software Automatically (Recommended)
option and click the Next button.

CellDEK® TEK User Manual
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Found Herw Hardware Wicard

This iz bl o vl o o

USH Sansl Corsmier

“ | M o e coma st sn iralallaton (D
2w Mopp dsk, inseil d mow

"t oy i s vz i T
o | ratsld e iofware sudoraskcally [Facoaresncied]

Circial rom &bt o ol e stee s el

kk Hest la confras.

[ (53 [ Head & .I (=)

Install Options Menu

7. The Found New Hardware Wizard will perform a
search for the USB Serial Converter.

Firams mopl bt mcged yinabee "_‘"

-@ LISH Soasl Cavnaie

fack: wow

Driver Search Screen

8. When the installation is complete, click the Finish
button.

Found Herw Hardbware 'Wirard

Completing the Found Mow
Hiardware Wizand

The w2 Fit o] vl i Jolimwe bor

':e‘ 15 B Seanl Comemrian &

Tk Firich o closs e v

Vrah |
e

Installation Complete

9. Repeat Steps 5 - 8 for the USB converter, USB Serial
Port and any other hardware that is detected. Several
USB devices will be detected. Do not cancel out of any
prompts.

10. After the USB detection is complete Double-click the
CellDEK shortcut on the Desktop to Launch the CellDEK
TEK software application.

CellDEK® TEK User Manual
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11. CellDEK TEK software will automatically launch the
EULA End User License Agreement if the CellDEK TEK
hardware is detected. If the hardware is not detected,
the following notification screen will appear. Click the Fix
button to attempt to re-detect the CellDEK TEK.

Unable to communicate with
CellDEK TEK unit! The connection
settings need to be reconfigured

CellDEK TEK can continue

without the hardware attached
with restricted functionality

CellDEK TEK Notification

12. The following instruction window will appear. Click the
OK button to close the CellDEK TEK application.

The CellDEK application will now
close

Reconnect the CellDEK TEK unit
and the application will start
automatically when configuration
is complete

r .

CellDEK Port Config Screen

13. Disconnect the USB cable coming from the CellDEK
TEK to the PC.

14. Wait about 10 seconds then re-connect the USB cable to
the PC.

15. The CellDEK TEK software should automatically start.

IMPORTANT NOTE: There is a small possibility that the
Windows Hardware Device Manager may fail to locate the USB
Serial Converter Device drivers. If USB Port detection problems
occur, call Logicube Technical Support using the contact
information on the last page of this manual for assistance.

CellDEK® TEK User Manual
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Installing Accessories

The CellDEK TEK currently has two accessories that may require installation: (if these
accessories were pre-installed at the factory skip this section)

Infra-red (IR) and Bluetooth module — This module enables the CellDEK TEK to capture
handset information via IR and Bluetooth.

Internal battery — This rechargeable battery can run the CellDEK TEK up to ten hours on a
single charge.

Please contact your reseller or Logicube if you need to purchase these accessories.

Installing the IR / Bluetooth Module

1. Use a Phillips-head screwdriver to remove the screws from the
Expansion Port Cover Plate and remove the plate.

2. You will notice a socket underneath the plate for the IR / Bluetooth
Module.

3. Plug the IR / Bluetooth Module into the socket as shown below.

AttachingR / Bluetooth Module

Installing the Internal Battery

If you wish to purchase an internal battery for your CellDEK TEK, you will
need to ship the CellDEK TEK device back to Logicube, Inc. for installation.
The battery cannot be installed by the User.

Starting CellIDEK TEK

Battery Status (Internal Battery)

NOTE: This section only applies if your CellDEK TEK has the internal
battery.

Attach the DC power supply cable into the DC input socket and connect the
other end to an AC wall outlet. If a battery is used, allow the battery to charge
for approximately 24 hours before first use.

CellDEK® TEK User Manual
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The CellDEK TEK main application screen displays the battery life of the unit.
When the battery has depleted to around 5%, CellDEK TEK will alert the user
to recharge the battery. When the battery level drops below this state, the
CellDEK TEK application will close and will not restart correctly until the unit
is charged. The image below shows that the CellDEK TEK battery is about

60% charged:
=)

Battery Recharge State

Charging CellIDEK TEK

NOTE: This section only applies if your CellDEK TEK has the optional
internal battery.

The CellDEK TEK hardware may be charged with its AC power supply. The
power supply can be plugged into 110 or 230V AC power.

Normal charge time = 3-4 Hours (fast charge) — A full charge will give up to
10 hours of usage.

Connecting CellDEK TEK to a PC

1. Power up the PC that has the CellDEK TEK software installed.
2. Power up the CellDEK TEK hardware.

3. Plug in the USB Cable between USB Port #2 on the CellDEK TEK
and an open USB Port on the PC.

NOTE: USB Port #2 is next to the DC Power Socket on the CellDEK
TEK.

4. The CellDEK TEK will immediately be recognized as a USB device
and the Phone Adapter Cables will flash red.

5. Launch the CellDEK TEK software application.

NOTE: After software ver. 1.10.0.1., the CellIDEK TEK software will
automatically launch once the hardware is connected.

Launching the CellIDEK TEK Application

Follow the instructions below to launch the CellDEK TEK application:

1. After connecting the CellDEK TEK, the CellDEK TEK application will
launch. The EULA (End User License Agreement) will appear.

CellDEK® TEK User Manual
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End User License Agreement

MO S SER LICENCE AGAECMINT LAY FOR LOGICERE M. SOFTIMARE PRODNCT A f_
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Jratuaien conrqades safhame e doke Saquied Wik il Ihe s smaind el o rded vwierwis wel cedse 08 '
Mtecirome docarsesiaton ["Solhwme Prodeet) you sgres 1 be owed by e Semrs of his ZULA. I poe do mot
jagree 13 the terma of Swe EELA. do net nwisd. dowsioae or une e Software renum e
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End User License Agreement

2. After accepting the EULA, CellDEK TEK will load to the Main
Application Menu.
2 . ]
(’L L FUNCTIONS
read new

manage files
device 54 |

view previous
system setup
extractions '

Now Features included » ColDEK vorsion 1 23 ™

- Support for Aniok] pirysical axachons

Support for Andosd omail ceta
- Inproved supporn for Asdrord Ad-Hoe Rootng
Device support ncreased o 2014 handsats

For more informabion refer 10 e fokiase notes by chekeg ' in he top nght of your
screen

CellDEK TEK Main Application Screen

Shutting Down CellDEK TEK

To shut down CellDEK TEK after use, be sure to close the CellDEK TEK
application by clicking the exit CellDEK button on the PC before you shut
down the CellDEK TEK hardware.
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Important Notes

If the PC goes into Sleep or Hibernation Mode, or the laptop lid is closed and
re-opened, the CellDEK TEK software will hang. You will need to close the
application from the Task Manager in Windows. Once it is closed, re-start the
application and continue working. DO NOT reboot the PC.

To set the Power Options in Windows XP to avoid going into sleep or
hibernation, follow the steps below:
1. Right-click the Desktop and click Properties.
2. Click the Screen Saver tab and in the Monitor Power section, click
the Power button.

3. Inthe Power Schemes tab, set Turn off monitor, Turn off hard
disks, System standby, and System hibernates options to Never.

Identifying a Target Device

Target devices can be difficult to identify. Many show the manufacturer's name or logo, but
not the model name or number. This information is usually displayed behind the battery of the
target device. To view the label, the target device would be powered down and the battery
removed.

On power-up a PIN or PUK number may be required to unlock the target device. This number
can be obtained from the device’s network service provider by authorized law enforcement
personnel.

Identification of the target device is required to determine which connection methods are
available (e.g. cable, infrared or Bluetooth) and for data cables, the specific cable connector.

Attaching a Cellular Phone

1. Begin by clicking the Read New Device button on the Main
Application Screen. The Device Type Selection screen will appear.

@ @
Cell Phone GPS Device
R — .
=
Flash Memory

r_
cancel

Device Type Selection

CellDEK® TEK User Manual
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2. Click the Cell Phone button. The next screen prompts the user to
choose either logical or physical extraction

Logical

Extraction

Select Type:
Physical

Extraction

i

Extraction type

3. Select Logical Extraction for most phones. Physical Extraction is
available for Android devices and the Nokia 1100 only.

Physical Extraction

If Physical Extraction is selected, the following screen will
appear:

r_By 0/S
l_‘_' (_.*npsel

Select Type:

L)

B -

O/S or Chipset screen

Select By O/S. This is the only option that is selectable. ‘By
Chipset’ is only available with the Logicube CellXtract-TNT.
Visit http://www.logicube.com/shop/cellxtract-tnt/ for more
information on the CellXtract-TNT

CellDEK® TEK User Manual
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Android 045

Nokaa 1100

Select 0/S type:

<[

¢ |

.
g |

O/S Type

Select either Android O/S or Nokia 1100. If Android O/S is
selected, follow the on-screen instructions on an Android
O/S physical extraction.

Logical Extraction

If Logical Extraction is selected, the manufacturer list will
appear. If the manufacturer is unknown, the search is carried
out on all manufacturers.

For a given manufacturer, CellDEK helps to identify the
target cellular phone as follows:

e Selection from a model list
e Selection from model images

e Selection from a “short list” of model images based
on entered dimensions.

Select Type:
Alcatel Android Apple Blackberry Brew
HTC Kyocera LG Motorola Nakia
02 Palm Sagem Samsung Siemens
. r i A r &
o Symbian Vodafone Windows Not Sure 7
Ericsson
r_

Other

Cell Phone Manufacturer

CellDEK® TEK User Manual
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Once the manufacturer is chosen, the Cell Phone Selection
Screen will appear.

I List Models
Select Model of Samsung phone: '
View Models

[ =

efine List

-

Cell Phone Selection

b

If the user knows the model of the cell phone, then the list
models option should be selected. A list will come up of all
known models.

-

©
o
©
T

Samsung SGH-T729
Samsung SGH-T739
Samsung SGH-T749
Samsung SGH-TE09
Samsung SGH-T819
Samsung SGH-T919
Samsung SGH-T929
Samsung SGH-T959
Select Model of Samsung phone:  Samsung SGH-U100
Samsung SGH-U300
Samsung SGH-US00
Samsung SGH-UT00
Samsung SGH-US00
Samsung SGH-U900
Samsung SGH-V100
Samsung SGH-V200
Samsung SGH-V205
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Cell Phone Model List

Scroll down the list and select the model number of the cell
phone.

If the model is unknown, images of all models for the chosen
manufacturer are obtained by selecting View Models.
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Cell Phone Models

NOTE: Fully verified and supported handsets are indicated
by green “check marks”. Handsets that are not supported but
are expected to work are indicated by amber check marks.
Unverified handsets have no check mark; so treat
extractions from these handsets as a minimum data
extraction.

NOTE: Some handsets can use a Network Isolation Card
(NIC) card during capture. This feature is further explained in
the Network Isolation (NIC) Card section later in this
chapter.

Scroll down the list and choose the image that looks like the
target cell phone.

You may be faced with a large list of cell phones. To narrow
down the search, click the Back button.

Select Refine List. The user has the option to apply two
filters. The user can choose to apply either or both of these
filters.

The first will narrow down the images shown using physical
features of the phone (e.g. Does the phone have an antenna
or camera and what type of phone is it? Clamshell, swivel,
slide or bar).

The second, or Input Dimensions filter is used to enter the
physical dimensions of the target device (length, width,
depth) using mm or inches. CellDEK TEK will display the
models matching those dimensions or features (within a
given tolerance and depending on which filter is used).
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appearance filter
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View m 100mm 50mm
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| Display Phones

NOTE: There

Enter Dimensions

is a measuring ruler printed on the CellDEK

TEK in inches and mm.

NOTE: This screen will allow the user to enter the
dimensions in mm, 1/8 inch or 1/16 inch increments.

Click the Up and Down Arrows to change each filter. If the

handset does not have one of the features, such as a
camera, set the filter to “Ignore”.

When finished, click the Display Phones button. CellDEK
will display models matching those features.

Click the model number or image to highlight it, and then
click the Select button. Refer to the “Connection Options”

section later in this chapter.
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Generic Extraction Module

If the “Other” Button is chosen on the Cellphone Extraction
Screen, the Generic Extraction Module appears. This is used
to extract from handsets that have not been identified or
verified with CellDEK TEK. This includes handsets where
data could not be obtained from the known manufacturers as
well as from unknown manufacturers.

The time taken for data extraction can take over 30 minutes,
depending on the amount of data.

The Generic Extraction Module only supports Bluetooth and
Infrared connections

You have chosen ‘other’ as the device manufacturer.
1f you know the manufacturer it is recommended
you cick 'back’, sefect that manufacturer from the
ist, and choose a similar looking device,

As the phane has tot been identified successt
data extraction can not be guaranteed,

Blustooth

B | Run Extraction

Generic Extraction Module

NOTE: Users should be aware that data extracted with the
Generic Extraction Module is NOT validated. It is
recommended that any data extracted using this method is
visually verified by the User to ensure that no data is missed
or misrepresented.

Attaching a PDA

1. Begin by clicking the Read New Device button on the Main
Application Screen. The Device Type Selection screen will appear.

l Flash Memory

B oy

Device Type Selection
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2. Click the Cell Phone button. The next screen prompts the user to
choose the type of PDA. The choices are Windows Mobile,
Blackberry, Palm OS, and Android.

Select Type:

n
Sony \ 2
v Symbran Vedafooe Windows Not Sure Other
ncsson

r_
cancel

3. Palm OS based PDA devices are supported by software version
1.10.0.0. and higher with the following caveats:

Select PDA Type

e Extraction of SMS messages is currently not supported.
e Extraction of user files is currently not supported.

e Some Palm 680 handsets may not extract with CellDEK TEK
even though it supports most Palm 680 handsets. Incompatible
models include AT&T Palm 680.

CellDEK TEK is able to collect the following information from Palm
devices: Contact Details, Call Logs (if available), Calendars, Tasks,
Notes and Palm Database (PDB) files. PDB files are where Palm OS
keeps data stored in RAM. The data is kept in database format.
These files can contain user data.

4. Windows-based PDA devices need to have Active Sync enabled
before they can be set to Infrared mode. Please refer to the
Connecting via Infrared section later in this chapter.

5. Blackberry devices can only connect via Cable. Please refer to the
Cable Connection section later in this chapter.

NOTE: Blackberry devices that are password-protected will need to be
unlocked before data can be extracted. Please refer to the Unlocking a
Blackberry Device section later in this chapter.

6. Most PDAs will need to connectto CellDEK TEK via Bluetooth.
Please refer to the Connecting via Bluetooth section later in this
chapter.

7. Additional Cable Support for PDAs:
A set of 5 new PDA cable tips and a USB cable are available from:

http://www.gomadic.com/celldek.html
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These tips will enable the User to connect to a number of PDAs that
are not supported by the current CellDEK TEK cables. However, it
must be noted that, although many of these PDAs are already
supported by CellDEK TEK via Infrared, an extraction using a cable
with provide a faster extraction. Appendix C lists the 150 PDAs that
are supported by these cable tips.

Each tip can be attached to the customized USB cable allowing a
large range of tips to be connected to the same USB cable.

®e,

Attaching a SIM Card

NOTE: CellDEK supports, with software release 1.20.0.0, the ability to clone
an existing SIM card. This and other features using the Network Isolation
Card (NIC) are described in detail in the Network Isolation (NIC) Cards
section called “Network Isolation Cards (NIC) and SIM Card ID Cloning”

SIM Card extraction supports both SIM and USIM cards.

1. Begin by clicking the Read New Device button on the Main
Application Screen. The Device Type Selection screen will appear.

& 1
Cell Phone GPS Device
Ml i
Select Device Type: SIM Card Create NIC
‘-
Flash Memory

rn u

Device Type Selection

2. Click the SIM Card button.
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3. Remove the SIM Card from the target cell phone. It is usually located
under the battery.

Removing SIM card from cell phone

4. Slide the SIM card into the SIM card slot that is located on the
CellDEK TEK next to USB Port #1. Align the SIM Card as shown
below.

SIM Card in Slot

SIM PIN and PUK Codes

CellDEK TEK enables an investigator to unlock SIM cards
via the PIN code and the PUK code, if they are known.

When CellDEK TEK is used to unlock a SIM card via the PIN
code it does not relock the card afterwards.

When unlocking the SIM card via the PUK code CellDEK
TEK will reset the PIN number to “0000”. To enable the
feature to enter the PUK code, the PIN code needs to be
entered incorrectly several times. The PIN-input screen
displays the number of attempts remaining before the PUK
code is required.

Dual SIM Extracted Data

Dual SIM handsets can contain two SIM cards; however the
handsets are fully operational with only one SIM. Dual SIM
handsets will have the following data:

e 2 IMEI Numbers

e Upto 2 IMSI Numbers

e Up to two lots of SIM Contacts
e Up to two lots of SIM Messages
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These handsets make use of two SIM card slots and are
referred to as Slot 1 and Slot 2. Either slot can be used if
only one SIM card is present.

There are a number of ways the user can switch between
SIM cards including a software menu option or a hardware
button.

The handsets also have the functionality to set which SIM
card is initially used on start-up irrespective of the Slot it is
in. Therefore the SIM card in Slot 2 can be set to be used
before that in Slot 1.

The SIM cards will be referred to as Primary SIM and
Secondary SIM, where the Primary SIM is the one set to be
used first.

The following data has been tested and can be extracted
from these handsets:

IMEI — Each Dual SIM handset has two IMEI numbers, one
for each SIM card Slot. The IMEI numbers are associated to
the SIM card slots on the handset NOT the SIM Cards. The
CellDEK TEK will only extract the IMEI number of Slot 1
regardless of how many SIM cards are present or which card
is set as the Primary SIM.

IMSI — Each Dual SIM handset can have up to two IMSI
numbers, one for each SIM card inserted. The CellDEK TEK
will only extract the IMSI of the Primary SIM card, regardless
of which slot it is inserted into.

SIM Contacts — Dual SIM handsets can store contacts to
either SIM card. The CellDEK TEK can retrieve contacts
from both SIM cards and identify which card they were
stored on. Contacts stored on the Primary SIM will be
labeled “[Primary SIM]”. Contacts stored on the Secondary
SIM will be labeled “[Secondary SIM]”.

SMS Messages — Dual SIM handsets can store SMS
messages on either SIM card. The CellDEK TEK will only
extract messages stored on the Primary SIM card,
regardless of which slot it is inserted into. CellDEK will
extract all handset SMS messages but cannot determine
which SIM card they were sent to/from, this can be
determined by viewing the SMS on the handset.

Call Logs — Dual SIM handsets store all call logs on the
handset and can be dialed or received from either SIM card.
The CellDEK TEK will extract all call log entries but cannot
determine which SIM card was used to dial or receive the
call. This can be determined by viewing the call logs on the
handset. Any LDN’s stored on the SIM cards will not be
extracted, a separate SIM card extraction will obtain this
data.
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NIC Card Functionality — Where NIC card support is
verified, a NIC card will need to be created for each SIM
card used in a Dual SIM handset. The NIC card will need to
be returned to the same Slot from which the SIM card taken
from. Placing a NIC card in the wrong slot will result in a loss
of data.

NOTE: A separate extraction should always be performed
on all SIM cards.

Attaching a Memory Flash Card

The CellDEK TEK is able to capture Memory Flash Cards through USB Port
#1 and the use of an adapter (sold separately). When capturing, the CellDEK
TEK software application does not allow data to be written to the Memory
Card Reader slots.

1. Begin by clicking the Read New Device button on the Main
Application Screen. The Device Type Selection screen will appear.

GPS Device

Cell Phone

Select Davice Typw: SIM Card Create NIC

Flash Memory

=

2. Click the Flash Memory button. The next screen will prompt the user
to inset the Flash Memory card into USB Port #1

Device Type Selection

3. Insert the memory card into a USB adapter (not included) and insert
the adapter into USB Port #1.

Imaging Flash Media

After capturing data, CellDEK TEK will ask the user if it should perform a
complete image capture of the flash memory card. If the user chooses to do
this, CellDEK TEK will run this procedure:

e CellDEK TEK will make a sector-by-sector copy of the entire flash
media drive.

e The copy will be stored as an image file in the “_resource” folder of
the extraction directory.
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e CellDEK TEK will then scan the image file for the following types of
Jjpeg files:

- Extant jpeg: Normal, readable .jpeg files.
- Deleted jpeg

- Embedded jpeg: .jpeg files embedded in emails or other
files.

e Any found .jpeg files will be displayed by CellDEK TEK in the
Extended Data screen.

e The image file can be copied to a thumb drive and investigated
further with hex-editing or forensic software.

NOTE: The CellDEK TEK cannot distinguish between Extant,
deleted or embedded JPEG files. The image file should be further
investigated to determine the status of any found files, and whether
similar files exist in other formats.

Attaching a GPS Device

1. Begin by clicking the Read New Device button on the Main
Application Screen. The Device Type Selection screen will appear.

Cell Phone GPS Device
r s
Select Device Type: SIM Card Create NIC

lash Memory

p

ick

s

Device Type Selection

2. Click the GPS Device button. The next screen prompts the user to
choose the type of GPS.

acerpsto N

Garmin nud 250w

rﬂ
Garmin nun 260
Garmin nuv 300
Garmin nuv 760
HP PAQ 314 Travel Companion
r__

Mazs Storage Device
Memory Card
Select Modet of GPS device: Navigen 2210
Navigen 7210
Navman 550 30
Navman 570
Navman 570 30 page
NDrive 5300 down
TomTom GO 720
TomTom One
ViaMichelin X970

e i
cancel

Select GPS Type
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3.

If a TomTom GO 720 is to be selected, choose “TomTom GO 720"
After capture, you will get an opportunity to capture the memory card
separately.

NOTE: The following TomTom devices are supported: TomTom GO 720 and
ONE V3. Other TomTom devices are not supported.

4,

If present, remove the memory card from the GPS device. This will
be captured later.

WARNING: ALWAYS remove the Memory Card from a TomTom device prior

to capture.

NOTE: TomTom can store the same information in the device and on the
Memory Card. For that reason, the device and card may contain different
sets of the same type of data (i.e. application info, favorite destinations, etc.)

5. Connect Cable 9 to the GPS Device and follow the prompts to

extract data. The following information can be extracted from the
supported GPS Devices:

Device information
Manufacturer, Model, Serial Number

Owner information
Owner’s Name, Owner’s Street, Owner’s Town, Owner’s City

GPS location information

‘Home’ address with GPS coordinate, ‘Favorite’ addresses
with GPS coordinates, ‘Destination’ addresses with GPS
coordinates, ‘Recent’ addresses with GPS coordinate,
‘Miscellaneous’ addresses with GPS coordinates

Telecommunication information *

Telephone contact information stored on TomTom, Telephone
numbers called via the TomTom, Telephone numbers of calls
received via the TomTom, SMS messages received via the
TomTom, SMS messages sent via the TomTom

Files *
MP3 files, JPEG files
*Only on supported devices.

The following information can be extracted from Garmin devices:
manufacturer, model, serial number, “favorite” addresses with
GPS coordinates.

After the GPS Device is extracted, click “Memory Card” on the
screen that appears. Follow the directions for Connecting a
Memory Flash Card earlier in this chapter.

The following information can be extracted from HP satellite
navigation devices

GPS location information

‘Favorite’ addresses with GPS coordinates,

Route ‘Waypoint’ addresses with GPS coordinates.

‘Search History’ addresses with GPS coordinates.
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Telecommunication information
Contact information.

Call Registers.

Files

User files can also be retrieved from the device by performing a
separate Flash Media extraction.

IMPORTANT NOTE: CellDEK TEK can only support Memory Cards up
to 1GB in size.

Generic GPS Extraction

CellDEK TEK can search certain devices for GPS data
generated by any of the following GPS Software:

e CoPilot 6

e Garmin

e Navman Smart ST
e NavNGo

e NDrive

e TomTom

The data files generated by this software can be stored on
devices without any GPS software installed. This data can
still be extracted using CellDEK TEK.

Devices which GPS Data can be extracted from are:
e Sat-Nav GPS Devices
e Windows Mobile Devices
e Flash Media Cards
e Mass Storage Devices

NOTE: Devices can be used to store data generated from
other devices. Therefore, care must be taken when linking
data to a specific device.

The following GPS Data can be extracted:

e ‘Favourite Locations’ - These are a list of addresses
and/or coordinates which a user has chosen to store
on the device. They can contain Home and Work
locations.

o ‘Recent Destinations’ — These are a list of previous
destinations the owner has selected to navigate to.

e ‘Route Waypoint Data’ — These are a list of
addresses and/or coordinates which form set
locations along a route that the user has created.

e ‘History - This is a list of addresses and/or
coordinates that the owner has previously searched
for or viewed. This list may also contain Favourite
and Route Waypoint Locations. This list differs from
Recent Destinations in that the owner may not have
selected to navigate to the location.
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NOTE: The presence of any of the above data on a device
does not indicate that the owner has been to that location.
Only tha the owner chose to view and/or save that location
on the device.

CellDEK TEK will also extract Telecommunications data
from some Sat-Nav GPS Devices.

The following Telecommunications data can be extracted:
e Contact information
e Telephone numbers called via the GPS Device

e Telephone numbers of calls received via the GPS
Device

e SMS sent and received via the GPS device

This information is extracted from the data files created by
the above software only. Mobile communication devices may
have a separate store for this information.

NOTE: It is recommended that a separate PDA extraction be
performed on all WinMobile devices to obtain
Telecommunication Data.

GPS Track Logs

CellDEK TEK now extracts GPS track logs from devices
manufactured by:

e Garmin
¢ Navman
e HP

Track logs record the GPS coordinates of the device every
1-2 seconds giving an accurate description of where the
device has been and when.

The CellDEK TEK report shows only the start point of each
stored track log, as each track can potentially store
thousands of points.

Track log data is best viewed by importing the GPSData.gpx
into Google Earth.

NOTE: Some devices start logging as soon as they are
turned on, however other devices require the user to initiate
logging to record track log data.

Opening GPSData.gpx Output Files in Google Earth

CellDEK TEK generates an additional data file when
extracting GPS Data. This file contains GPS data and can be
imported into Google Earth to display the data.

The data file GPSData.gpx is created within the extraction
folder automatically when a GPS extraction is performed.
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v oGlls ,

The data file stores all waypoints, routes and track log data
in a format which can be used by Google Earth to display all
of the GPS data in the report.

NOTE: Google Earth 5.0 will need to be installed on a PC to
view the GPSData.gpx file. This can be downloaded from:
http://earth.google.com

Open Google Earth and click the File menu.

er o B,
521 ifl

Navigate to the location where the extracted data files are
stored.
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In the Files of type drop down box select Gps (*.gpx *.loc
*.mps) and then select the GPSData file and click open.

Alternatively you can drag the GPSData.gpx file into Google
Earth

The GPS Data Import window appears allowing you to
choose what types of data you want to import.

= Google Earth - GPS Data Import

Irnpiork

‘Waypaints
Tracks
Routes

[] create clickable image For track and route points
Created icons For bracks and roukes show direction
Draw lines For kracks and routes

Adjust alkitudes ko ground height

CK H Cancel ]

To display all GPS fixes along a saved track log make sure
you check the Create clickable image for track and route

points.
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= Google Earth - GPS Data Import

Irnpart

Waypoinks
Tracks
Routes

Create clickabls image for track and route points

Created icons For tracks and routes show direction
Draw lines for tracks and routes

Adjust altitudes to ground height

o [ cona |

The data is then displayed on the map and can be selected
using the Places navigation panel.

A full Google Earth User Guide can be viewed at:
http://earth.google.com/intl/en/userquide/v5/

NOTE: Google Earth imports GPS coordinates, Time and
Data, Altitude and Waypoint Name data only. Any other
information displayed in Google Earth has been inferred by
the Google Earth software.

Geo-Tag Data from Images

CellDEK TEK will now display Geo-Tag data for images that
have been captured using a device with a GPS receiver.

A Geo-Tag consists of latitude and longitude coordinates
and adds geographical identification to an image.

Geo-Tag information is automatically extracted and appears
in the metadata section associated with an image.
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Geo-Tag

NOTE: Geo-Tagging is only displayed if the image has been
captured using a device that supports geo-tagging.

Attaching an Apple iPhone

CellDEK TEK software ver. 1.12.0.0. and newer is able to capture data from
Apple devices such as the iPhone and iPod Touch.

IMPORTANT NOTE: iTunes must be installed on the CellDEK TEK before it
can support Apple devices. See the section “Data Capture from Apple
iPhone” for information on which version of iTunes to install.

Begin by clicking the “Read New Device” button on the Main Application
Screen. The Device Type Selection screen will appear.

I Cell Phone GPS Device
Select Device Type: I SIM Card I Create NIC

.

lash Memory

back canced

Device Type Selection
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Click the Cell Phone button then select Apple from the list of handset
manufacturers.

CellDEK will illuminate the correct data cable with a green light. A prompt will
appear on the screen asking the user to attach the cable to the Phone Cable
Jack.

NOTE: DO NOT attach the Apple device until prompted by CellDEK.

Remove the cable from the rack and insert it into the Phone Cable Jack. The
cable’s LED will turn red. Click OK on the screen.

The cable’s LED will turn green and a new prompt will appear. Attach the
target cell phone at this time. Click the OK button once the phone is
connected.

Connection Options

Once the correct target device has been chosen, the next screen will show the different
connection options that are available. The three different methods of connection are Cable,
Infrared or Bluetooth.

NOTE: Infrared and Bluetooth connections are only possible with the optional IR / Bluetooth
Module.

The Connectivity Option screen also shows the type of data that can be extracted from the
target device. This information is shown as a series of icons that are listed at the end of this
chapter. Any data types that cannot be extracted have a red “X” through the icon.

The Connectivity option Screen will also alert the user if the target device supports memory
cards.

NOTE: The Connectivity Option screen will show items that can be downloaded from the SIM
card if the chosen handset is a GSM phone.

Handset support

= =8 2 B O
o e 40 a0
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| L - i' N 54 Sapports SIMless extractions Bluetooth

Supports removable memory
cards
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Connectivity Option Screen
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Helper Icons

The Connectivity Option Screen also has three “Helper Icons” that indicate
the location of the handsets On/Off switch, Cable Port and IR Port (if

available). ot G _port (@) -an/off

Cable Connection

1. Select “Cable” from the Connectivity Option Screen and click the
“Run Extraction” button. CellDEK TEK will access the Cable
Adapters that are stored in the Adapter Rack.

2. CellDEK TEK will illuminate the correct data cable with a green light.
A prompt will appear on the screen asking the user to attach the
cable to the Phone Cable Jack.

NOTE: DO NOT attach the cell phone until prompted by the CellDEK
TEK software.

3. Remove the cable from the rack and insert it into the Phone Cable
Jack. The cable’s LED will turn red. Click the OK button.

4. The cable’s LED will turn green and a new prompt will appear. Attach
the target cell phone at this time. Click the OK button once the phone

is connected.

A

Data Cable Connected to Device

On completion of data extraction, the data cable must be replaced into any of
the twenty storage sockets. It does not matter which socket the cable is
attached to.

Bluetooth Connection

Many cell phones have Bluetooth capability, which can be used to transfer
data from the target device. CellDEK TEK’s range is 60 feet for connectivity.

Bluetooth extraction is a wireless communication link. On initiation, CellDEK
TEK will produce a list of all Bluetooth enabled devices. Caution is therefore
required when selecting the correct device name list, particularly if two
devices in the area have the same name. Any connection will require
confirmation/acceptance on the handset in question before the extraction
process can commence. This prevents accidental connection to other
devices.
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Bluetooth capability can only extract data once the handset has been 'paired'
with the CellIDEK TEK unit. Pairing is when you enter a 4-digit code into the
phone/handset to accept the connection. If the 4-digit code is incorrectly
entered you cannot access any data from the device. Data can only be
extracted covertly over Bluetooth if the device is PAIRED FIRST, before
returning it to the target owner. The data could then be extracted remotely
without the target owner’s knowledge (depending on phone type).

Connecting to a Cell Phone via Bluetooth

1. Set the target device to Bluetooth mode. Select
“Bluetooth” from the Connectivity Option Screen and
press the “Run Extraction” button. If the device is a
recognized cell phone, CellDEK TEK will display
instructions on how to set the handset to Bluetooth
mode.

2. A prompt will appear asking the User to “Click
Discover Devices to Begin”.

Activate device's Bluetooth visiility, and click Discover devices to begin

Discover devices

Remave device

W11

ect

Artivate devica'’s Bluetooth winbetity, and click Discovar devicas’ to bagin

[iscower devices

I Ramave device

sl st

carcel

]

Discover Device List Screen
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3. Once the target device has Bluetooth enabled, click
the “Discover Devices” button.

4. A Bluetooth Activity screen will appear as CellDEK
TEK searches for Bluetooth devices.

5. After 20-30 seconds, CellDEK TEK will display a list
of found devices. Select the name of the target
device and click the Select button.

NOTE: If the target device does not appear in the list, click
the “Discover Devices” button again. It may take more than
one attempt to access the device.

6. Once connected, the Target device will prompt the
user to allow connection. When requested, enter the
4-digit code as 1234 on the target device. Once the
pairing process is complete, data extraction will
commence automatically.

NOTE: The target device screen must be monitored during
this stage of the process. Some target devices require
confirmation at various stages to continue through the
extraction process.

7. After data extraction, a reminder will appear for the
user to remove the CellDEK TEK from the Device’s
Bluetooth History list.

Infrared (IR) Connection

PDA Connected via Infrared

Some Cell Phones and PDAs have a built-in infrared (IR) port, which can be
used to transfer data from the target device.

1. Select “Infrared” from the Connectivity Option Screen and press the
“Run Extraction” button.

2. A prompt will appear on the screen asking the user to set the target
device to infrared. If the device is a recognized cell phone, CellIDEK
TEK will display instructions to set it to infrared mode.
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Activate handset's IR reception
and place in the IR well.

Instructions for Infrared Mode

3. Once the device is in infrared mode, place it next to the Infrared
emitter on the IR / Bluetooth Module. Make sure that the device’s IR
port is facing the emitter.

4, After 5 - 20 seconds, the CellDEK TEK will emit a tone to indicate
that the IR connection has been made.

Custom Extraction

Pressing “Custom Extraction” instead of the “Run Extraction” on the
Connectivity Option screen allows the user to decide what data is
downloaded from a handset. This is handy when the user only needs the call
log from a handset, for example.

Custom Extraction

Filexvact Contacts [l extract wstant Massanger
Filexwract Cail Registers [ Extract Locations
Fjextract messages [ extract Al Othae

[ jExtract Organisers

ﬂlxm Files

H r-

Custom Extraction Screen

Click the radio buttons to download or skip different data types. Press “OK”
when finished.

Any data not read will appear in the capture report as “User chose not to
extract i

NOTE: “Extract Files” refers to all image, movie, sound and other files found
in the Extended Data portion of a capture.
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SIM Card connection

SIM Cards do not require any special Connection procedures. Once the card
is connected, data will begin to extract as outlined in Chapter 3 — Capturing

Data.

Connectivity Icons

The Connectivity Option Screen uses distinct icons to show what data can be pulled from

supported phones with different connection options.

ICON DESCRIPTION ICON DESCRIPTION
IMEI =[="
E IMEI Number - Sent SMS Message
@ Time % Saved SMS Message
L ) 1
1Jan [ HEIEIA
Date Calendar Entries
= . (4
Contact List (ADN) Tasks
©
ErS ) -
gaa Dialed Calls Audio Files
i =
E’h Received Calls @ Image Files
— ®
(6, _ e
i Missed Calls Video Files
Read SMS Message ﬁ Other Files

K./ 6

Unread SMS Message

QO

NOTE: Presence of this symbol next
to the icon denotes that the data is
extracted with relevant timestamps.

X]

Multimedia Message — SMS
messages that can include
attachments.

A

Other Files

Connectivity Icon Table

Note: Some phones will display the Other Files folder icon on the CellDEK TEK software
within the Connectivity Options Screen. These phones can have files such as Images,
Audio and Video extracted. Extraction capability for these phones is limited by the models
architecture and feature set.
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Other connectivity Icons

The Connectivity Option Screen also tells whether a handset supports extraction through
a NIC card or if the handset can be accessed without its SIM card.

Network Isolation Cards (NIC) and SIM Card ID Cloning

CellDEK TEK has the ability to isolate many handsets from the mobile network by using a
Network Isolation Card (NIC). NIC cards are placed in the SIM card slot of the handset.

There are three categories of support for this feature.
e Handsets that support this feature are displayed with a blue NIC icon.

¢ Handsets that do not support this feature are displayed with a blue NIC icon
crossed with a red line.

¢ Handsets that are untested for this feature are displayed with no NIC icon.

Select Phone Model:
Page 7 of 12

o=
EE
BEeg ™

GRS i
S

Custom
H i lur‘lcak'
X on

Connectivity Option Screen
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A NIC card is included with each CellDEK TEK. Additional Network Isolation Cards can be
purchased from your CellDEK TEK supplier.

Any CellDEK TEK unit running software ver. 1.7.0.0 or later is able to support Network
Isolation Cards (NIC). These cards replace the handsets SIM card and isolate the handset
from its network while allowing a normal examination to take place.

CellDEK TEK ver. 1.20.0 and higher include the following features:
e Create from Existing SIM
e Manually enter NIC data
e Create Test NIC

An explanation and summary for each method is included in the step-by-step instructions
below.

Sim Card ID Cloning Step-by-step

To access the NIC menu, click Read New Device from the main menu. The
device type selection screen will appear.

Cell Phone GPS Device
Sim Card

Create NIC

Flash Memory

:
:
i
il
|
D

Click Create NIC. The NIC Operation screen will appear.

Create from
Existing SIM
Manually enter
Select NIC Operation: NIC data
Create Test NIC

-
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Create from Existing SIM

CellDEK TEK will clone the original SIM card ID. It will
copy the ICCID and IMSI from original SIM card onto a
NIC (SIM ID Card). The ICCID and IMSI on NIC must be
identical to original SIM. NIC (SIM ID Card) ICCID and
IMSI values can be checked by performing a SIM Card
Extraction of NIC.

This method is useful when the original SIM card is
available.
1. From the NIC Operation screen, click Create
from Existing SIM.

2. Place the SIM card into the SIM card slot. Click
OK.

Insert SIM card into reader. Then
click 'OK’

OK Cancel

3. CellDEK TEK will read the inserted SIM card.
After this process, the following screen will
appear:

Please remove master SIM and
insert target NIC card into the
reader

4. Remove the SIM card from the slot and place
the NIC (SIM ID Card) into the same slot. then
click OK. CellDEK TEK will now create the NIC
(SIM ID Card). When this process finishes, the
screen below will appear. Click OK.
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Successfully created NIC

This NIC has been designed for
network isolation purposes only.
It is not an exact copy of the
original SIM and only stores a
subset of SIM data

r .

5. CellDEK TEK will prompt whether a phone is
compatible with Network Isolation Cards.
Selecting No will finish the process and bring the
user back to the CellDEK TEK main screen.
Selecting YES to the screen below will prompt
the user to identify the phone to be used with the
NIC (SIM ID Card). After selecting the phone,
one of the following two screens will appear.
Click OK to finish he process and go back to the
CellDEK main screen.

This phone has been tested and
is supported by the NIC card

&

This phone does NOT support NIC
cards

Inserting this NIC into target
handset may cause data to be
lost or changed

e
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Manually enter NIC data

CellDEK TEK will create a NIC (SIM ID Card) by writing valid
ICCID and IMSI values entered by the user.

This method is useful when the original SIM card is not
available. To find out the correct ICCID or IMSI humbers,
please contact the handset’s network provider.

Valid ICCID numbers are 19 or 20 digits long and include the
following:

The first 2 digits represent the Major industry
identifier (89 for telecommunications)

1-3 digit Country Code
1-4 digit Issuer 1D
Variable length individual Account ID

Valid IMSI numbers are 15 digits long and include the
following:

The first 3 digits represent the Mobile Country Code
(MCCQC).

The next 2 or 3 digits represent the Mobile Network
Code (MNC).

The next digits represent the mobile station
identification number. Normally there will be 10 digits
but would be fewer in the case of a 3-digit MNC or if
national regulations indicate that the total length of
the IMSI should be less than 15 digits.

NIC (SIM ID Card) ICCID and IMSI values can be checked
by performing a SIM Card Extraction of NIC (SIM ID Card).

1.

From the NIC Operation screen, click Manually
enter NIC data.

Use the virtual keyboard (or an attached USB
keyboard) and enter the ICCID and IMSI values.
When finished, click OK.

Manually enter NIC data

In order to preserve all handset dats, the XCCID and IMS! values must both
match the values of the last SIM inserted in target handset.

Enter ICCID | 2500000000000000000 Valud length

Enter IMSI  |C0C000000000000  Vatid length

T [ Tick for USW (cefault GSM only)

flaw]
Als

L

—
E
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3. Place the NIC (SIM ID Card) into the SIM card slot.
Click OK.

Insert NIC card into reader. Then
click 'OK'

4. CellDEK TEK will now create the NIC (SIM ID Card).
When this process finishes, the screen below will
appear. Click OK.

Successfully created NIC

This NIC has been designed for
network isolation purposes only.
It is not an exact copy of the
original SIM and only stores a
subset of SIM data

F -

5. CellDEK TEK will prompt whether a phone is
compatible with Network Isolation Cards. Selecting
No will finish the process and bring the user back to
the CellDEK TEK main screen. Selecting YES to the
screen below will prompt the user to identify the
phone to be used with the NIC (SIM ID Card). After
selecting the phone, one of the following two
screens will appear. Click OK to finish he process
and go back to the CellDEK TEK main screen.
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This phone has been tested and
is supported by the NIC card

This phone does NOT support NIC
cards

Inserting this NIC into target
handset may cause data to be
lost or changed

-

Create a test NIC

CellDEK TEK will attempt to write default ICCID and IMSI
onto a NIC. The default values are:

ICCID = 894900050701001429
IMSI = 001010123456789
A warning will appear after creating a test NIC:

“A Test NIC can be used to access handset data but should
only be used as a last resort. Inserting into a handset may
cause data to be lost or changed”

NIC ICCID and IMSI values can be checked by performing a
SIM Card Extraction of NIC.

This method should be used as a last resort if none of the
previous methods work. It is important to understand that
incorrect ICCID or IMSI data may cause data on the handset
to be lost or changed.

1. From the NIC Operation screen, Click Create Test
NIC.

2. Place the NIC into the SIM card slot. Click OK
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Put NIC card into adapter and
insert into reader. Then click ‘0K’

3. CellDEK TEK will now create the NIC (SIM ID Card).
When this process finishes, the screen below will
appear. Click OK to finish the process.

Successfully created NIC
A Test NIC can be used to access
handset data but should only be
used as a last resort. Inserting
into a handset may cause data to
be lost or changed

F .

Extraction without a SIM Card

CellDEK TEK can extract data from many handsets with the SIM card removed. If a
handset’'s SIM is PIN locked this feature allows an extraction of the handset with the SIM
removed. If supported, this feature is displayed in the Connectivity Screen as seen below:

' EJ;'"C’@

i [;Esg’:g!-a
Bl Y
o [ S

q) @) S

Sint Card suprport
g

Suppornts STMless extractions
ardds

SUPPOTTS Femovabile memor
=

Connectivity Option Screen showing SIMless extraction support.
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Capturing Nokia Handsets - Adapters

Certain Nokia Handsets require special adapters in order to extract data. This section deals
with two major topics: Installing the CA-42 Cable and using Nokia Flash adapters to connect
to a handset.

Nokia CA-42 Cable Installation

The Nokia CA-42 Cable is an optional cable for CellDEK TEK that is different
than the other cables. It resides in the storage compartment and not in the
connector rack. As such it needs to be installed on the CellDEK TEK prior to
use. To install the cable:

1. Boot CellDEK TEK to the Main Application Screen.

2. Attach the CA-42 Cable to USB port #2 on CellDEK TEK. Wait for
the USB connection tone. (It may take over a minute for the tone to
be heard).

3. Remove the cable. It is now ready to be used for extractions.

Nokia Flash Adapters

The CellDEK TEK is able to connect to certain Nokia handsets through the
use of specialized adapters from Nokia. Table 2 below lists nine different
adapters and the handsets that they fit:

Adaptor Label

Reference Supported Models

1100
1101
2300
1110
1110i
1112
1600
2310
2610
2626
6030
6060

2100
8210

CD-NOK1 (1100)

CD-NOK2 (EZFL)

CD-NOK3 (8210)

CD-NOK4 (3300) 3300
3510i
6010

2650
2652

CD-NOKS5 (3510i)

CD-NOKS6 (2650)
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5110
6110
6130
CD-NOK?7 (6110) 6150
6210
6360
7110

CD-NOKS (3210) 3210
3310
CD-NOK9 (3310) 3410

3330
Nokia Flash Adapters

Attaching Nokia Flash Adapters

Follow these steps to attach a flash adapter to a Nokia
handset:

NOTE: This demonstration uses a Nokia 1100, but the
procedure is similar for other models.

Nokia 1100 Handset

1. Power the handset off.

2. Remove the back cover and the battery. Leave the
SIM card in place.
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Handset Battery Removed

NOTE: The time and date on the handset may be
changed when the battery is removed.

3. Locate the data pins in the battery compartment of
the handset. You may need to remove a small, black
plastic cover.

Data Pins

4. Place the appropriate adapter inside the handset so
that the adapter’s data pins touch the pins of the
handset.

Adapter Data Pins

5. Insert the lower part of the adapter first, then snap
the upper part of the adapter into place.

CellDEK® TEK User Manual

58



GETTING STARTED
[KPube

Adapter in Handset

6. Insert the handset’s battery into the adapter by
aligning the battery pins. Push the battery in and
down until it snaps into place.

Battery Pins on Adapter and Battery (circled)

7. When properly assembled, the handset should look
like the picture below:

adl
Installed Flash Adapter

8. Power the handset on, and perform the data
extraction with Cable 25 as outlined in the “Cable
Connection” section earlier in this chapter.
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Connected to Cable 25

Other Handsets That Require Adapters

The following Handsets also require special adapters. These adapters plug into Cable 25 and
are sold separately.

SAGEM - myC-2
This handset uses the CD-SAG 1 adapter to connect to Cable 25.

SAGEM - 9xx Models
This handset uses the CD-SAG 2 adapter to connect to Cable 25.

NOTE: Cable 25 does not connect directly to any handsets.

Please contact your distributor or Logicube if you wish to purchase any of these adapters.
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Case Details

Once the target device has been successfully connected, the Case Details input form

appears:
|

Caze Reference Number |
CellDEX Operator |
Investigating Officer
Exhibit 1D
Bag Seal Number
Bag Reseal Number
ICCID Printed on SIM
Service Provider
IME] Number Printed on Handset
Time on Davice
Date on Device
Time of Extraction |15.08,16
Date of Extraction '12-10-08
Please note: Time and date data displayed *
in this report may be subject to time-zone
offsets and may differ from the time/date
data that 15 duplayed on the device, It 5

- _
| Later oK

Case Details Input Form

Notes

1. If the report will be filled out later, click the “Later” button to continue on to data
extraction.

2. If the report is to be filled out now, click the line that needs to be filled out and use the
computers keyboard to enter information in the data fields.

Repeat steps 1 — 2 for each line that needs to be filled out.
4. Click the “OK” button once all of the information is filled out. The fields entered will be
built into the final report, which is generated on completion of the extraction.

Other Notes

The Case Details Form can be opened and edited for previous extractions.
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Data Extraction

Searching for Drivers

Sometimes drivers are required for a handset that has never been attached
before. Drivers must be installed fully prior to the extraction

Standard Data Extraction

Once a target device has been identified and connected, the CellDEK TEK
software will prompt the user to continue. Doing so starts the extraction
process for “standard data”.

Standard data includes such information as Contacts, Call Logs, SMS Text
Messages and Organizer data.

As the data is being extracted, CellDEK TEK will show the progress in the
Activity Log on the screen:

ACTIVITY LOG

Suppor for Androsd physcal estractions

- Support for Androed srmad dala
Impeoved support for Androsd Ad-Hoe Rootng
Device suppoet increased o 2014 handsets

For more information refer 10 ho rokease notes by cicling Y in the lop ngit of youw
wcreen

Activity Log

Abort Capture

The capture process can always be aborted by clicking the “Cancel” button
during the capture operation. This button is located underneath the Activity
Log. If the “Cancel” button is pressed the following prompt will appear:

Do you wish to abandon
extraction totally or skip the
current request?

Abort Capture Prompt

This prompt will allow the user to skip the current capture operation (i.e.
downloading contacts) or abandon the whole capture session. Pressing the
Abandon button will go back to the Main Application Screen.
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Extended Data Extraction

“Extended Data” refers to such items as Image files, Video files, Audio files
and any other files such as themes, screensavers, etc.

When the standard data has been extracted, the user is given the option to
select and download other files from the target device.

0 files selected (0 KBytes)
Select files to download:
Sedoct af othar ties - '
Sekect 6l b s
diog ben (768 trytes)
an ban (222 bydas)
Sakct ol _dat Ties
s dal (36 bytes)
prefs dal (685 tytos)
st dal (21611 bykes)
devost dal (5402 bytess) ’
dovoortiomplate. dal (3954 bytes)
priv cat (128 byses)
useredo ds (20 tyts)
sirng dat (11857 tytes)
umgueid dat (36 bytes)
804 0 (80 rytas)
sodsize. dat (4 trytes)
doammaonu dat (60 bytes)
faimage dat (0 ytas) select
Malmagesize dsd (0 tytes)
mage dat (2850 tytos) -

A A |
D

Data Download Selection Screen

1. Click the “Images” Button at the bottom of the screen, CellDEK TEK
will display all supported Image files that were found in the target

device’s memory.

2. Select an Image file for download by clicking once on it. Click a
second time to deselect the file. Scroll through the list and click any
other files that are desired.

3. Repeat Steps 1 — 2 for the “Video”, “Audio” and “Other” buttons.
NOTE: Select all files of a particular type by clicking the “Select all

<.ext> files” bar.

4. As files are selected, CellDEK TEK shows the number and size of

total files at the top of the screen.

Once all needed files have been selected, click the Download button.
The Download Manager will show progress as the files are

File Download Manager

9 files (506KB) queued
Estimated download time: <1sec

downloaded to CellDEK TEK.
Change Selection

Download Manager

6. Atany time, click the “Change Selection” button to stop downloading

and re-select the files to download.
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7. As the files download, the Activity Log will indicate downloaded files
in green, selected files not downloaded in gray and unselected files

in white.
0 ﬂln seucud (227 KBytes)
Select files to download: download time: Oh 00m 125
Soboct of mn:: e
Salct ol oo ks
0 {(-Ilfmﬂ ) (74200 tytes)
06 (4465 bytes)
g (65284 bytes)
n t!U‘ 906 pg (85068 bytes)
0331062010 pg (73861 bytas)
0401061029 pg (82246 tytes)

.NJ!LE‘}M r-u

042 Ull JI:-x
0430061 100 pg

0523061636 g
0523081637 pg
0720061149 pg

08007 1820 g

(81240 b)‘l:‘
114950 I
(BG4S Dytss)
(95021 bytes)
(75357 trytes)
(66859 tytes)
(B6052 Lytes)
(114756 bytes)
(59517 bytes)

(51325 byws)

DH

0\'- NLOAD

lﬁﬁ‘ﬁ

Activity Log During Download

On completion of the download, a summary of all files, including listings for
files not selected for download, will be displayed. The data received from the
target device is written into an . XML and a .CSV file, then stored in the case

unique folder.

NOTE: The CSV data file only contains data for Device Info, Call Logs,
Contacts, and Messages.

Support for Non-Latin Languages

All handsets supported by CellDEK TEK have had full validation of each
feature carried out for the full range of Latin character sets (ASCII

programming language).

CellDEK TEK has also been further developed to extract information from
Unicode languages that provide non-Latin character sets such as Greek and

Arabic characters.

These extractions have not been verified although tests indicate the

following:

e SIM cards (supported natively)
e Windows (supported natively)
e Nokia (supported natively)

e Sony Ericsson (full support, Unicode development implemented: an
option has been implemented to allow the user to extract in ASCII if

required)

e Samsung (partial validated Unicode support - for messages only)

e Motorola (partial support, Unicode development implemented: an
option has been implemented to allow the user to extract in ASCII if

required)
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e Siemens (partial i.e. validated Unicode support for handsets contacts
and notes)

If CellDEK TEK does not extract a character, it will appear as a square on the
screen.

Special Note for Motorola and Sony Ericsson

The extraction of Unicode characters for all data sets has not been verified
for Motorola and Sony Ericsson devices.

Before an extraction begins with one of these devices the CellDEK TEK will
offer the user a choice:

1. Extract validated data set only. This means that some Unicode data
will not be extracted.

2. Attempt to extract all Unicode data. Software will try to extract
Unicode characters for all data sets on the device. At this time the
output in this case is not guaranteed by validation testing.

Other Data Extraction Notes

This section contains extraction information and notes regarding specific handsets,
phone Operating Systems, or devices.

SQLite Viewer

CellDEK TEK has an SQLite Viewer which allows SQLite databases to be
explored — SQLite databases can be found in Apple, Android OS devices,
BlackBerry and Symbian OS Series 60 smartphones. Apps such as Apple
Safari and Opera store data in SQLite databases.

An SQLite database looks like the following screen when viewing extracted
data.

User Files

B Fhotos aglite

Copéed to par Files\Phote

Fée Hash
. 5243831740 73081
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Click the link in the extracted data entry (in this example, click “view file
content as HEX/ASCII". The following screen will appear:

00000000 |53 51 4c 6% 74 65 20 66 6F 72 6D 61 74 20 33 00 [8QLite format 3
ooQoooolo |10 0o 01 01 00 40 20 20 00 00 01 23 00 0O OO0 OO0 @ #

ooQoooo20 |00 0o 00 00 00 00 OO0 00 00 00 00 25 00 00 00 01 3

oooooo30 |00 0o 00 00 00 OO OO 00 0O OO0 00 01 o0 00 00 oo
ooQoooo40 |00 00 00 00 00 OO OO0 00 00 OO0 00 00 o0 00 OO0 oo
goooooso oo 0o 00 00 00 0O OO0 00 00 OO0 00 OO0 o0 00 OO0 oo
oooooos0 |00 0O 00 00 05 00 00O 00 02 OF F& 00 OO0 00 00 248 & {

00000070 |OF FB OF Fé OD 68 OA CF DA 2D 09 SC 09 0C 08 OA | &4 86 h I -1
ooooooso0 |08 CF 07 5B 06 cé 06 18 06 83 05 40 05 DS 04 83 I [ & 1@
ooQoooo®0 |04 F7 04 0A 03 65 02 67 03 1A 01 6E 02 1E 01 0D | + 2 g n
ooooooAd OO0 cA 00 cA 00 00O OO 00O 0O OO OO OO OO0 OO OO0 OO0 E R

ooooooe0 |00 0O 00O OO OO OO OO OO OO OO OO OO OO OO OO0 OO0
ooooooco |00 0o 00 00 00 00 00 00 00 OO0 41 1c 06 17 55 2F A u/
oooooopd |01 00 6% AE &4 65 78 73 71 A&C A% 74 65 5F A1 75 indexsqglite_au
000000EQ |74 6F 69 GE 64 65 78 5F 41 42 50 65 72 73 6F 6E |toindex ABPerson
000000FOD |53 65 61 72 63 68 4B 65 79 5F 31 41 42 50 65 72 |SearchKey 1ABPer
oooooloo0 |73 AF BE 53 65 61 Y2 A3 68 4B 65 79 1D 5F 1A 07 |sconfSearchEey _

oo0ooollo |17 1p 1D 01 81 11 74 61 62 6C 65 41 42 52 65 A3 [ tableAERec
oo0ool20 |65 6E T4 41 42 52 65 63 65 B6E 74 1B 43 52 45 41 |entABRecent CREA
00000130 |54 45 20 54 41 42 4C 45 20 41 42 52 A5 632 65 6E |TE TABELE ABRecen
oo0oool40 |74 28 64 61 74 65 Z0 49 4E 54 45 47 45 52 ZC 20 |t (date INTEGER,

00000150 |6E 61 6D A5 2C 20 70 72 6F 70 65 72 74 79 20 49 |name, property I
00000160 |4E 54 45 47 45 52 ZC 20 76 61 6C 75 A5 28 81 ZD |NTEGER, wvalus)[-
ooooolro |18 07 17 35 35 01 81 7D 74 61 62 6C 65 4C 61 73 55 Dlitablelas
00000180 (74 53 6F 72 74 53 65 63 74 69 6F 6E 43 6F 75 6E |tfortSectienCoun
000001580 |74 4C 61 73 74 53 6F 72 74 53 65 63 74 8% A6F GE |tLastSortSection

=

=

S0Lite3Yiewer - Y:CellDEK" Datafiles', 10-08-25 17. ldressBook.sqglitedb

j Up Down | Left Right | Encodings | Close

|ABPerson

CreationDate | ModificationDate CompositeNameFallback | Externalldentifig
294123649 294123679
294123684 294123724
294123935 294124015
L 294124061 294124085
294124091 294124111
294124117 294124142
294124149 294124478
294124185 294124227
294124232 294124253
294124272 294124304
294124308 294124325
294124328 294124376
294124390 294124427
294124433 294124460
294124515 294124532
294124569 301041575
294124603 302724273

Type | Value

UTF-8 value 294124061

Unix Epoch Time 4/28/1979 5:07:41 AM
Unix Epoch Time (ms) 1/4/1970 9:42:04 AMm
Apple Time 472872010 5:07:41 AM
BlackBerry Time 4/28/1909 5:07:41 AM
Baset4 value
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Android Devices

CellDEK TEK has the capacity to extract information from mobile devices
that use Google’s Android operating system. Extracted data includes:
Contact details, Call Logs, SMS messages, Calendar/Tasks and Files.
CellDEK supports extraction of contacts database on handsets running on
Android 2.2 operating system.

Before an extraction can be performed, users must:

1. Tick “Unknown Sources” and “USB debugging” in the target devices
application settings.

2. Ensure the target device has a formatted SD Card inserted.

The Android extraction process requires the use of an application (Agent)
which is automatically installed onto the target device and executed. The
Agent extracts data from the device and stores in a temporary file called
ANDDAT on the devices SD Card. (\sdcard\ANDDAT). At the end of the
extraction, the ANDDAT file is deleted from the card and the Agent is
automatically uninstalled.

e Supports physical extraction and decoding of Android phones
e Supports Android O/S 1.6 through 2.3.4

e Supports Android file systems EXT3, EXT4 and RFS, and provides
limited support for YAFFS2. YAFFS2 is expected to be fully
supported in a future release

e Supports dumping and decoding of contacts, call logs, SMS, emails
and user files

e Can extract deleted file items such as databases, images, video,
audio and documents

It is expected that most Android phones using the above mentioned Android
O/S and/or file systems will be supported.

Samsung Galaxy S3

The following Samsung Galaxy S3 devices can be rooted.
To root a Samsung Galaxy S3, you must select Android
Generic from the Android model list, and use an original
Samsung USB data cable. Connect the cable into any
available USB port on the computer where the CellDEK
software is running. Using the CellDEK adapter 26 will
NOT work.

NOTE: Rooting Samsung Galaxy S3 requires permanently
flashing a new insecure bootloader image onto the device.
The device will remain permanently rooted.

NOTE: 100% successful rooting is not guaranteed. In rare instances
rooting can render the handset inoperable. Proceed with caution.

=  SAMSUNG 19300 4.0.4 build IMM76D
=  SAMSUNG 19300 4.0.4 build IMM76D
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=  SAMSUNG 19300 4.0.4 build IMM76D

=  SAMSUNG 19300 4.1.1 build JRO03C

=  SAMSUNG 19300 4.1.1 build JRO03C

=  SAMSUNG 19300 4.1.2 build JZO54K

=  SAMSUNG 19300T 4.1.2

=  SAMSUNG 19305 4.1.1 build JRO03C

=  SAMSUNG 19305 4.1.1 build JRO03C

=  SAMSUNG 19305 4.1.1 build JRO03C

=  SAMSUNG 19305 4.1.1 build JRO03C

=  SAMSUNG 19305 4.1.2 build JZO54K

=  SAMSUNG 19305 4.1.2 build JZO54K

= SAMSUNG I9305N 4.1.1 build JRO03C

=  SAMSUNG I9305N 4.1.2

= SAMSUNG I19305T 4.1.2

=  SAMSUNG SPH-L710 4.0.4 build IMM76D
=  SAMSUNG SPH-L710 4.1.1 build JRO03C
* SAMSUNG SPH-L7104.1.2

=  SAMSUNG SGH-1747 4.0.4 build IMM76D

=  SAMSUNG SGH-1747 4.1.1 build JRO03C

=  SAMSUNG SGH-1747 4.1.1 build JROO3L

= SAMSUNG SGH-1747M 4.0.4 build IMM76D
= SAMSUNG SGH-1747M 4.0.4 build IMM76D
=  SAMSUNG SGH-1747M 4.1.1 build JRO03C
* SAMSUNG SGH-1747M 4.1.2

=  SAMSUNG SGH-T999 4.0.4 build IMM76D
=  SAMSUNG SGH-T999 4.1.1 build JRO03C
= SAMSUNG SGH-T999 4.1.2

=  SAMSUNG SGH-T999V 4.0.4 build IMM76D
=  SAMSUNG SGH-T999V 4.1.1 build JRO03C
=  SAMSUNG SCH-R530 4.0.4 build IMM76D
= SAMSUNG SCH-R530 4.1.1 build JRO03C
= SAMSUNG SCH-R530 4.1.2

=  SAMSUNG SCH-R530M 4.0.4 build IMM76D
=  SAMSUNG SCH-1535 4.0.4 build IMM76D

= SAMSUNG SCH-I5354.1.2

=  SAMSUNG SCH-I535 4.1.1 build JRO03C

= SAMSUNG SCH-19394.1.2

Android Ad-hoc Device Rooting

CellDEK TEK software version 1.21.x.x and newer can

temporarily root Android OS devices. This allows access to
all user data stored on the device. Ad-hoc rooting does not
work with all Android devices. Rooting is removed after the
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device is restarted. Please check with local laws governing
rooting prior to using.

e Compatible with the majority of Android OS devices
e Android OS versions 1.6-2.3 are supported

e Gives access to the whole file system. After
rooting/data/data and/data/misc folders of Android
device internal memory are available for analysis.
Without root permissions these folders are
inaccessible.

e 100% successful rooting is not guaranteed

NOTE: 100% successful rooting is not guaranteed. In rare instances
rooting can render the handset inoperable. Proceed with caution.

Ad-hoc rooting will provide the following features:

- Allows user to access the whole device file system

- Deleted data in database tables (deleted contacts,
messages, etc.)

- Pre-installed and custom applications with user data

- Yahoo! Mail and Google Mail application data

- Google Maps, Google Talk and Google Calendar
application data

- Dropbox application data

- Other application data mentioned in this section.

Ad-hoc device rooting is not required for the data extraction
of Call Logs, Phonebook and Messages.

When performing an Android extraction, CellDEK TEK will
ask if you want to temporarily “Root” the Android device. If
successful, the device will remain rooted until turned off.

In the Logical Extraction Settings there is a option called
“Extract ALL Android Files (device must be rooted”.
When checked, and the Android device is rooted, ALL file
locations will be extracted. Please note this may take a long
time to complete the extraction.
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Logical Extraction Settings

[ Extract Files | |capture to extermal storage
{disable local storage)

EM,: wtract ALL fles

Ship meddages during extraction

Do astmnced S0 ALE acquistian

[ Jereans Matwers hetation Cars afesr S wxteacaion
[ JEstrace ALl android Fies idevice must be rocted)

[ Expuort catm ws d. fas el s 5QLe)

. "B
H

If the device is not rooted, only the following file locations will
be extracted:

/sdcard/

If the device is rooted and the checkbox for ‘Extract ALL
Android files’ is not checked, only the following file locations
will be extracted:

/sdcard/
/data/data/
/data/misc/

Android Email

CellDEK TEK can extract data from the default email and
Gmail databases.

e Device must be temporarily rooted
e Email attachments not supported
e Email body preview only

Android App Data

The Android extraction can extract data from the following
apps if the Android device is rooted:

= Dolphin Browser

= eBuddy Messenger

= DropBox application data
= Facebook Messenger

= Firefox Browser

= Google Calendar, Google Hangouts, Google Mail,
Google Maps, and Google Talk application data

= Line
=  Skype
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= Skyfire Browser

= Tumblr

= Viber

=  WhatsApp Messenger

= Yahoo! Mail application data
= Yahoo Messenger

NOTE: The Android device must be rooted for the above data to
be extracted.

= eBuddy Messenger, Facebook Messenger, Google
Hangouts, Google Talk, Line, Skype, Tumblr, Viber,
WhatsApp Messenger, and Yahoo Messenger are
categorized as IM Data and can be found in the following
report sections: IM Contacts, IM Calls and IM Chat.

= Dolphin Browser, Firefox Browser, and Skyfire Browser
data can be found in the URLSs report section.

= Google Maps data can be found in the Locations report
section.

Android Location Information

The Android extraction can extract Cell and WIFI connection
location information which includes GPS coordinates and
timestamps. This information is shown in the Location
Information section of the report. CellDEK also generates a
Google Earth .KML file called GPSData.kml which is created
in the extracted data files folder. This file can be imported
into Google Earth. Note: The device must be rooted to
acquire location information.

Android files of Interest

The Android extraction can extract system files *. Some of
these files may contain useful information. These files are
described below: -

e \data\data\com.google.android.location\files\cache.wifi
Contains cached WIFI details.

e \data\data\com.android.providers.userdictionary\databases\user_dict.db
Containing cached user entered text

e \data\data\com.google.android.gm\databases\gmail.db
¢ \data\data\com.google.android.gm\databases\mailstore.*.db
Contains Google email account and mailstore databases

e \data\data\com.google.android.talk\shared_prefs\BuddyList.xml
Contains Google Talk contact details

e \data\data\com.android.providers.calendar\databases\calendar.db
Contains Google calendar details

CellDEK® TEK User Manual
71



mlﬂ]e CAPTURING DATA

e \data\data\com.yahoo.mobile.client.android.mail\databases\mail.db
Contains Yahoo email details

NOTE: Device must be rooted to acquire some of these files.

Data Capture from Apple iPhone

Apple iOS 7 is supported with CellDEK TEK software 1.27.x.x. iTunes
version 11.1.x.x will need to be manually installed on the computer with the
CellDEK TEK software.

PList Viewer

CellDEK TEK includes a PList Viewer which allows Apple
Property List binary XML files to be viewed. Plist files may
contain a lot of valuable forensic information such as
browser history, Wi-Fi access points, speed dials, Bluetooth
settings, global applications settings, Apple Store settings
etc.

A PList database looks like the following screen when
viewing extracted data.

User Files

B o apple. locationd

Click the link in the extracted data entry (in this example,
click “view file content as HEX/ASCII”. The following screen
will appear:
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00000000 |3C 3F 78 6D 6C 20 76 65 72 73 69 6F 6E 3D 22 31 |<?xml version="1
00000010 |2E 30 22 20 65 6E 63 6F 64 69 6E 67 3D 22 55 54 |.0" encoding="UT
00000020 |46 2D 38 22 3F 3E 0OA 3C 21 44 4F 43 54 59 50 45 |F-8"%> <IDOCTYPE
00000030 |20 70 &C 6% 73 74 20 50 55 42 4C 49 43 20 22 2D | plist PUBLIC "-
00000040 |2F 2F 41 70 70 6C 65 2F 2F 44 54 44 20 50 4C 49 |//Apple//DTD PLI
00000050 |53 54 20 31 2E 30 2F 2F 45 48 22 20 22 A3 74 74 |sT 1.0//EN" "htt
00000060 |70 3A 2F 2F 77 77 77 2E 61 70 70 &C 65 2E 63 AF |p://www.apple.co
00000070 |6D 2F 44 G4 44 73 2F 50 72 &6F 70 65 72 74 79 4C |m/DTDs/Propertyl
00000080 |69 73 74 2D 31 2E 30 2E 64 74 64 22 3B 0A 3C 70 [ist-1.0.dtd"> <p
00000090 |6C 6% 73 74 20 76 65 72 73 69 6F 6E 3D 22 31 2E |list wersion="1.
000000AD |30 22 3E OA 3C 61 72 72 61 79 3E DA 09 3C 64 69 |0"> <array> <di
000000BO |63 74 3E 0OA 09 09 3C 6B 65 79 3E 43 72 65 61 74 |ct> <key>Creat
000000CD |65 64 3C ZF 6B 65 79 3E 0A 09 09 3C 72 65 61 6C |ed</key> <real
000000DD |3E 32 39 34 36 30 39 36 36 35 ZE 30 34 35 36 30 |>294609665.04560
000000ED |36 30 32 3C 2F 72 65 61 6C 3E 0OA 09 09 3C 6B 65 [602</real> <ke
000000F0 |79 3E 44 6F 6D 61 68 6E 3C 2F 6B 65 79 3E 0A 09 |y>Domain</key>

00000100 |09 3¢ 73 74 72 6% 6E 67 3E 2ZE 61 70 70 6C 65 ZE <string>.apple.
00000110 |63 6F AD 3C 2F 73 74 72 69 6E 67 3E DA 09 09 3C |com</string> <
00000120 |6B 65 79 3E 45 78 70 69 72 65 73 3C 2F 6B 65 79 |key>Expires</key
00000130 |3E DA 09 0% 3C 64 61 74 65 3E 32 30 31 35 2D 30 |> <date>»2015-0
00000140 |35 2D 30 32 54 32 30 3& 30 31 3a 30 35 5A 3C 2F (5-02T20:01:052</
00000150 |64 61 74 A5 3E OA 09 09 3C 6B 65 79 3E 4E 61 6D |date> <key>Nam
00000160 |65 3C 2F 6B 65 79 3E 0OA 09 09 3C 73 74 72 69 6E |e</key> <strin
00000170 |67 3E 73 GF 76 69 3C 2F 73 74 72 69 6E 67 3E 0A |grs_vi</string>
00000180 (0% 09 3Cc 6B 65 7% 3E 50 61 74 68 3C 2F 6B 65 79 <key>Path</key
00000190 |3E OA 09 0% 3C 73 74 72 69 B6E 67 3E 2F 3C ZF 73 |> <string>/</s

. N N r

Click the PList Viewer button to open the PList Viewer.

PList¥iewer

Encodings
—-array
—-dict
—I key
Created
—I real
—I key
Dormain
—I string
.apple.com
—I key
Expires
- date
2015-05-02T720:01:05Z
- key
Name
- string
o s v | _IJ
Type ‘Value
UTF-8 value 294609665.04560602
Unix Epoch Time
Unix Epoch Time (ms)
Apple Time
BlackBerry Time
Baset4 value

iPhone Passcode Bypass

CellDEK TEK can extract data from a passcode locked
iPhone if specific iTunes .plist files from a PC or Mac are
available. The iPhone’s passcode must have been enabled
then synced with the PC or Mac after the passcode was
enabled. The PList files will need to be copied from the PC
or Mac to a specific folder/directory on a USB drive.

CellDEK® TEK User Manual

73




[Eicube

CAPTURING DATA

wi_ ATEY 3G o Q@ | 80% M)

Enter Passcode

Locate iTunes .plist files from synced PC or Mac. These
can be found in the following locations:

e Windows 98/ME/2000/XP iTunes Users:

C:\Documents and Settings\All Users\Application Data\Apple\Lockdown\

e Windows Vista iTunes Users:

C:\Users\<User Name>\AppData\Roaming\Apple Computer\Lockdown\

e Windows 7 iTunes Users:

C:\ProgramData\Apple\Lockdown\

NOTE: Windows file locations are hidden by the
Operating System by default. There are different ways of
showing hidden files depending on the Operating
System. Please search the Internet or contact Microsoft
support for instructions on how to show hidden files.

Mac OS X iTunes Users:
VolumeName\Users\<User Name>\Library\Lockdown\

Or

/var/db/lockdown

Copy all iTunes .plist files to the following directory on a
USB drive (It is recommended that the USB drive is
formatted before creating \CelIDEK\Lockdown directory
and copying .plist files):

e :\CellDEK\Lockdown\
Insert USB drive into CellDEK and perform a regular

iPhone extraction. CellDEK will then search the USB
drives for any .plist files and import them if found.
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iPhone App Data

The iPhone extraction can extract data from the following
apps:

Apple Maps (i0OS 6 and above only)
eBuddy Messenger

FaceTime

Line

Skype

Tumblr

Viber

WhatsApp Messenger

Yahoo Messenger

Apple maps report will contain GPS coordinates and Google
Maps hyperlinks (added to the “Locations” section of the
report). Data is exported in KML format, which can be
opened using Google Earth, Google Maps, and Google
Maps for mobile.

eBuddy Messenger, Line, Skype, Tumblr, Viber, WhatsApp
Messenger, and Yahoo Messenger data are categorized as
IM Data and can be found in the following report sections: IM
Contacts, IM Calls and IM Chat.

FaceTime data can be found in the Calls report section.

iPhone Dictionary Data

CellDEK TEK software version 1.21.x.x and newer reports a
list of keywords extracted from the following iPhone file:
dynamic-text.dat. These keywords are shown in the report
under the dictionary heading.

Apple Location Information

The file GPSData.kml is created when extracting an iPhone.
This file can be opened using Google Earth.

iPhone files of Interest

During the iPhone extraction process a number of ‘other’
files can be extracted. Some of these files may contain
useful information.

A selection of these files is shown below:

e \private\var\mobile\Library\Cookies\Cookies.plist
Contains website cookies saved by the Safari browser.

e \private\var\mobile\Library\Safari\Bookmarks.db
Contains website bookmarks saved by the Safari browser.

e \private\var\mobile\Library\Safari\History.plist
Contains website history saved by the Safari browser.
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e \private\var\mobile\Library\Mail\Accounts.plist
Contains email server account details, this does not include actual emails.

e \private\var\mobile\Library\maps\History.plist
Contains a ‘Google Maps’ history file which includes addresses, route directions
and other useful data.

e \private\var\mobile\Library\Keyboard\dynamic-text.dat
A keyboard cache containing user entered text.

e \private\var\mobile\library\Preferences\com.apple.Maps.plist
Contains the last longitude/latitude coordinates viewed in the ‘Google maps’
application.

e \private\var\mobile\library\Preferences\com.apple.mobilesafari.plist
Contains a list of recent searches performed using the Safari browser

o \privatelvar\root\library\caches\locationd\consolidated.db
Contains a list of web connections and location services

e \private\var\mobile\library\Calendar\Calendar.sqlitedb
e \private\var\mobile\library\Preferences\com.apple.mobilecal.plist
Contains Google calendar details

e \private\var\mobilellibrary\WebKit\Databases\Databases.db

e \private\var\mobile\Library\WebKit\Databases\http_m.yahoo.com_0\*.db

e \private\var\mobile\Library\WebKit\Databases\https_mail.google.com_0\*.db
Contains email database details

e \private\var\mobile\Applications\com.yahoo.messenger\Library\Preferences\co
m.yahoo.messenger.plist
e \private\var\mobile\Applications\com.yahoo.messenger\Documents\*.db
Contains a list of Yahoo Instant Messenger files

Note: The content of these files has not been verified.

Data Capture from Symbian OS

CellDEK TEK now has the capacity to extract information from mobile
handsets that use the Symbian operating system (Series 60 / Nokia Symbian
OS V 8.1). Extracted data includes Contact Details, Call Logs, SMS
messages, Calendar, Tasks and Files.

This data capture is possible with the following caveats:
. No SIM data is extracted from Symbian handsets.

° “Nicknames” are not extracted.

. Cannot extract any SMS messages stored in 'My Folders' directory
or other user created folders.

To extract data, it is necessary for CellDEK TEK to write temporary .dat files
to the target phone. These files are removed at the end of capture.
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Capture from Symbian UIQ 2™ & 3" Edition OS

CellDEK TEK now has the capacity to extract information
from mobile handsets that use the Symbian UIQ 2" and 3"
Edition OS. Extracted data includes Contact Details,
Messages, Calendar, Tasks and Files.

Data capture requires a handset Agent and the use of a
CellDEK TEK UIQ memory card. This is a specially prepared
card by CellDEK TEK to temporarily store and transfer data.

WARNING: Do not create the UIQ memory card from the
card used inside the handset. Always use a separate blank,
formatted card that is not write protected.

Use these memory cards for best results:

Sony Ericsson

P800 / P900 Memory Stick Duo, minimum size 16MB

P910i / P990i Memory Stick PRO Duo, minimum size 64MB
M600i / P1i Memory Stick Micro (M2), minimum size 256MB
Motorola

Z8 /210 Micro SD, minimum size 128 MB

Follow these steps to capture data:

1. User inserts spare memory card into the memory
card reader.

2. CellDEK TEK generates and formats a UIQ card and
installs the Agent.

3. User then inserts the UIQ card into handset.

4. User locates the Agent installer on the UIQ card
using the file browser application and then installs
the agent onto the device.

5. User locates and runs the Agent application, then
waits for the data extraction to complete. Extracted
data is now stored on the UIQ card.

6. User removes the UIQ card from the handset and
inserts it back into the memory card reader.

7. CellDEK TEK automatically copies and decodes all
data from the UIQ card.

8. CellDEK TEK formats the UIQ card.

9. CellDEK TEK instructs the user to uninstall the
agent from the handset. g

10. CellDEK TEK presents the results to the user.

11. This data capture is possible with the following
caveats:

Extraction of Call Logs is not supported.

Extraction of SMS messages stored in user created folders
is not supported.

Extraction of MMS / Email messages is not supported.
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Memory cards within these phones need to be captured
separately. (Please refer to “Capturing a Flash Memory
Card” earlier in this chapter).

Symbian Event Logs

Symbian S60 2™ Edition and 3" Edition handsets have the
ability to record events which CellDEK TEK can extract.

The following information can be extracted:

e Voice Call events — ID, Number, Date, Time,
Direction and Duration

e SMS events — ID, Number, Date, Time, Direction,
Message Fragment and Status

¢ MMS events — ID, Name, Date, Time, Direction and
Duration

These events are normally accessed by the handset’s Log
Viewer application. These events have a validity period set
in the Log Viewer settings. Once this duration period has
expired, events will no longer be accessible.

Points of Interest

e Timestamps extracted by CellDEK TEK are always
reported in Greenwich Mean Time (GMT) whereas
the timestamps shown in the handset’s Log Viewer
application are set to the handset’s current time
zone.

e CellDEK TEK is able to extract message fragments
for SMS events. These are not displayed by the Log
Viewer application. Only the first 64 characters of a
message are reported any messages greater than
64 characters are truncated in the event log,
including multipart messages where only the first 64
characters of the first message part are reported.

¢ Incoming MMS messages are shown as 2 separate
events, 1 incoming SMS event and 1 outgoing MMS
event. CellDEK TEK extracts both of these events.
The SMS event has a body fragment of Data
Message

The following Symbian S60 handsets are verified on
CellDEK TEK:

NOKIA: 3230, 3250 5320XpressMusic, 5500 Sport, 5700,
6120, 6220 Classic, 6260, 6290, 6620, 6630, 7610, E50,
E51, E61, E63, E65, E66, E70, E71, N70, N71, N72, N73,
N76, N77, N79, N80, N81, N82, N85, N90, N91, N93, N93i,
N95, N95 8GB

SAMSUNG: 18510, SGH-D720, SGH-G810
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Data Capture from Sony Ericsson Phones

If the User runs into trouble capturing data from a Sony Ericsson phone (or
any other handset that connects to Cable #18), users should make sure that
the “Default Contacts” setting on the target handset is set to “Phone Contact”
before an extraction is performed.

This is done by navigating manually on the phone’s menus as follows:

Menu > Contacts > Options > Advanced > Default Contact > Select
“Phone Contact”.

Once this setting is enabled, users should have no trouble extracting data
from the handset.

Blackberry PIN Lock

The CellDEK TEK allows the user to input the PIN lock for a Blackberry
device directly through the CellDEK TEK interface rather than the device
itself. The CellDEK TEK will automatically detect if a PIN lock is enabled and
bring up the Enter Password Prompt.

Ce”DEK CLOSE[X]

1 v 2.2.0

To connect to the BB device click 'Connect’,
If the device requires a password you may enter it
below...

—
Password ajw] Connect
Hide Password OFF [I‘[E

Enter Password Prompt

TIP: Click “Hide Password” to turn it on or off. If Hide Password is on, the
password will appear.

Cel IDEK cLOSE[X]

v 2.2.0

To connect to the BB device click 'Connect’.
If the device requires a password you may enter it
below...

S
Connect
Hide Password

Hide Password Turned On

NOTE: The password or the PIN of the Blackberry device will need to be
entered. CellDEK cannot unlock the device without it.
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BlackBerry PIN Numbers

Each BlackBerry device is assigned a unique personal
identification number (PIN) which allows identification of
each device. The PIN number of other BlackBerry users is
stored in the devices phonebook with their contact
information and allows direct PIN-to-PIN emailing and
messaging. CellDEK TEK extracts each contact PIN number
from the phonebook as well as the PIN numbers associated
with messages sent from other BlackBerry users.

Time/Date Stamps from Motorola Phones

Users should note that Motorola timestamps / date stamps are not reported
due to current limitations in how file “modified” and file “created” timestamps
are reported in the Motorola OS. This will be remedied in a future software
update.

Null Response from Siemens handsets

Occasionally, Siemens handsets have been known to return a NULL
response when asked for data of a particular type (i.e. SMS messages). If
this happens, the following error message will appear under the relevant data
type:

Handset has been known to occasionally return a null response. Please
refer to handset and retry extraction.

Users should check the affected field(s) on the handset and retry the
extraction.

SMS Attached Content

SMS Messages can contain extra content other than standard text.

CellDEK TEK notifies the user when any extra content appears within an
SMS Message.

NOTE: This feature is currently only supported for SMS extracted through
handsets supporting AT commands. Reporting of attached content
functionality is not supported for Blackberry, Symbian or WinMobile
handsets.

Notifications appear within the body part of the message and describe the
type of attached content.

Notifications appear in the following form:
[CONTAINS CLIPART REFER TO HANDSET]
SMS Messages may contain more than one type of attached content.

CellDEK TEK will display a notification for each piece of attached content
within the message.
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VCard and VCalendar Content

VCards and VCalendars are used to exchange information between
application.

VCards store address book entries while VCalendars store organiser entries.
VCards and VCalendars can be attached to SMS Messages. CellDEK TEK
will now display the raw data of attached VCards and VCalendars within the
body of the SMS Message.

VCard and VCalendar data will appear between the tags

[ATTACHEMENT: CONTACT DATA]

Or

[ATTACHMENT: CALENDAR DATA]

And will end with

[END ATTACHMENT]

As SMS Messages have a limited size VCards and VCalendars may span
several messages.

In this case each part of the VCard or VCalendar will start with the tag
[ATTACHMENT CONT..]

To indicate the content follows from a previous message.

Each message part will also end with the tag

[.-]

To indicate that more content will follow in the next message.

NOTE: VCard and VCalendar content is displayed in its raw format. Where
VCards and VCalendars span more than one SMS Message, each part will
need to be manually put together to form a valid VCard or VCalendar entry.

More information on VCards and VCalendars can be found at
www.imc.org/pdi/

Various WinMobile Devices

The following mobile GPS software has been verified and can be extracted
from supported devices using CellDEK TEK:
= Google Maps Mobile (Various Windows Mobile devices)
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Other Extraction Notes

CellDEK TEK can play back WA4A files that have been extracted from
devices.

WA4A files are audio files that can be created on some mobile handsets.
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Displaying Extracted Data

Once the extraction for standard and extended data is complete, the data is displayed
onscreen prior to the generation of the CellDEK TEK report. All data is individually hashed
using the MD5 algorithm to ensure that the data can be verified as unchanged.

As of CellDEK TEK software 1.25.x.x, the extracted data is viewable in a new on-screen
report:

Case Finished

Details
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The on-screen report can have different icons showing depending on the type of device
extracted. Each button will have a number showing how much data was extracted. Here is a
list of available icons:

--- Device Information — Shows information about the device including
the Manufacturer, Model, IMEI/ESN, SIM Card information (if a SIM
card is included), etc.)

--- Contacts — This contains extracted contacts from the device.

--- Call Logs — Thiscontains extracted call logs from the device.

--- Messages — This contains extracted messages from the device.

--- Event Logs — This contains extracted event logs from the device.

--- Calendars — This contains extracted calendar entries from the device.

--- Tasks — This contains extracted tasks from the device.

--- Notes — This contains extracted notes from the device.

--- URLs — This contains extracted URLs from the device.

--- Locations — This contains extracted locations from the device.

--- Dictionaries — This contains extracted dictionaries from the device.

--- IM Contacts — This contains extracted contacts from Instant
Messengers.

--- IM Call Logs — This contains extracted call logs from Instant
Messengers.

--- IM Chat — This contains extracted chat entries from Instant
Messengers.
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--- GPS Data — This contains extracted GPS data from GPS devices.

--- Image Files — This contains extracted image files from the device.

--- Video Files — This contains extracted video files from the device.

--- Audio Files — This contains extracted audio files from the device.

--- Other Files — This contains any other extracted files from the device.

NOTE: Depending on the device, you may only see some of the icons above. For example:

e SIM cards will only show the following buttons: Device Information, Contacts, Call
Logs, and Messages.

Memory Cards will only show the following buttons: Image Files, Audio Files, Video

Files, and Other Files.

Phones will show all buttons (except GPS Data).
GPS will show all buttons.

There are also three icons located at the bottom of the screen:

Case
Details

review
Report

Keyword
Search

--- Case Details — This button opens the Case Details Input Form. Data can
be edited or added to the form. Please refer back to Chapter 3 — Capturing
Data for more information about this form.

--- Report Preview — This button allows you to view the Examination Report.
Please see the section ‘The Examination Report’ later in this chapter for
more information.

--- Keyword Search — Search for data from an imported keyword list stored
on file called “CellDEK Report Search.txt” located on the root of a USB drive.
Keywords can also be added to a custom list.

--- Finished — This button closes the data View Screen and goes back to the
Main Application menu.
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Keyword Search

To perform a keyword search from the on-screen report, click the
Keyword Search button. A keyword search window will appear.

Type Sauree

@~ e w |-

AL
11
12
12
14
15

4l

Timestamp

edit search select back

Click the Edit button to edit the keyword search. Using the on-screen
keyboard or an attached keyboard, add keywords to the custom list. As
you click the Add button, the keyword entered should appear on the right
side. Click the Done button when finished.

DUse Imported Keyword List

Add Keyword to Custom List

‘enter keyword herel|

i

logicube

]
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To use an imported keyword list, a keyword list file must first be created
then saved somewhere on the computer connected to the CellDEK TEK.
Place a check mark on the Use Imported Keyword List box then click
Load button. An Open Dialog Window will open and you can browse to
where you have stored the file “CellDEK Report Search.txt” and select it.

When finished, click the Done button.

To create the keyword list, on a computer, open Notepad or a similar text
editor.

Type a simple list of words as shown in the next screen shot below.
Words are not case sensitive so type in all lower-case.

[ Report Search.bxd - Hotepad

File Edit Format View Help

gomb
GUn

USA
18181234567

Save the file as “Report Search.ixt” and save it somewhere on the
computer connected to the CellDEK TEK.

After entering the keywords or selecting the imported keyword list, click
the Search button. CellDEK will now search all extracted records for the
chosen keywords and display the results. To view the each individual
record, highlight the record then click the Select button.

Keyword List In Use: Custom Records found: 15
Type Source Timestamp

1 Contact Andy Panda NS A

2 | Contact jromano@logicube.com N/A

3 | Contact acarr@logicube.cam N/A

W Contact e

5 IM Contact  (logicubel] N7A

6 IM Contact Cellxtract [cellxtract] NP

7 IM Contact (logicube.support] NSA

8 |IM Chat 1070772013 22:01:00+00
9 IM Chat andrewcarr001 10/07/2013 22:01:07+00
10 | IM Chat andrewcarr001 10/07/2013 22:01:16+00
11| IM Chat 10/07/2013 22:01:22+00
12 | IM Chat 10/07/2013 22:01:29+00
13 IM Chat andrewcarr001 10/07/2013 22:32:33+00
14| IM Chat 10/07/2013 22:33:13+00
15 | IM Chat 1070772013 22:33:48+00

4l

|
edit search select back
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Viewing Extracted Data

Yo J- Jo-
ren =N 5N 0N

Case Preview Keyword
Details Report Search

Finished

To view the extracted data, click one of the icons on the report screen.
CellDEK TEK will display all the extracted data based on your selection.

Device Information

Handset Info

Manufacturer EERIER
Vir

(T
35802500236924

TR . |0/2010
T 1505 +00
[Connection used IS

SIM Card Info

R B A A
EEapno =
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Five buttons are available on each section viewed:

--- Clickping this icon scrolls up one page/entry.

[ST8 --- Clickping this icon scrolls down one page/entry.

--- Clickping this icon scrolls up within the current page/entry.

--- Clickping this icon scrolls down within the current page/entry.

S --- Brings you back to the previous screen to preview another
section.

Displaying Previous Extractions

Previously extracted data files can be viewed by selecting “View Previous
Extractions” from the main CellDEK TEK window. Previous extractions are
organized by date. Additionally, the user can search for a particular
extraction by one of these choices:

e Case Reference Number
e Exhibit ID

e ICCID Number

e IMEI Number

Select a previous extraction 434 files (177 MB)

08-05-28 2 |
11,12.02 Siemens (588 KB)
View detail: 08-06-18

11,33.45 Samsung (1.31 KB)
@cﬁem 11,34.27 Samsung (166 KB}
11,38.00 Samsung (146 KB)
DE""“’“"’ 11,43.12 Samsung (160 KB} i
11,46.24 Samsung (146 KB)
11,48.15 Samsung (169 KB)
[ Jicco 12.13.36 Samsung (196 KB)
13,24.09 Samsung (192 KB)
[ e 13.31.34 Samsung (193 KB)
14,34.38 Samsung (37.4 KB)
14,37.23 Samsung (38.9 KB)
14.51.19 Samsung (194 KB}

14 54 W Samaima (103 KRY "

eloct

i -

Previous Extraction List
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1. From the Main Application Screen, click the View Previous
Extractions button. A list of all previous capture sessions will
appear.

2. Choose the desired search criteria from the View Detail list on the
side of the screen.

Scroll to the desired capture session and click it once to select.

4. Click the Select button. The CellDEK TEK will show the report via
the on-screen report preview.

The Audit Trail

The audit trail is a set of two files that are generated along with the capture session.

Log.dat records all commands sent to and received from the target device. This includes
ATA commands.

Audittrail.txt records all data received from the target device.

Al three files are stored and moved with the extracted data. They can be accessed once the
capture session has been backed up to a USB storage device. They cannot be accessed
from within CellDEK TEK. Please refer to Chapter 5 — Other Features & Technical Notes
for more information on backing up files.

NOTE: Logicube Technical Support may ask the user to send a copy of log.dat for
troubleshooting purposes.

The Report

The Examination Report is generated as an SQLite3 file. This SQLite3 file is then
translated and converted to an HTML file for easy viewing,

NOTE: XML format is available and can be selected in the CellIDEK Setup Screen.See
the section ‘System Setup’ in Chpater 5: Other Features.
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5. Other Features

Main Application Screen

This chapter discusses those features of the CellDEK TEK application that were not covered
in previous chapters.

read new ) i
4 manage files et
device CellDEK

view previous
: system setup
extractions

Main Application Buttons

Managing Files

From time to time, previous capture sessions should be copied to an external storage device.
This archives the data and frees up space in the computer’s drive. Note all handsets must be
disconnected from CellDEK prior to any file management tasks are performed.

1. From the Main Application screen, click the “Manage files” button.

2. The first prompt that appears asks whether the User wishes to “Backup” or “Delete
Files”.

I Backup files

IE

Selact file cperation

elete files

Back-Up/Delete Files Selection
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3. If “Backup files” is selected, two buttons will appear. “Move files” and “Copy Files”.

Move files

|-_[:.1:|1::-'\l files

Move or Copy Files Selection

4. No matter which button is chosen, two buttons will appear, “All files” or One by One”.

All files

Backigp all $4as oo
select indvideslls?

E'

H -

Back-Up Files Selection

5. After making a selection (“All Files” or “One by one”), and the PC the CellDEK TEK is
attached to has a CD writer, you will be able to choose between backing up to a CD
or to a flash drive.

CellDEK has detected a CD
writer. Which media do you want
to backup to?

| Burn to CD | Copy to flash

Media choices
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NOTE: Depending on the choice made, one of these two screens will appear:

IMPORTANT: Ensure that any
phones are disconnected from

Please insert a blank wntable CD the device bed

Please insert USB thumb dnve

-

l OK | Cancel

CD or USB Thumb Drive Instructions

6. If the “All files” button is clicked, all of the stored data from capture sessions will be

copied to the target storage device area. The activity log will show files copied.

7. If the “One by one” button is clicked, a list of all previous capture sessions will appear

Select files to backup 218 files selected

14.32.54 Samsung (245 KB) &
14,34.39 Samsung (295 KB)
View detail: 14.36.04 Samsung (117 KB)
14,37.30 Samsung (355 KB) |
@Casew .. -
14,49.47 Samsung (306 KB)
[ R 060025
| 13.51.28 Samsung (102 KB}
13.59.17 Samsung (101 KB)
[ Jccio 06-10-02
08.35.30 LG (992 B)
[wer 15.43,37 GPS TOM TOM (352 B)
15.44.51 GPS TOM TOM (352 B)
15.45.38 GPS TOM TOM (352 B)

15.46.19 GPS TOM TOM (352 B)
1A NN AT ABL GARMIN (17 1 KRy w

Free Space:

cancel

Previous Extraction List

BOQO&S

NOTE: The “Free Space” bar underneath the file list shows the amount of free space
available on the USB Flash Drive where the files are to be backed up.

If “One by one” is selected the user must highlight the individual extractions to be moved and
then click OK. Repeat this step for any additional extractions that needs to be copied.

NOTE: It is recommended that old extractions get backed up from time to time.

Deleting Files

If under “manage files”, “Delete files” is selected, two buttons will appear. “All
files” and “One by one”.
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All files

Delate all et ar
select indivedually?

= =

Deleting Files Selection

1. If the “All files” button is clicked, the stored data from all capture
sessions will be deleted.

2. If the “One by one” button is selected a list of all previous capture
sessions will appear. The user must highlight individual extractions to
be deleted and click OK.

3. In both instances the software will ask, Are you sure you wish to
delete the chosen data files? The operator must click “OK” in order to
proceed with both types of deletions.

Software Update Instructions

As new cell phones, PDAs and other devices are developed, the CellDEK TEK application
software will need to be updated from time to time. Software updates for CellDEK TEK will be
obtainable on an installation CD.

The file Cel DEKTEK.msi with the file type of “Windows Installer Package” must be used to
update the CellDEK TEK software. Please refer to the CD contents for instructions on
upgrading the CellDEK TEK software in the file called CellDEK TEK SW Upgrade
Sheet.pdf.
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System Setup

The System Setup brings up a Setup Menu as seen below:

CellDEK Setup

Logical Physical
Extraction Extraction

= ¥

System Setup Menu

Logical Extraction

Clickping this button brings up the Logical Extraction settings screen.

Logical Extraction Settings

E‘Extract Files Capture to external storage
(disable local storage)

[ Jautomatically extract ALL files

E‘Skip messages during extraction

[¥oo extended Sin file acquisition

DCreate Network Isolation Card after SIM extraction

l:‘Extract ALL Android files (device must be rooted)

DExport data as XML (as well as SQLite3)

=

Extraction Settings Menu

Extract Files — Checking this box will cause CellDEK TEK to extract the
target device’s file listing.

Automatically Extract All Files — Checking this box will automatically
download all Extended Data files without prompting the user. This includes
all image, video, audio and other files.
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Skip Messages During Extraction — Checking this box gives the option to
skip unread SMS messages during extraction. During a capture session, the
following prompt will appear:

CellDEK has been configured
to skip messages
CellDEK wall automatically
skip message extraction in
ccoll?

: n
L

Skip Unread SMS Prompt

The prompt gives the user 15 seconds to skip or download unread SMS
messages. If none of the buttons are pressed, then the messages are
skipped.

Do Extended SIM file acquisition — This feature will pull all available data
off of the SIM card.

Create Network Isolation Card after SIM Capture — Checking this box will
allow selective SIM data to be copied post SIM extraction to a target Network
Isolation Card (NIC). The newly created NIC installed in the handset and
contains enough information to appear to be the original SIM card, but it will
not have the necessary information to allow the handset to connect to the
network. This effectively provides Network Isolation for the phone. For
additional information please refer to the supplied NIC v3.0 User Notes.

Extract ALL Android Files — When checked, and the Android device is
rooted, ALL file locations will be extracted. Please note this may take a long
time to complete the extraction.

If the device is not rooted, only the following file locations will be extracted:
/sdcard/

If the device is rooted and the checkbox for ‘Extract ALL Android files’ is not
checked, only the following file locations will be extracted:

/sdcard/
/data/data/
/data/misc/

Export data as XML (as well as SQLite3) — Checking this box will instruct
CellDEK to export the data as XML and SQLite3. Check this box if you prefer
an XML output file.

Capture to external storage — CellDEK TEK 1.18.0.0 and newer versions
support capturing data directly to a USB thumb drive. When this selection is
checked and you perform a new extraction by clickping ‘Read New Device’,
you will be asked to choose where the extraction files should be stored.
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Select drive:
EWIDENCE (E) - 14 9 GB (14 5 GB free)

L

Drive Selection Screen

Once a drive is selected, CellDEK TEK will continue with the extraction
process as normal. CellDEK TEK will store the extraction files in the following
directory: ‘[DRIVE]:\CellDEK\Datafiles\'.

CellDEK TEK is capable of detecting encrypted thumb drive software which it
will execute allowing you to enter the encryption password. Once the
password is entered correctly the drive will appear in the list above.

To view previous extractions which were stored directly on a USB thumb
drive, enable ‘Capture to external storage’ in Extraction Settings, and then
select ‘View previous extractions’. You will be asked to choose where the
extraction files are stored (which drive they are on). Once you have done
this, CellDEK TEK will list the previous extractions stored on the thumb drive
for you to choose from.

Physical Extraction

Clickping this button brings up the Physical Extraction settings screen.

Physical Extraction Settings
Dﬁxtract all Android partitions

I:‘Recaver files from whole partition (otherwise freespace only)
I:‘Export data as XML (as well as SQLite3)

|:|Capture to external storage (disable local storage)

= [~
apply
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Extract all Android partitions — When checked, and the Android device is
rooted, ALL partitions will be extracted.

Recover files from whole partition — This option attempts to recover files
from the different partitions.

Export data as XML (as well as SQLite3) — Checking this box will instruct
CellDEK TEK to export the data as XML and SQLite3. Check this box if you
prefer an XML output file.

Capture to external storage — This option allows you to save the captured
data to an external storage device such as a USB flash drive or USB external

drive.

Report Button

Clickping this button brings up the Report Settings screen. Checked items
are represented by a blue box.

Report Settings

On Screen Report Output Report
@Show Unread Messages @Show Unread Messages
(¥l show hashes (¥ show hashes
@Show error descriptions @Shcw error descriptions
@Show file metadata @Show file metadata

@Show image thumb nails

@Show Non-downloaded files @Show Non-downloaded files

= '
—

Report Settings Menu

On Screen Report Settings

Show Unread Messages — Un-checking this box prevents
CellDEK TEK from showing any unread SMS messages on
screen. This setting can be used for any phones that change
extracted unread messages to read status.

Show Hashes — Checking this box will display the MD5
Hash Value for all extracted data files.

Show Error Descriptions — Checking this box will show
detailed error descriptions for any failure to extract data. If
unchecked, failure messages will read: "An error occurred
during the extraction of this section of data”.

Show Image Metadata — Checking this box will include
metadata information with any downloaded images.
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Security Button

NOTE: All metadata may not be retrieved from every
image extraction.

Show Non-downloaded Files — Un-checking this box
replaces the list of non-downloaded files on the screen with
a statement that the user has chosen not to show non-
downloaded data.

Output Report Settings

Show Unread Messages — Un-checking this box prevents
CellDEK TEK from showing any unread SMS messages on
the report.

Show Hashes — Checking this box will display the MD5
Hash Value for all extracted data files.

Show Error Descriptions — Checking this box will show
detailed error descriptions for any failure to extract data. If
unchecked, failure messages will read: "An error occurred
during the extraction of this section of data”.

Show Image Metadata — Checking this box will include
metadata information with any downloaded images on the
report.

Show Image Thumb Nails — Checking this box will show
thumb nail images of any downloaded image files on the
report.

Show Non-downloaded Files — Un-checking this box
replaces the list of non-downloaded files on the report with a
statement that the user has chosen not to show non-
downloaded data.

This button is activated if the Erase program is loaded on the CellDEK TEK.
A single menu choice will appear that asks if secure erase should be used
when deleting case files.
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Security Settings

Usn secure erase software when deleting case files

apply

Security Settings Menu

If “Use secure erase” is checked, a prompt appears asking the user to
change or accept default settings.

Secure erase is activated. By
default a single pass
pseudorandom method has been
selected. Click "OK" to accept
this method, or "Change” to
choose a different secure delete
method

Secure Erase Default Prompt

If Change is clickped, another prompt appears asking the user which level of
security erase should be used.

Pseudo

Choose a secure erase method:
1.pseudorandom (1 pass)

2.Gutmann (35 passes)
3.US DoD 5220.22-M (7 passes)

’_
Gutmann DoD

Secure Erase Settings
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The settings are:

Pseudo — Erase performs a single pass over the data and writes a pattern of
random characters over it.

Gutmann — Erase copies an alternating random pattern 35 times over the
data. This verifies that all magnetic traces of the data is gone.

US DoD 5220.22-M — Erase copies an alternating random pattern 7 times
over the data. This level of erase conforms to DoD (Department of Defense)
specifications.

Security Erase:

CellDEK utilizes a third party utility called Eraser by Heidi Computers, Ltd.
This utility is installed separately from the CellDEK software and is available
as a part of software update 1.8.1.0 and up.

CellDEK automatically detects Erase when it is installed on the unit and
activated in the Security Settings Menu.

Information Button

Clicking this button will bring up a screen that shows Logicube Technical
Support contact information.

ml:uhe Software Release: 1.23,0.4
CellDEK

rContact Detaits
Los Angeles Corporate Headquarters

Licenzee:

19755 Nordnoff Place

Chatsworth, CA 91311 LOGO
(888) 494-8832 inside U.5,

(818) 700-8488 outside U.S.

(818) 700-8466 fax

Northern California Sales Office
451 Gatos Blvd,

Los Gatos, CA 95032

(408) 358-0606 phone Change Logo

" ‘ ._

CellDEK TEK Information Screen

It also allows the user to insert his or her company logo into the printed
reports.

1. On the user’s PC, rename the logo to LOGO.jpg. Make sure that it is
less than 1MB in size.

NOTE: The logo’s name is case sensitive, so it needs to be written exactly as
LOGO.jpg.

Copy the logo to the root directory of a USB storage device.

In the “About CellDEK” Screen, click the “Update Logo” button.

Insert the USB storage device into USB port #1.

Click the OK button.

The logo will be automatically copied to CellDEK TEK and overwrite
any existing logo.

o gk wN
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Technical Notes

Conflicting Driver Instructions

The CellDEK TEK’s software installer has been developed to recognize if any
of its device drivers already exist on a PC and if so, it does not reinstall them.
However, some device drivers may already exist on your computer system
due to pre-existing forensic tool installations or from previously installed
handset applications created by various manufacturers.

Operating the CellDEK TEK on a computer containing these types of
additional drivers can potentially cause what is referred to as a driver conflict.
Conflicts between these existing drivers and the ones installed during the
CellDEK TEK installation process could occasionally cause problems if not
corrected.

Devices with conflicting drivers will report the following message.

No drivers found for device. Do
you want to try reconnecting the
device and trying again?
B r
| Try again Abandon
1
|

Conflicting Device Driver Message

To fix this problem the conflicting driver already installed on your computer
needs to be changed.

The driver will only need to be changed once per device model. The next
time that model type is connected the correct driver will be used
automatically.

How to Change Device Drivers

1. Click “Start”, right-click My Computer and select Properties.
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| Internet ) My Documents.
Irkernet Expbwar 59 ki
2 »
5 t-met Qmmw
= Open
lﬂ Mcrosoft Offics Exoel 2003 ‘d My Setwork  Explore
Sewrch,

@ Merosckt e Werd 2003 | [P Contra Panel 2
ot program s o0 Metwcrk Orie
w o Defints Disconnect Network Drive.

,»;m.an v Show on Desktop
B Notepad R
) oS0 popeies

o Semch

2. Select the Hardware Tab.

System Properties edl: 3
Systens Resore Mrldfl_)gx_ige_:_____ Remote
Genal | Computer Name Hadware Advanced

Deavace Manages

on yout compuler. Use e Davice NManaget 1o change the

propenes of ang devce
Devee Marager

‘ Qg The Dewce Manages bits o the hardwane devices installed

Dervers
Dirvee Sigrang ks you ks pae that ratelied diivers sie
compatbie st Windoses Windows Updale it you set up
how Windows connacts %o Windows Update ko dimvers

( Daver Sigrng ] [ Windows Update ]

Huthwrs Profies

= Hardwame proties provde 3 way for 9ou 10 122 up and dlore
Q ffmenrt hardwars corbgurabons

Hurdwars Profibg

(o=

3. Click Device Manager. In the list of devices go to the one whose driver you would like to
change. Right-click the device’s name and select Update Driver...
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Fle Action View Help
e 2 A =RE
= 3, HP 13326430436

a Bhletooth Devices

o Computer

e Disk drives

% Dsplay adapters

« DVD/CD-ROM drives
&) Floppy dsk controlers
=) € ATAIATAPI controliers
M) Infrared devices

» Keyboards

J Mcs and other pointing devices
= R Modems

i

W Moniors Update Driver...

B9 Network ad Disable
J Ports (CoM  Unmnstall

i
+
+
+ 4 Processors
‘.
+
¥
L3

+ T et ey .

;‘ Sinart card Scan for hardware changss

@ Scund, vide  Properties

¥ System danoEe
Universal Senal Bus controllers

e For Nokia devices look under “wireless communication devices”. and right click
Nokia 'device type’ phone parent.

e For Sony Ericsson devices look under “Universal Serial Bus controllers” and right
click Sony Ericsson Device ##.

e For Other devices, look under “Modems”.

4. On the first Hardware Update Wizard screen select No, not this time and click Next.

Hardware Update Wizard

Welcome to the Hardware Update
Wizard
Window: wll seach It cument and LWwdaled soltvwase by

looking on pour comgputer, on the hadwass netallsion CD. o on
the Wirdose: Upduie 'Web tite (with yous pesrstinon)

FAaad ou pereacy pobcy

Can Wirdows cornect 1o Window: Update % saach o
wihware?

() Yes. ths tive orly

() Yuz, now and ey tewe | connect 4 devics

(&) No. nat tha me

Chck Neet 1o contiros

5. On the next Hardware Update Wizard screen select Install from a list or specific
location and click Next.
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Hardwara Update Wizard

Thet wezand bales pou nstald solwase Ko

1158 Moden

* ) M oyous hasdwase came with an inctallaton CD
“” o floppy disk, insert it now

What do you want the wzard to do?

O Iratal the software astomancaly Feconmended)
@ Inatall from a bt o spechic boation [Bdvanced)

Chick Nest to continue

6. On the next screen select Don’t search. I will choose the driver to install and click
Next.

Haroware Update Wizard

Please choote your seaich and installabon oplions

O Seanch 1or the st direer i these Oson:

Use the chack bowes below to et o1 sspand the default search. whach nchudes bocal
paths and removable media The bect dimver found wil be installad

@ Do sach | vl chooss the v 1o rital

Choore thes ophon to selact the devce diver flom a kst Windows doss nol gusranies that
the diver you choose wil be the bext match for your herdware

cBack || Net> J; Cancel ]

7. The next screen will show a list of suitable drivers for the selected device. In the list a
driver entry should appear with the name “[Manufacturer] Gen 0.1.12.1”"— for example
“Moto Gen 0.1.12.1”. This is the driver required for use with CellDEK TEK. Select the
driver name and click Next.

Hardware Update Wizard

Install Now Modem

Pleats tadct the moden pou wart 10 rutal

\\ Sednct the marufachaer snd model of yoss modem I pous moden o not bited, o # jou
Eop heve aninaislaion ook clck Have Onb

[V Sraw corpaibie hacwss
Models -~
USE Nodam
Moo Gen 01121

v
J}‘ This deives is not digially sgned! I Have Dk
Tl aog wevy ittt Sereend b indatand
Bock N N> | [ Concel ]
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8. When installation is complete click Finish.

Hardware Update Wizard

Completing the Hardware Update
Wizard

The wazaed hat Ireshed ritalieg the sobware lor

E Moto Gen 011217

Chch. Farath 10 cione the woand

The device manage list will now display a new entry under “LibUSB-Win32 Devices”. The
device is now set up correctly to work with CellDEK TEK.

To change the drive back repeat this process but select the original driver at Step 7.
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6. Glossary

Supported Manufacturers

CellDEK TEK is able to directly support many different wireless devices. Many of these major
brands are supported now or will be in the near future:

¢ Nokia

e Motorola

e Sony Ericsson

e Samsung

e Siemens

e Audiovox

e Kyocera
e Palm

o LG

e Sanyo

e Blackberry
e Windows

e 02
e Sharp
e Thuraya

e Vodafone

e Apple iPhone

e Thuraya Satellite Phones

e TomTom Satellite Navigation Devices
e Garmin Satellite Navigation Devices
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Glossary

SIM (Subscriber Identity Module) - Essentially a small computer on a card that sits within the
mobile phone and controls various functions of call making. It also has enough memory to hold
information such as ADN and SMS.

ADN (Abbreviated Dialing Numbers) - more commonly known as the phonebook or contacts.

SMS (Short Message Service) — SMS is a form of textual conversation permitted by a network
carrier. The service allows a user to send and receive textual messages direct to their handsets.
The storage capacity depends on the handset and SIM. The date and time of received messages is
generated by the network, all other date and time stamps are generated from the handset time. The
maximum character length is 160 per SMS. Some handsets allow longer messages to be compiled
and therefore are split into relevant parts when sent, these messages are known as concatenated.

Deleted SMS (Short Message Service) - These are text messages that have been deleted from
the SIM card by the cell phone user. However, most mobile phones do not remove the message,
but mark the message to be overwritten by incoming messages from the network.

MMS (Multimedia Messaging Service) — A service which allows Multimedia messages to be sent
from one mobile to another via one or more call centers or network providers. A Multimedia
message is stored on the handset and can contain a combination of text, video clips, images and
sound clips.

ICCID (Integrated Circuit Card Identifier) - The serial number of the SIM card stored electronically
within the SIM. A similar number or shortened version is often found printed on the SIM card.

IMEI (International Mobile Equipment Identifier) - This is a unique number given to each
handset. This is usually printed somewhere on the handset, (typically in the battery compartment)
and stored electronically in the phone handset memory. It can be viewed typing *#06# on the
keypad.

PIN (Personal Identification Number) - The SIM card has been locked against unauthorized
access using the PIN number. When PIN security is activated, the correct PIN number must be
entered in order to use any of the features of the handset (make calls, access ADN etc.) The only
calls that can be made without a PIN are calls to the emergency services.

PUK (Personnel Unblocking Key) - If the PIN is unknown the PUK is used to unblock the SIM
card and enable a new PIN code to be entered.

MSISDN (Mobile Station ISDN Number) - This number is the standard international number used
to identify a given subscriber. However, the number stored in the MSISDN location on a SIM Card
can be changed without affecting the actual telephone number. Therefore, the MSISDN number
downloaded from the SIM card can only be used as an indicator.

IMSI (International Mobile Subscriber Identity) — This is a unique number allocated to each
mobile phone subscriber, stored electronically within the SIM Card. It is used by the network to look
up the telephone number associated to the SIM Card.

GSM (Global System for Mobile Communications) - A digital mobile telephone system that is
widely used in Europe and other parts of the world. GSM uses a variation of time division multiple
access (TDMA) and is the most widely used of the three digital wireless telephone technologies
(TDMA, GSM, and CDMA).

CDMA (Code Division Multiple Access) - refers to any of several protocols used in so-called
second-generation (2G) and third-generation (3G) wireless communications. As the term implies,
CDMA is a form of multiplexing, which allows numerous signals to occupy a single transmission
channel, optimizing the use of available bandwidth. The technology is used in ultra-high-frequency
(UHF) cellular telephone systems in the 800-MHz and 1.9-GHz bands.
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TDMA (Time Division Multiple Access) - is a technology used in digital cellular telephone
communication that divides each cellular channel into three time slots in order to increase the
amount of data that can be carried.

Cluster The smallest block of memory in a drive that can be written to individually by the file
system.

Allocation table Table that keeps track of the contents of each cluster on the drive. The allocation
table is used to combine clusters in the correct order to construct the files in the file system.

Allocated space Any cluster that is being used to store a file and has a written entry in the
allocation table

Unallocated Space Any clusters that have an empty entry in the allocation table (i.e. are not
assigned to any file) and are marked as being available for over writing by the file system.

Extant File A files that is still active in the file system and has appropriate entries in the allocation
table to be reconstructed.

Contiguous File A file stored using clusters that are located next to each other in the drive’s
memory.
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7. Supported Handsets

Handsets tested on CellIDEK and the results verified

These handsets are assigned a green tick next to their image on CellDEK TEK.

The following handsets have been tested on CellDEK TEK using the standard validation
procedures of Logicube. The results below display the data sets that can be extracted from
CellDEK TEK for the specific handset. There may be additional data sets available from
handsets and these will require further examination.

Key:
Phone D | B sms | D]
Phone ID w timestamp Pﬂ‘ SMS w timestamp M
contacts | [LL]] MMS | MMS
Call Logs Files [J_/_:7
Call Logs w timestamp @ Organizer

e Handsets that appear with no cable number assigned are supported via Infrared or
Bluetooth methods.
e Cable Number 999 refers to the external Nokia CA-42 cable

°
— « - o
Qe & ¢ e 2 S S
S S g | & |<c b T
g 'E :l ()] = © n Qo <
c | 9 I A i = Q@ 3 g
a O Oof = o s O S
o
=
No. Manufacturer Model
= @ X
1 ACER beTouch E101 D )] o D r= GSM 9 Jan-10
= @ X
2 ACER F900 @ @ & | = GSM 9 Jan-10
EJ
=
3 ACER n50 @ O O r= GSM Jul-06
= @ X
4 ACER X960 D D D r= GSM 9 Oct-09
= X
5 ALCATEL OT-C707 D [©) D r= GSM Apr-08
X
6 AMOI WP-S1 = [N 0 D r= GSM 9 Apr-09
@ X
7 ANDROID Gl a @ @ r— GSM 9 Jul-08
@ X
8 APPLE iPhone @ || & @ r— GSM 31 Oct-08
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[KPube

0| X
9 APPLE iPhone 3G = o | o | GSM 31 Oct-09
o May-11
10 APPLE iPhone 4 B o o | GsM | 31 Y
11 APPLE iPad € | D N/A 31 Sep-12
= 0| X
12 BENQ E72 @ @ o | = GSM 9 Jan-09
= ©)
13 BENQ P50 o |lm)l @ | = |~ GSM 9 Jul-06
BENQ = <
14 SIEMENS EF81 @ Q| @ GSM Apr-07
BENQ =
15 SIEMENS S68 @ QO | X | GSM Jul-06
BENQ =4
16 SIEMENS S88 B o | & GSM Jul-07
o | =
17 BLACKBERRY 7230 a|l e | ® GSM 9 Apr-08
o | =
18 BLACKBERRY 7250 o | & GSM 9 Jul-07
0o | x
19 BLACKBERRY 7290 o | & | GSM 9 Jan-07
o | =
20 BLACKBERRY 8100 = 0|l o | o GSM 9 Jul-07
o | x
21 BLACKBERRY 8120 ® Ol o | & |~ GSM 9 Jan-09
o | =
22 BLACKBERRY 8300 = 0| o | o |= GSM 9 Jan-09
o | =
23 BLACKBERRY 8310 o | & |~ GSM 9 Jul-08
0| x
24 BLACKBERRY 8320 o | & | GSM 9 Apr-08
o | = CDM
25 BLACKBERRY 8330 ® |m|l o | o | A 9 Jan-09
0| x
26 BLACKBERRY 8520 2 |o|l o | o | GSM 26 Jan-10
o | =
27 BLACKBERRY 8800 = o | @ GSM 9 Jan-10
o | =
28 BLACKBERRY 8800 B o | & |~ GSM 9 Oct-08
0| x
29 BLACKBERRY 8820 o | o | GSM 9 Apr-08
o | = CDM
30 BLACKBERRY 8830 = o | @ A 9 Oct-08
0| x
31 BLACKBERRY 8900 B o | o | GSM 26 Jul-09
Qo | =
32 BLACKBERRY 9000 = o | o | GSM 9 Jan-09
o | =
33 BLACKBERRY 9500 2 ol o | o | GSM 26 Jul-09
o | =
34 BLACKBERRY 9530 = o | o | GSM 26 Jul-09
Qo | =
35 BLACKBERRY 9700 = o | @ GSM 26 Sep-10
©)
36 BLACKBERRY 7100t @ r GSM 9 Apr-06
Qo | =
37 BLACKBERRY 7100v o | @ GSM 9 Apr-06
o | x
38 BLACKBERRY 7100x @ @ GSM 9 Apr-06
o | =
39 BLACKBERRY 8700f o | @ GSM 9 Jan-07
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o | =
40 | BLACKBERRY 8700g o | @ GSM 9 Jan-07
D |
41 | BLACKBERRY 8700v o | o GSM 9 Oct-07
D |
42 | BLACKBERRY 8707g B o | @ GSM 9 Oct-09
® |
43 | BLACKBERRY 8707v B o | o GSM 9 Jul-07
@ |
44 | BLACKBERRY 9780 m|le | o |~ GsMm | 26 | Decll
@ = Dec-11
45 | BLACKBERRY 9800 o | o | GSM | 26
o = Dec-11
46 BLACKBERRY 9650 m| o | ® GSM 26 ec-
=
a
47 DELL AXIM X51v @ 7~ GSM Oct-06
® |
48 E-TEN P300B |l e | o |~ GSM Oct-07
= D |
49 GLOFIISH M810 @ o | o | GSM 9 Oct-09
= @ |
50 GLOFIISH X600 o |lm|leo| o | GSM 9 Oct-08
® |
51 HP iPAQ 514 ol e | e |~ GSM 9 Oct-07
=
52 HP iPAQ H5550 @ 7= GSM Jul-06
= ® |
53 HP iPAQ HW6915 @ o | o | GSM Oct-06
=
54 HP iPAQ rx1950 @ r= GSM Jul-07
oo
@
55 HP iPAQ rz1710 @ 7= GSM Jul-06
= @ | May-11
56 HTC Desire @ o | @ | GSM 26 y
B ®» | CDM
57 HTC EVO 4G @ o | o |~ A 26 May-11
® |
58 HTC Hero ol e | @ |~ GSM 9 Oct-09
B ®» | CDM May11
59 HTC Incredible @ o | e |~ A 26 y
@ |
60 HTC Kaizer m|l e | © |~ GSM 9 Jan-08
D |
61 HTC Magic Q| o D | GSM 9 Oct-09
@ = Dec-10
62 HTC NEXUS ONE o | o | GSM | 26
D |
63 HTC P3300 o | @ | GSM 9 Oct-07
D |
64 HTC P3450 o | o | GSM 9 Jul-09
@ |
65 HTC P3470 o | o | GSM 9 Oct-08
= D |
66 HTC P5500 @ o | @ | GSM 9 Oct-08
= ® |
67 HTC $310 @ o | o | GSM 9 Jul-07
= ® |
68 HTC S620 o |lm|leoe | o |~ GSM 9 Oct-08
= D |
69 HTC S710 @ o | o | GSM 9 Jul-08
70 HTC S740 Yy o | = |y GSM 9 Jul-09
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@ o | ®
= @ = Dec-10
71 HTC S743 @ o | o [/~ GSM 18
= Q| @
72 HTC Shadow @ o | o | GSM 9 Oct-08
= o | = CDM
73 HTC SMT5800 o |lm| o | o | A 9 Sep-10
= o | @
74 HTC Snap @ o | o [/~ GSM 9 Oct-09
D | @
75 HTC Tattoo ] & D r= GSM 9 Jan-10
Q| @
76 HTC Tornado D D r= GSM 9 Jan-08
o | @
77 HTC Touch | o | o |~ GSM 9 Oct-07
= D |
78 HTC TOUCH CRUISE | @ o | o [/ GSM 9 Apr-09
= o | @
79 HTC TOUCH DIMOND | @ o | o [/~ GSM 9 Jul-09
@ < Dec
80 HTC Inspire | o | o |~ GSM 26 2011
= ©) X CDM Dec
81 HTC ThunderBolt @ o | o [/~ A 26 2011
= D | Aor 12
82 HTC Sensation o |lmlao | o |~ GSM 26 pr
= o | X Apr-12
83 HTC Amaze 4G @ o | o [/~ GSM 26 pr
= o | @ Aor12
84 HTC Status @ o | o | GSM 26 pr
= ©) =Y Dec
85 HUAWEI U8150 o lm|leo | o |~ GSM 26 2011
o | = CDM Dec
86 HUAWEI M735 = o | o A 26 2011
B ® | Aor 12
87 HUAWEI U8800 o |lmleo | o | GSM 26 pr
= @ CDM Sep-12
88 HUAWEI M860 o |lm| o r= A 26
©)
89 IMATE JAM o | = |~ GSM 9 Jul-06
@
90 IMATE JAMin |l e | X |~ GSM 9 Jul-06
= ©)
91 IMATE JASJAR @ o | ® | GSM 9 Oct-06
@
92 IMATE K-JAM o | = | GSM 9 Jul-06
= ® | @
93 IMATE PDA2K @ o | o [~ GSM Jul-08
= ©)
94 IMATE SP3i @ o | = | GSM 9 Jul-06
= @
95 IMATE SP5 o lm|leo | x|~ GSM 9 Jul-06
= ® | @
96 IMATE SPL @ o | o [~ GSM 9 Jul-07
CDM
97 KYOCERA K323 ) =l = A Jan-09
CDM
98 KYOCERA K342 = < | A Jan-09
@ CDM
99 KYOCERA K404 ) o | = A 3 Jul-06
100 KYOCERA K9 = =i = CDM 3 Jan-09
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A
CDM
101 KYOCERA KX1 B =i = A 3 Jan-09
CDM
102 KYOCERA KX160 B = | A 3 Jan-09
CDM
103 KYOCERA KX5 B = | A Jan-09
CDM
104 KYOCERA KX9a B =i = A 3 Jan-09
CDM
105 KYOCERA S1300 B = | A 26 Sep-10
CDM
106 KYOCERA S4000 ® |m =g e A 26 Sep-10
5 CDM
107 KYOCERA SE47 B © | X A 19 Jul-06
> CDM Dec
108 KYOCERA M1400 ® |m @ A 26 2011
=
109 LG A7110 o |lm| o GSM 5 Jul-06
0 | CDM
110 LG AX380 B o | o |~ A 27 Jul-09
<
111 LG C1300i ® |m @ GsM | 19 Jan-07
<
112 LG C1500 B @ GsM | 19 Jan-07
=
113 LG C2000 ® |m @ GsM | 19 Jan-07
= 0 |
114 LG C2500 @ 0| o GSM 9 Jul-10
=
115 LG CE500 @ &) GSM 5 Jul-06
D=
116 LG CG225 ® |m @ GsM | 19 Jan-07
=
117 LG CG300 B @ GsM | 19 Jan-07
= =
118 LG F2500 © |m o |ry GSM Apr-08
X
119 LG F9100 B @ GsM | 19 Jan-07
=
120 LG F9200 & |m @ GsM | 19 Jan-07
X
121 LG G4020 & | m @ GsM | 19 Apr-08
=
122 LG G4050 ® |m @ GsM | 19 Jan-07
D=
123 LG GDY00 ® | m o |ry GsM | 26 Jan-10
= > Dec-10
124 LG GS170 © |m @ GsM | 26
= =4
125 LG GT365 © |m @ GsM | 27 Sep-10
= = May-11
126 LG GT950 (Arena) | @ o | GSM | 26 Y
=
127 LG GW300 ® |m o |y GsM | 26 Jan-10
<
128 LG GW520 & |m o |ry GsM | 26 Jan-10
= S May-11
129 LG GW820(Expo) | @ |m] o | & |~ GsM | 26 Y-
130 LG KC550 ® | m = | e GsM | 27 Oct-08
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@ @
a b
131 LG KC780 D D | = GSM 27 Oct-09
b
132 LG KC910 a D | Iz GSM 27 Apr-09
D4
133 LG KE500 a D | Iz GSM 27 Oct-08
a b
134 LG KE770 @ L[] S | I GSM 27 Apr-08
= D4
135 LG KES800 D a D | Iz GSM 27 Apr-08
a b
136 LG KE820 D D | = GSM 27 Apr-08
a b
137 LG KE850 D (1) D | I GSM 27 Apr-08
= D4
138 LG KE970 D D | GSM 27 Apr-08
= >4
139 LG KF510 D D | GSM 27 Jan-09
= D4
140 LG KF600 D (1) D | I GSM 27 Jan-09
= @ >4
141 LG KG200 D D D | GSM 9 Sep-10
= ©) D4
142 LG KG300 D D D | I GSM 9 Sep-10
= D4
143 LG KG320 D D | GSM 27 Jul-07
= >4
144 LG KG800 D D | GSM 27 Oct-06
D4
145 LG KG810 a D GSM 27 Apr-08
= D4
146 LG KG920 D D | GSM 5 Oct-06
D4
147 LG KM710 a D GSM 27 Oct-08
D4
148 LG KM900 Y D | GSM Jan-10
= D4
149 LG KP170 @ ] S | I GSM 27 Jan-10
D4
150 LG KP500 a D | = GSM 27 Apr-09
D4
151 LG KU990 Y D | GSM 27 Apr-09
D4
152 LG L1150 a D GSM 19 Apr-08
P4
153 LG L1200 a D GSM 19 Jan-07
D4
154 LG L1400i = D GSM 19 Jan-07
@ P4 CDM
155 LG LG6190 = D S | I A 6 Sep-10
@ D4 CDM
156 LG LX150 a D D A 27 Apr-08
@ P4 CDM
157 LG LX160 = D D A 27 Apr-08
@ D4 CDM
158 LG LX550 a D D | A 6 Apr-08
@ D4 CDM
159 LG LX5550 = D S | I A 5 Oct-07
) P4
160 LG MM535 = D S | I CDM 6 Apr-06
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A
= o | = CDM Mav-11
161 LG MN240 (Imprint) | @ o | o |~ A 26 y
@ = CDM Dec-10
162 LG MT310 B o | @ | A 26
E=—J
a
163 LG P7200 o ol o = GSM 5 Apr-06
o | = CDM
164 LG PM225 'y o | o |~ A 6 Apr-06
o | = CDM
165 LG PM325 B o | @ | A 6 Apr-06
=
a
166 LG S5200 o |m| o = GSM 5 Apr-06
=
167 LG U8110 ® |m @ GSM 5 Apr-09
=
168 LG U8120 B o | GSM 5 Apr-09
=
169 LG U8130 B @ GSM 5 Apr-09
=
170 LG U8138 ® |m @ GSM 5 Apr-09
=
171 LG U8360 B o | GSM 5 Apr-09
=
172 LG U8380 ® |m @ GSM 5 Apr-09
= CDM
173 LG UN430 2 | o |~ A 26 Dec-10
o | = CDM
174 LG UX260 'y o | o |~ A 27 Oct-09
o | = CDM
175 LG UX300 ® m|lo | o |~ A 26 Dec-10
o | = CDM
176 LG UX355 2 ol e | o |~ A 6 Jul-07
2 | = CDM
177 LG UX390 B o | o |~ A 6 Jul-07
o | = CDM
178 LG UX4750 B o | o |~ A 6 Jan-08
o | = CDM
179 LG UX5000 ® |o|leo | o |m A 6 Jan-08
o | = CDM
180 LG VI125 B o | o | A 6 Apr-06
o | = CDM
181 LG VX10000 B o | @ |~ A 27 Jan-09
o) CDM
182 LG VX4500 ® ol o | x|m A 19 Jul-06
5) CDM
183 LG VX4600 B o | = |~ A 19 Jul-06
o | = CDM
184 LG VX4700 B o | o |~ A 6 Apr-06
o | = CDM
185 LG VX5200 ® |o|leo | o |m A 6 Apr-06
o | 0
186 LG VX5300 B o | o |~ GsM | 21 Oct-06
o | = CDM
187 LG VX5400 B o | o |~ A 27 Jan-09
o | = CDM
188 LG VX5500 B o | @ | A 26 Sep-10
o | = CDM Dec.10
189 LG VX5600 B o | o |~ A 26
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) CDM
190 LG VX6000 B o | = |~ A 5 Jul-06
o | X CDM
191 LG VX6100 B o | o |~ A 6 Apr-06
o | CDM
192 LG VX6190 2 m|leo| o |~ A 6 Sep-10
o | CDM
193 LG VX7000 B o | o |~ A 6 Jul-06
0 | X CDM
194 LG VX8000 B o | o |~ A 6 Jul-06
o | CDM
195 LG VX8100 2 m|leo | o |~ A 6 Apr-06
0 | X CDM
196 LG VX8300 B o | o |~ A 21 Oct-06
o | CDM
197 LG VX8350 B o | o |~ A 27 Apr-08
0 | X CDM
198 LG VX8500 ® |m| o | o |~ A 27 Oct-08
0 | X CDM
199 LG VX8575 B o | o |~ A 26 Sep-10
o | CDM
200 LG VX8610 B o | o |~ A 26 Oct-09
0 | X CDM
201 LG VX8700 ® |m|o| o |~ A 27 Jan-09
o | CDM
202 LG VX8800 B o | o |~ A 27 Jan-09
0 | X CDM
203 LG VX9100 ® |m|o| o |~ A 26 Jan-09
@ = CDM Dec-10
204 LG VX9200 2 m|lo| o |~ A 26
o | CDM
205 LG VX9400 B o | o |~ A 27 Apr-08
0 | X CDM
206 LG VX9700 ® m|leo | o |~ A 26 Dec-10
o | CDM
207 LG VX9800 2 m|lo| o |~ A 6 Jan-07
o | X CDM
208 LG VX9900 B o | o |~ A 27 Oct-08
= ©) X Dec
209 LG P509 @ o | o |~ GsM | 26 2011
= ©) Dec
210 LG KS20 o lm|le | x| GsM | 27 2011
=a ©) CDM Dec
211 LG VS750 @ o | = |~ A 26 2011
@ < CDM Dec
212 LG UX310 B o | @ A 26 2011
©) Y CDM Dec
213 LG MT375 ® |o|leo | o |m A 26 2011
@ CDM Dec
214 LG VN530 B @ = A 26 2011
= o |
215 LG P505 @ o | o [~ GsMm | 26 | Aprl2
= ? | X
216 LG C729 @ o | o [~ gsm | 26 | Aprl2
= o | CDM ror 12
217 LG LG670 @ o | o |~ A 26 P
CDM Apr-12
218 LG AX145 ® |m A 19
= o |
219 LG P925 @ o | @ |~ GsMm | 26 | Aprl2
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B o | = Aor12
220 LG P930 @ o | o [/~ GSM 26 pr
D |
221 LOBSTER 700TV o | o | GSM 9 Jan-08
= D |
222 MIO A501 @ o | o | GSM 9 Jul-09
= ® |
223 MIO A701 @ o | o | GSM 9 Apr-07
MB810 (DROID | =& ® | = CDM May-11
224 | MOTOROLA X) o lm|l o | o |~ A 26
B o | CDM May-11
225 | MOTOROLA A555 (Devour) @ o | o |~ A 26
= X
226 | MOTOROLA A835 @ | o | GSM | 24 Dec-05
o | = CDM
227 | MoTOROLA A855 Do | o |~ A 26 Sep-10
= =
228 | MOTOROLA C332 o |lm|lo| e GSM 9 Jul-07
) = CDM
229 | MOTOROLA C343 @ o | @ A 24 Apr-06
= =0
230 | MOTOROLA C350 @ 0| @ GSM 9 Apr-06
= X
231 | MOTOROLA C385 o |lm|lo| e GSM 9 Dec-05
= 0
232 | MOTOROLA C390 @ | o | GSM 9 Dec-05
= =
233 | MOTOROLA C550 @ 0| @ GSM 9 Dec-05
= X
234 | MOTOROLA C650 o |m|lo | e |~ GSM 9 Dec-05
= =4
235 [ MOTOROLA C975 @ o | @ | GSM | 24 Dec-05
= =
236 | MOTOROLA El @ | @ | GSM | 24 Apr-06
B =4 CDM
237 | MOTOROLA E1000 @ o | @ | A 24 Oct-06
= =4
238 | MOTOROLA E1070 o |lmlo | o | GSM 9 Jan-07
= =
239 [ MOTOROLA E398 o |m|lo | e |~ GSM | 24 Dec-05
=
240 | MOTOROLA ES @ < | = GSM Jan-10
B = CDM
241 | MOTOROLA E815 @ | @ A Oct-06
= D |
242 | MOTOROLA K1 @ o | o |~ GSM 9 Oct-07
= X CDM
243 | MOTOROLA K1m o | @ | A Apr-07
= =4
244 | MOTOROLA K3 o | m o |~ GSM 9 Jul-07
= =4
245 | MOTOROLA L2 o o | @ GSM 9 Oct-06
= X
246 | MOTOROLA L6 @ | @ | GSM 9 Apr-06
= =4
247 | MOTOROLA L7 @ o | o | GSM 9 Apr-06
= X CDM
248 | MOTOROLA maxx Ve @ | @ A Jan-10
= D |
249 | MOTOROLA MPX200 o |lm|l o | o |~ GSM 9 Jul-06
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B 0| =
250 | MOTOROLA MPX220 @ o | o | GSM | 24 Jul-06
o |
251 | MOTOROLA Q ol o | GSM 9 Jan-08
o | &
252 | MOTOROLA Q9h o | o | GsM | 26 Apr-08
= =Y
253 | MOTOROLA QAL @ 0| o | GsM | 26 Sep-10
= =
254 | MOTOROLA T280j o |lm|lo| e GSM Oct-06
B < CDM
255 | MOTOROLA T300p @ 0| @ A 24 Dec-05
= =
256 | MOTOROLA U6 @ 0| o |~ GSM 9 Apr-06
= =
257 | MOTOROLA V1050 @ | o | GSM | 24 Oct-06
= =Y CDM
258 | MOTOROLA V120c o |lm|lol| e A 24 Apr-06
= =
259 | MOTOROLA V180 o lm|lol| o | GSM 9 Dec-05
= =Y
260 | MOTOROLA V188 @ o | o | GSM 9 Apr-06
= =
261 | MOTOROLA V190 o |lm|lol| e GSM 9 Jul-07
= =
262 | MOTOROLA V195 @ | @ GSM 9 Oct-06
= =
263 | MOTOROLA V220 @ 0| o | GSM 9 Apr-06
= =
264 | MOTOROLA V235 @ 0| o |~ GSM 9 Jan-07
< CDM
265 | MOTOROLA V260 B | ® A 24 Jan-08
= =Y CDM
266 | MOTOROLA V265 @ 0| @ A 24 Apr-08
= =Y
267 | MOTOROLA V3 @ | o | GSM 9 Dec-05
= =
268 | MOTOROLA V300 @ 0| o | GSM | 24 Dec-05
= =
269 | MOTOROLA V360 @ | o |~ GSM 9 Apr-06
= < CDM May-11
270 | MOTOROLA V3a @ 0| o | A 9
= =Y CDM
271 | MOTOROLA V3c @ 0| o | A Jan-10
= =
272 | MOTOROLA V3i @ 0| o |~ GSM 9 Apr-06
= =Y CDM
273 | MOTOROLA V3m @ 0| @ A Apr-08
= =
274 | MOTOROLA V3x o lm|lo| o |~ GSM 9 Jul-06
= =
275 | MOTOROLA V3xx @ o | o | GSM 9 Oct-09
= =4
276 | MOTOROLA V400 @ 0| @ GSM | 24 Jan-08
= =
277 | MOTOROLA V500 @ 0| ® GSM | 24 Jul-08
= =
278 | MOTOROLA V525 @ o | o | GSM | 24 Dec-05
= =
279 | MOTOROLA V540 @ 0| @ GSM | 24 Jul-07
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-y b=

280 | MOTOROLA V550 @ o | GSM | 24 | Aproe
= >

281 | MOTOROLA V551 ® o | & | GSM | 24 | Apro6
= =

282 | MOTOROLA V6 @ o | GSM | 9 Jul-07
= =

283 | MOTOROLA V600 ® o | ® | GSM Dec-05
= > CDM

284 | MOTOROLA V60p s |lm|lo | ® A 24 | Dec05
= > CDM

285 | MOTOROLA V60V @ o | ® A 24 | Julo7
= >

286 | MOTOROLA V620 ® o | & | GSM | 24 | Apro6
= =

287 | MOTOROLA V635 o o | e | GSM | 24 | Dec05
= > CDM

288 | MOTOROLA V65p © mlo| e A 24 | Apr-os
= <

289 | MOTOROLA V66i &) @ | ® GSM | 24 | Dec05
= =

290 | MOTOROLA V70 &) 0 | ® GSM | 24 | Dec05
= CDM

291 | MOTOROLA V710 o |m| o A 24 | Apr-o6
=

292 | MOTOROLA V8 o < | 7 GSM Jan-10
= >

293 | MOTOROLA V80 @ o | ® | GSM | 24 | Dec05
= > CDM May-11

294 | MOTOROLA | V860 (Barrage) | @ o | e | A 26
= =

295 | MOTOROLA V9 &) 0 | e | GSM | 26 | Apro08
= > CDM

296 | MOTOROLA V950 o lm|lo | e A Jan-10
= =

297 | MOTOROLA V975 o (mlo|le | GSM | 24 | Jul-08
= =

298 | MOTOROLA V980 @ o | & | GSM | 24 | Dec05
= > CDM

299 | MOTOROLA vom @ o | e | A Apr-08
= = CDM May-11

300 | MOTOROLA VE240 @ o | & | A 9
= > CDM

301 | MOTOROLA W385 @ 0 | & | A Apr-08
=

302 | MOTOROLA W450 o |m| o ) GSM Oct-09
= =

303 | MOTOROLA W510 @ o | & | GSM | 9 Jan-08
= = CDM

304 | MOTOROLA W755 @ 0 | o | A Jan-10
= = CDM May-11

305 | MOTOROLA | w840 (Quantico) | @ || @ | @ | A 26
= =

306 | MOTOROLA z3 @ 0 | & | GSM | 9 Apr-07
=

307 | MOTOROLA 6 @ | m | 7 GSM Jan-10
= > CDM

308 | MOTOROLA z6m @ o | A Apr-08
= > CDM

309 | MOTOROLA Z6tv ® o | & | A Sep-10
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a X
310 MOTOROLA 78 &) D GSM Jul-08
a DX
311 MOTOROLA 79 @ ©) @ r— GSM 26 Apr-09
a X CDM
312 MOTOROLA ZN4 D bl o D r= A Jan-10
a @ X Dec
313 MOTOROLA MB860 @ @ @ r— GSM 26 2011
a CDM Dec
314 MOTOROLA XT610 D ©) M| = A 26 2011
@ @ = Sep-12
315 MOTOROLA MB865 ) ) ) r= GSM 26
a ©) DX
316 NDRIVE S300 @ @ @ r— GSM 9 Apr-09
a @ X
317 NEO 808i @ bl & D GSM Jan-09
25(CD
©) DX NOK1
318 NOKIA 1100 = ] © @ GSM ) Oct-07
25(CD
@ X NOK1
319 NOKIA 1101 = ] & @ GSM ) Oct-07
25(CD
@ NOK2
320 NOKIA 1110 ) ]| @ DX GSM ) Oct-07
25(CD
©) DX NOK2
321 NOKIA 1112 2 | © D GSM ) Oct-07
25(CD
@ > NOK1
322 NOKIA 1200 @ L] © @ GSM ) Jan-08
25(CD
@ D= NOK1
323 NOKIA 1208 @ |d] & @ GSM ) Jan-08
25(CD
©) DX NOK1
324 NOKIA 1209 2 O]l o D GSM ) Apr-09
25(CD
©) > NOK2
325 NOKIA 1600 a |4 & @ GSM ) Oct-07
25(CD
DX NOK3
326 NOKIA 2100 bl o @ GSM ) Oct-07
a @ CDM
327 NOKIA 2285 @ bl @ A 999 Oct-06
25(CD
@ > NOK1
328 NOKIA 2300 = M| @ @ GSM ) Oct-07
25(CD
@ X -
329 NOKIA 2310 2 | © D GSM | NOK2 Oct-07
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)
= ©) <
330 NOKIA 2600 @ 1@l e @ | = GSM Jul-08
25(CD
a @) NOK2
331 NOKIA 2610 &) 1 & GSM ) Oct-07
25(CD
a @) NOK2
332 NOKIA 2626 @ a] @ GSM ) Oct-07
= ©) <
333 NOKIA 2630 @ 1@l e @ | = GSM Apr-08
25(CD
= ©) X NOK6
334 NOKIA 2650 D ]l & @ r= GSM ) Oct-07
25(CD
= ®) o< NOK6
335 NOKIA 2652 O |l @ O | = GSM ) Oct-07
= ©) X
336 NOKIA 2680 O |1 @ D | I GSM Jan-09
= ®) o<
337 NOKIA 2760 S |l @ D | = GSM Jan-08
= ©) X
338 NOKIA 3100 D D D | I GSM 999 Oct-06
= ©) Y
339 NOKIA 3109 @ @ @ r= GSM 9 Oct-07
= ®) =Y
340 NOKIA 3110 @ @ @ r= GSM 9 Jul-07
= ©) Y
341 NOKIA 3120 @ @ @ r= GSM 999 Jul-08
®) =Y
342 NOKIA 3200 Dl & @ [y GSM 999 Apr-06
25(CD
©) Y NOK8
343 NOKIA 3210 @ @ GSM ) Oct-07
= ®) =Y
344 NOKIA 3220 @D @D @ r= GSM 999 Apr-07
= ©) Y
345 NOKIA 3230 @ @ @ r= GSM 12 Apr-07
= ®) o<
346 NOKIA 3250 @ @ @ r= GSM 12 Apr-07
25(CD
©) Y NOK9
347 NOKIA 3310 B & @ GSM ) Oct-07
25(CD
@ NOK9
348 NOKIA 3330 [ ) GSM ) Jan-08
25(CD
= NOK9
349 NOKIA 3410 ] @ GSM ) Oct-07
= ©) X 25(CD
350 NOKIA 3510 @ |@a| e @ GSM - Jan-08
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NOK5
)
B 0 | = CDM
351 NOKIA 3555 o |lmle | o |~ A 26 Oct-08
= 0 |
352 NOKIA 5000 @ o | o | GSM Oct-08
= o |
353 NOKIA 5070 ) o | o |~ GsSM | 999 | Jul-07
= 0 |
354 NOKIA 5100 o |lm|le | o | GSM | 999 | Dec-05
25(CD
o | NOK?7
355 NOKIA 5110 ® |m|o| o GSM ) Oct-07
= o |
356 NOKIA 5140 @ o | o | GSM | 999 | Jul-08
= 0 |
357 NOKIA 5200 o lm|le | o || 0| csm 9 Apr-07
= Q
358 NOKIA 5210 @ o | = GSM Apr-07
= 0 |
359 NOKIA 5220 @ o | o | GSM | 26 Oct-08
= o |
360 NOKIA 5230 o lm|le | o | GsM | 26 Sep-10
= 0 |
361 NOKIA 5300 @ o | o | GSM 9 Apr-07
= o |
362 NOKIA 5310 o lm|le | o | GsM | 26 Jan-08
= o |
363 NOKIA 5320 @ o | o | GSM | 26 Jan-09
= o |
364 NOKIA 5500 @ o | o | GsM | 12 Apr-07
= o | &
365 NOKIA 5610 @ o | o |~ GsM | 26 Apr-08
= o |
366 NOKIA 5700 @ o | o | GSM 9 Jul-07
= o |
367 NOKIA 5800 o lm|lo| ol GSM | 26 Jul-09
25(CD
o | NOKS5
368 NOKIA 6010 2 |m|o| o GSM ) Oct-07
= o |
369 NOKIA 6020 o lm|le | o |~ GSM | 999 | Dec-05
= o |
370 NOKIA 6021 o lm|lo| o |~ GSM | 999 | Apr-06
25(CD
B o | = NOK2
371 NOKIA 6030 o lm|le | o GSM ) Oct-07
25(CD
'y o | NOK2
372 NOKIA 6060 o lm|le | o GSM ) Oct-07
25(CD
B o | = NOK2
373 NOKIA 6061 o |lm|le| o GSM ) Apr-08
0 | X
374 NOKIA 6070 ® |m| o | o GSM | 999 | Oct-06

CellDEK® TEK User Manual
123




SUPPORTED HANDSETS
[KPube

oy 0| =
375 NOKIA 6080 @ o | o GsM | 999 | Jan-07
= o |
376 NOKIA 6085 ) o | o |~ GsM | 12 Jul-07
= 0 |
377 NOKIA 6086 @ o | o | GsM | 12 Apr-08
= 0 |
378 NOKIA 6100 ) o | o |~ GSM | 999 | Dec-05
= o |
379 NOKIA 6101 o lm|lel| o |~ GSM | 999 | Dec-05
0 |
380 NOKIA 6103 B o | o | GSM | 999 | Oct-06
= o |
381 NOKIA 6108 o |lmle | o [~ GsSM | 999 | Oct-07
= 0 |
382 NOKIA 6111 @ o | o | GsM | 12 Apr-06
= o |
383 NOKIA 6120 o |lm|le | o | GSM 9 Jan-08
o |
384 NOKIA 6125 B o | o | GSM | 12 Oct-06
25(CD
B o | = NOK?7
385 NOKIA 6130 o |lmleo | e GSM ) Oct-07
= o |
386 NOKIA 6131 o lm|lo| o | GsM | 12 Jul-06
= 0 |
387 NOKIA 6136 o lm|lo| o |l GsM | 12 Jan-07
25(CD
'y o | NOK?
388 NOKIA 6150 &) o | o GSM ) Oct-07
o |
389 NOKIA 6151 28 |m|lo | o [~ GsM | 12 Oct-06
= o | &
390 NOKIA 6170 @ o | o |~ GsM | 12 Dec-05
= o |
391 NOKIA 6200 o lm|lo| o |~ GSM [ 999 | Jul-07
= o |
392 NOKIA 6210 o lm|lo| ol GsM | 26 Jul-09
25(CD
o | NOK?7
393 NOKIA 6210 B o | o GSM ) Oct-07
= Q| &
394 NOKIA 6220 @ o | o |~ GSM | 999 | Dec-05
B 0 | CDM
395 NOKIA 6225 o lm|lo| o |~ A 999 | Jul-07
= o | &
396 NOKIA 6230 @ o | o |~ GsM | 12 Apr-06
o | &
397 NOKIA 6233 B o | o | GSM | 12 Oct-06
= o |
398 NOKIA 6234 @ o | o |~ GsM | 12 Jul-07
= Q| &
399 NOKIA 6260 @ o | o |~ GsM | 12 Jan-07
B 0 | CDM
400 NOKIA 6263 o lm|lo| o |~ A 9 Oct-08
= o |
401 NOKIA 6267 @ o | o |~ GSM 9 Jan-08
402 NOKIA 6270 B o | = |~ GsM | 12 Jul-06
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@ @ @
a @ X
403 NOKIA 6280 D D D r= GSM 12 Apr-06
a @ X
404 NOKIA 6282 @ @ @ r— GSM 12 Jul-07
a @ >
405 NOKIA 6288 @ @ @ r— GSM 12 Jul-07
a @ X
406 NOKIA 6290 D | @ [5) r= GSM 9 Oct-07
a @ >
407 NOKIA 6300 &) ] & D r= GSM 9 Jul-07
a @ X
408 NOKIA 6301 D D D r= GSM 9 Jan-09
a @ X
409 NOKIA 6310 D ] © D GSM Apr-06
25(CD
(©) > CDM | NOK7
410 NOKIA 6360 D D A ) Oct-07
a @
411 NOKIA 6510 D ] & < GSM Apr-07
a @ >
412 NOKIA 6555 D D D r— GSM 26 Jan-08
a (©) >
413 NOKIA 6610 (53] bl © D GSM 999 Apr-06
a @ >
414 NOKIA 6620 D D D r— GSM 12 Apr-07
a (©) >
415 NOKIA 6630 D D D r= GSM Jan-08
a @ <
416 NOKIA 6650 D D D = GSM 26 Jul-09
a @ <
417 NOKIA 6670 D D D r= GSM 12 Jan-07
a (©) >
418 NOKIA 6680 D ] © D = GSM 12 Jan-07
a @ <
419 NOKIA 6790 D D D = GSM 26 Sep-10
a (©) >
420 NOKIA 6800 D |l @ D r= GSM 999 Oct-07
a @ <
421 NOKIA 6810 D D D = GSM 999 Jul-07
a (©) >
422 NOKIA 6820 D D D r= GSM 999 Apr-06
a @ >
423 NOKIA 6822 D D D r= GSM 999 Dec-05
4 @ P! Dec-10
424 NOKIA 7020 D D D r= GSM 26
25(CD
a @ > NOK?7
425 NOKIA 7110 D D D GSM ) Oct-07
) (@) <
426 NOKIA 7200 D D D r= GSM 999 Oct-06
a @ >
427 NOKIA 7210 D D D r= GSM 26 Jan-09
) (@) <
428 NOKIA 7210 D D D r= GSM 999 Dec-05
a @ >
429 NOKIA 7260 @ @ @ r— GSM 999 Apr-06
a @ X
430 NOKIA 7270 D D D r= GSM 12 Dec-05
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= ¢) <
431 NOKIA 7280 D D D r= GSM Dec-05
= @ <
432 NOKIA 7360 D D D r= GSM 999 Apr-06
= ¢) =4
433 NOKIA 7370 D D D r= GSM 12 Apr-06
= [¢) <
434 NOKIA 7373 D D D r= GSM 12 Apr-07
= @ <
435 NOKIA 7380 @ N (58] (58] = GSM Apr-06
= [¢) <
436 NOKIA 7390 D D D = GSM 9 Apr-07
= @ <
437 NOKIA 7500 D [ D D r= GSM 9 Jan-08
= ¢) =4
438 NOKIA 7510 D () () r= GSM 26 Jul-09
= @ <
439 NOKIA 7600 D 1] & D r= GSM 12 Dec-05
= @ <
440 NOKIA 7610 D D D = GSM 12 Jan-07
= @ <
441 NOKIA 7900 (&) (53] D r= GSM 26 Apr-08
25(CD
= @ NOK3
442 NOKIA 8210 D D < GSM ) Apr-07
= ®
443 NOKIA 8310 (&) (&) < GSM Apr-07
= @ <
444 NOKIA 8800 D D D r= GSM Dec-05
= @ <
445 NOKIA 8850 D D D GSM Apr-07
= @ <
446 NOKIA 8910 (3] N D D GSM Dec-05
25(CD
@ < NOK?2
447 NOKIA 1110i = [ D D GSM ) Oct-07
= @ <
448 NOKIA 2323 Classic D D D r= GSM Oct-09
= @ <
449 NOKIA 2330 Classic D D D r= GSM Oct-09
= @ <
450 NOKIA 2700 Classic D D D r= GSM 26 Oct-09
= @ <
451 NOKIA 2720 Fold D D D r= GSM Jan-10
= @ <
452 NOKIA 2730 Classic D bl © D r= GSM 26 Jan-10
) @ < CDM
453 NOKIA 2865i D D D r= A 12 Jan-08
= @ <
454 NOKIA 3120 Classic D D D r= GSM 26 Apr-09
= @ < CDM
455 NOKIA 3155i D D D r= A 12 Apr-08
= @ <
456 NOKIA 3500 classic @ @ @ | GSM 9 Jan-08
25(CD
(@) X NOK5
457 NOKIA 3510i = N D D GSM ) Oct-07
458 NOKIA 3600 Slide = an DY r= GSM 26 Oct-08
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@ @ @
= Q@ >4
459 NOKIA 3720 Classic @ @ @ r= GSM 26 Jan-10
5130 Xpress a @) b
460 NOKIA Music D D O | = GSM 26 Oct-09
=z Q@ =
461 NOKIA 5140i @ ]| & @ GSM 999 Dec-05
5530 Xpress a @) b
462 NOKIA Music @ @ @ r= GSM 26 Oct-09
5630 Xpress a @ X
463 NOKIA Music D D O | = GSM 26 Oct-09
5730 Xpress a @) b
464 NOKIA Music @ B @ @ r= GSM 26 Oct-09
= Q@ >4 CDM
465 NOKIA 6015i S |l @ S W A 999 Oct-06
25(CD
a @ DY NOK2
466 NOKIA 6030b D D D GSM ) Jan-10
= Q =
467 NOKIA 6110 Navigator S |l @ S N GSM 9 Oct-07
= Q =
468 NOKIA 6124c @ B @ @ r= GSM 9 Jan-09
= Q >4 CDM
469 NOKIA 6155i @ @ @ r= A 12 Apr-08
= Q o< CDM
470 NOKIA 6165i @ @ @ r= A 12 Jan-07
= Q >4
471 NOKIA 6208 Classic @ D D r~ GSM 26 Oct-09
= Q =
472 NOKIA 6212 Classic D Dl & @ [y GSM 26 Oct-09
= Q =
473 NOKIA 6220 Classic @ ]l & D r= GSM 26 Apr-09
=z Q@ >4
474 NOKIA 6230i @ @ @ GSM 12 Apr-06
2 @ CDM
475 NOKIA 6235i @ @ r= A 12 Apr-06
= Q@ CDM
476 NOKIA 6255i @ @ r= A 12 Apr-06
= Q =
477 NOKIA 6260 Slide @D @D @D r= GSM 26 Oct-09
=z Q@ >4 CDM
478 NOKIA 6265i @ @ @ r= A 12 Jan-08
2 Q@ =
479 NOKIA 6275i @ @ @ r= GSM 12 Apr-08
= Q@ >4
480 NOKIA 6303 Classic @ @ @ r= GSM 26 Oct-09
2 Q@ =
481 NOKIA 6310i @ @ @ GSM Apr-07
= Q@ >4
482 NOKIA 6500 classic @ @ @ r= GSM 26 Jan-08
2 Q@ =
483 NOKIA 6500 Slide @ ]l & @ r= GSM 26 Apr-08
2 Q@ =
484 NOKIA 6600 fold @ @ @ r= GSM 26 Jan-09
= Q >4
485 NOKIA 6600 slide @D @ D | GSM 26 Jan-09
2 Q@ >4
486 NOKIA 6600i Slide D D O | = GSM 26 Jan-10
487 NOKIA 6610i Y Q =G GSM 999 Dec-05
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LogiILil

(@) [} [} (@) [} ] © o o Lo N~ e} o N~ N~ o N~ 6} N~ 0 o N~ ~ N~ N~ ~ 0 [} N~ 0
S 2 T 2 < 2 2 2 2 2 2 T 2 2 < 2 2 2 A S 2 o 2 2 o A 2 2 <
c — — c — (&) — = = Q — — c — — — — = — — - c - c — - +— c — —
S| S|l S| S| < & S| o of & & & S| I < < o] g o 3 S 3 S < 5| o 8 &
© ©o| © © % © ©o| © N o ©o| «~ N © N ©o| © © N N N N o N © N ©
I3V Nl N I3V b4 I3V ~ ~ - ~ - - ~ - ~ — ~ ~ - — — — — ~ — ~
= = = = = = = = = = = = = = = = = = = = = = = = = = = = = =
0 (7] (7] 0 (7] 0 7] (7] (7] 7] (7] 7] (7] (7] (99} (7] (99} (7] (7] (99} (7] 0 (7] 0 0 (7] 0 (7] 0 0
O o] O O O O O] o] O O o] O o] O (O] O (O] o] O (O] O O O O O O O O O O
jm} jm} Jm| Jm| | [m| [m| [ | | [ [m| [m| [m| | [m| | Jm|
o [Heleoeodeodoedeodeeoldoledeoleoeoldoedeoleeodoedeoleeldoedeldeelde
CERN (S XGH] (SRS (GRCH] (G RGH (S RG] (S AGH] (G RCY] (SRCH] (S RGH] (S NCY) (S ACH (S RG] (S RCH] (S AGH] (S NS (GRGH] (G RGH] (S NCH] (S RCH] (S RG] (GNCH] (S RG] (S NCH] (S NCH (S RG] (SRCH] (S NGH (S NGH] (S NGH] (S NGH)
g al @ g 4 g af q| g 4 g g 4| g 4 g g Q| g 4| 9| g 4| g 4| g g 4| g 4
o @o@c@co@o@c|l@c|l@cl@o@ocl@o@@o@c@cl@ol@ol@cl@o@o@cl@c|l@ol@o@ol@cl@cd@ol@ol@ol@a|@s
g gl ¢
3} 3} 3}
al @ o g £ gl g g o
sl sl s Bl g B g g 3 S o 4 wl o w9 @ w o o o wl o 4 o« o o ~ o o 8
O O O 5 o 5 5 b o Yo} [Te] © © © © © ~ N~ ~ ~ N~ N~ N~ N~ ~ ~ s}
o o o m N n N N m % L L L L L L L L L L L 2 =z 2 2 =z 2 =z Pz 010_
2 S g 5l sl | g g 8 z
ol ©o| © S gl @
~ N ~
e I L - - I O f " B B I [ f [ I I - [ I B B B (4 6
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
@] ol ©O @] (@) @] (@) ol ol O ol O ol O @] (@) @] ol O @] (@) @] (@) @] @] (@) @] (@) @] @]
Pz Pz Pz Pz Pz Pz P Pz Pz P Pz P Pz Pz P Pz P Pz Pz P Pz Pz zZ Pz Pz zZ Pz zZ Pz Pz
© o| o = [N 2] < w| © N~ 0| o ol o N [a2) < w| © ™~ 0 o o — o~ ™ < To) © N~
0 ®| o o <) o (o) ol o o o o ol o o o o ol o o o o — 1 — - — - = —
< < < < < < < < < < < < on| ITe) 0 re) n| re) 0 re) Te) ¥e) ¥e) Te) ¥e) o o o
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= @) X
518 NOKIA N82 @ @ @ | GSM 26 Jul-08
= @ <
519 NOKIA N85 @ @ @ | = GSM 26 Apr-09
= (@) X
520 NOKIA N90 @ @ @ | GSM 12 Jan-07
= @) X
521 NOKIA N91 @ @ @ | = GSM 9 Apr-07
= @ <
522 NOKIA N93 () N @ (8] = GSM 12 Apr-08
= @) X
523 NOKIA NO3i @ @ @ | GSM 12 Jul-07
= @ <
524 NOKIA N95 o M| @ @ | = GSM 9 Jan-08
= @) X
525 NOKIA N95 8GB @ @ o | = GSM 9 Jul-08
= @ <
526 NOKIA N96 D ] @ D r= GSM 26 Oct-08
= @ <
527 NOKIA N97 @ @ o | = GSM 26 Oct-09
= @ <
528 NOKIA N97 mini @ @ @ | GSM 26 Sep-10
= @ X Dec-10
529 NOKIA X3 D ] @ D r= GSM 26
= | May-11
530 NOKIA X6 @ o | o |~ GSM 26 y
a ©) X< Dec
531 NOKIA 6350 D D D r= GSM 26 2011
a ©) X< Dec
532 NOKIA X2-01 @ @ @ |~ GSM 26 2011
<
533 02 ICE = (53] = GSM 5 Oct-07
@
534 02 XDA o o | x|~ GSM Jul-06
@
535 02 XDA Ili o | = | GSM Jul-06
@
536 ORANGE SPV C500 S =0 N, GSM 9 Jul-06
@
537 ORANGE SPV C550 D < = GSM 9 Jul-06
= ©)
538 ORANGE SPV C600 @ S =0 N, GSM 9 Jul-06
o | = CDM
539 PALM 700P o ® @ A 11 Jan-10
@
540 PALM Centro D GSM 11 Jan-09
=a @ <
541 PALM Treo 500 o o] @ @ | = GSM 9 Jan-09
@
542 PALM Treo 680 @D GSM 11 Apr-08
= ©)
543 PALM Treo 750 @ @ = GSM Jul-07
=a @ <
544 PALM Treo Pro D D D r= GSM 9 Jan-09
= @ = Apr-12
545 PANTECH P8000 @ o | @ | GSM | 26 p
= <
546 SAGEM my302X o |m| o @ | = GSM Apr-07
= X<
547 SAGEM my401C @ ® @ | = GSM Jan-08
548 SAGEM my401V = Q| X |~ GSM Apr-07
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@ @
= =

549 SAGEM my401X @ &) @ r= GSM Apr-07
= =

550 SAGEM my411C @ ©) @ GSM Jan-08
= [

551 SAGEM my411Cv @ ©) @ GSM Jan-08
= =

552 SAGEM my411X D l ® @ r= GSM Jan-08
= [

553 SAGEM my501C o |lm| o | o GSM Apr-07
= =

554 SAGEM my511X @ &) @ GSM Jan-08
= Qo | X

555 SAGEM my600v D ] @ @D GSM Jul-07
= >4

556 SAGEM my700X @ &) @ r= GSM Apr-07
= D4

557 SAGEM myV-55 @ @ @ GSM Jan-08
= >4

558 SAGEM myV-65 D ] @ @D GSM Jan-08
= =

559 SAGEM myX5-2 @ Q @ GSM Jan-08
= D4

560 SAGEM myX-6 D ] @ @D r= GSM Jan-08
= >4

561 SAMSUNG B2100 @ &) @ r= GSM 29 Jul-09
=

562 SAMSUNG B2700 @ M| GSM 29 Apr-09
z D4

563 SAMSUNG B3310 @D @ r= GSM 26 Oct-09
= >4

564 SAMSUNG B5702 @ @ @ r= GSM 29 Oct-09
2 @ X

565 SAMSUNG B7300 @D @D @D r= GSM 26 Jan-10
z D4

566 SAMSUNG C3050 D D r~ GSM 29 Jul-09
= Q@ DY

567 SAMSUNG C6625 @ bl & @ r= GSM 29 Oct-09
2 @ X

568 SAMSUNG E1360 @ @ @ r= GSM Oct-09
= D4

569 SAMSUNG E2210 @ @ @ r= GSM Oct-09
a @ X

570 SAMSUNG 18000 @ @ @ r= GSM 26 Jan-10
a @ X

571 SAMSUNG i8510 @ @ @ r= GSM Apr-09
= @ Y

572 SAMSUNG M3200 @ @ @ r= GSM 29 Jan-10
a X

573 SAMSUNG M7500 @ @ r= GSM 26 Jul-09
= >4

574 SAMSUNG M7600 @ L[] @ r= GSM 26 Jul-09
a

575 SAMSUNG M8800 @ = GSM 29 Apr-09
= =

576 SAMSUNG S3030 @D D r GSM 29 Oct-09
a @ Y

577 SAMSUNG S3100 @ @ @ r= GSM 29 Jan-10
=

578 SAMSUNG S3500 @ M| GSM 29 Apr-09
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a @ X
579 SAMSUNG S3600 D D D r= GSM Jan-10
a DX
580 SAMSUNG S3650 @ @ r— GSM 29 Jan-10
a X
581 SAMSUNG S5050 D [©) D r= GSM 29 Oct-09
a X
582 SAMSUNG S5230 @ @ r— GSM 29 Oct-09
a DX
583 SAMSUNG S5600 @ (] @ r— GSM 26 Oct-09
a X
584 SAMSUNG S7220 (3] (3] r= GSM 26 Jul-09
a
585 SAMSUNG S7330 @ [R8] M | GSM 29 Apr-09
a X
586 SAMSUNG S8000 D D r— GSM 26 Oct-09
a DX
587 SAMSUNG S8300 D (1 @ r= GSM 26 Jul-09
DX CDM
588 SAMSUNG SCH-A310 a2 | I D A 13 Apr-06
X CDM
589 SAMSUNG SCH-A530 a D A 13 Apr-06
CDM
590 SAMSUNG SCH-A570 = (1 D= A 13 Oct-06
CDM
591 SAMSUNG SCH-A630 a < A 23 Oct-06
DX CDM
592 SAMSUNG SCH-A650 a @ A 13 Apr-06
DX CDM
593 SAMSUNG SCH-A670 a D A 13 Apr-06
@ > CDM
594 SAMSUNG SCH-A795 a D D A 23 Apr-08
@ DX CDM
595 SAMSUNG SCH-A850 a @ @ r= A 23 Apr-08
@ D= CDM
596 SAMSUNG SCH-A870 a D D A 23 Apr-08
@ DX CDM
597 SAMSUNG SCH-A930 B @ @ r= A 23 Apr-08
@ CDM
598 SAMSUNG SCH-A950 a D M| = A 23 Apr-08
@ D= CDM
599 SAMSUNG SCH-A990 B @ @ r= A 23 Apr-08
a ©) DX CDM May-11
600 SAMSUNG SCH-i220 @ @ @ r= A 26
>
601 SAMSUNG SCH-i600 @ r= GSM Jul-06
) ©) DX CDM
602 SAMSUNG SCH-i730 D @l & D r= A Jul-06
a ©) >
603 SAMSUNG SCH-i760 D D @ r= GSM 30 Jul-08
a ©) > CDM Dec-10
604 SAMSUNG SCH-i920 D D D r= A 26
(@) DX CDM
605 SAMSUNG SCH-R450 s || @ D A 29 Jul-09
©) CDM
606 SAMSUNG SCH-U340 a @ M| A 23 Jul-09
= CDM Dec-10
607 SAMSUNG SCH-U350 a ©) D r= A 29
@ > CDM
608 SAMSUNG SCH-U410 @ || © @ r— A 23 Apr-08
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@ X CDM
609 SAMSUNG SCH-U650 a D D A 29 Jul-09
@ DX CDM
610 SAMSUNG SCH-U740 ) @ @ r— A 22 Jan-10
@ X CDM Dec-10
611 SAMSUNG SCH-U820 2 |0 © D r= A 26
@ X CDM
612 SAMSUNG SCH-U940 a @ @ A 29 Jul-09
a @ >
613 SAMSUNG SGH-A177 D D D r= GSM 29 Jan-10
@
614 SAMSUNG SGH-A300 a (3] GSM 14 Dec-05
a @ >
615 SAMSUNG SGH-A517 @ @ @ r— GSM 29 Apr-08
= — Dec-10
616 SAMSUNG SGH-A687 D [R] () r= GSM 29
617 SAMSUNG SGH-A707 a r— GSM 22 Jan-08
618 SAMSUNG SGH-A717 a [©) r— GSM 22 Jan-08
619 SAMSUNG SGH-A727 = ] O® r= GSM 22 Jan-08
>
620 SAMSUNG SGH-A737 a D r— GSM 29 Oct-08
a >
621 SAMSUNG SGH-A747 (53] @ r= GSM 29 Oct-08
a >
622 SAMSUNG SGH-A767 D (1 @ r= GSM 29 Jul-09
= — Dec-10
623 SAMSUNG SGH-A777 D () r= GSM 29
a <
624 SAMSUNG SGH-A827 D (] D = GSM 29 Oct-08
a <
625 SAMSUNG SGH-A837 D D r= GSM 29 Jul-09
= — Dec-10
626 SAMSUNG SGH-A877 D D r= GSM 29B
= = Dec-10
627 SAMSUNG SGH-A887 D D = GSM 29B
(©)
628 SAMSUNG SGH-C100 a D < GSM 14 Dec-05
a @ <
629 SAMSUNG SGH-C207 D D D GSM 14 Jul-06
a @
630 SAMSUNG SGH-C225 D D < GSM 14 Dec-05
a @ >
631 SAMSUNG SGH-C300 D | @ (3] GSM 14 Jan-08
) (@) <
632 SAMSUNG SGH-D307 D D D GSM 13 Jul-06
a @ >
633 SAMSUNG SGH-D357 D D @ r= GSM 13 Jul-07
) (@) <
634 SAMSUNG SGH-D407 D D D r= GSM Oct-07
= (@)
635 SAMSUNG SGH-D410 D D < GSM 14 Dec-05
a @
636 SAMSUNG SGH-D500 D D M| = GSM 13 Dec-05
) (@) <
637 SAMSUNG SGH-D520 D D D r= GSM 22 Apr-07
a @ >
638 SAMSUNG SGH-D600 (3] | @ D r= GSM 13 Apr-06
a @ X
639 SAMSUNG SGH-D720 D D D r= GSM 5 Jul-07

CellDEK® TEK User Manual




SUPPORTED HANDSETS
[KPube

a b

640 SAMSUNG SGH-D780 D @ D | = GSM 29 Jan-09
= @ D4

641 SAMSUNG SGH-D800 D D D | GSM 22 Oct-06
a @) b

642 SAMSUNG SGH-D807 D D D | = GSM 22 Apr-08
a @) b

643 SAMSUNG SGH-D820 D D D | GSM 22 Oct-06
= @ D4

644 SAMSUNG SGH-D830 @ ] @ D | GSM 22 Apr-07
a @) b

645 SAMSUNG SGH-D840 D D D | GSM 22 Jul-07
= D4

646 SAMSUNG SGH-D880 SE NV D | GSM 29 Jul-08
a @) b

647 SAMSUNG SGH-D900 D D D | GSM 22 Apr-07
= ©) D4

648 SAMSUNG SGH-D900i D | @ D | I GSM 22 Oct-07
= D4

649 SAMSUNG SGH-D980 D @ D GSM 29 Apr-09
= >4

650 SAMSUNG SGH-E105 D @ D GSM 14 Apr-06
= D4

651 SAMSUNG SGH-E210 D (1) D | I GSM Jan-08
= @ >4

652 SAMSUNG SGH-E250 D D D | GSM 22 Apr-07
= ©) D4

653 SAMSUNG SGH-E330 D | @ D | I GSM 20 Oct-06
= ©) D4

654 SAMSUNG SGH-E335 D D D | GSM 20 Oct-06
= ) D4

655 SAMSUNG SGH-E350 D D D | = GSM 13 Dec-05
= @ D4

656 SAMSUNG SGH-E370 D D D | I GSM 13 Jan-07
= ) D4

657 SAMSUNG SGH-E390 D D D | GSM 22 Apr-07
= @

658 SAMSUNG SGH-E530 O 1) @ = GSM Dec-05
= @ D4

659 SAMSUNG SGH-E570 D D D | GSM 22 Apr-07
= ) D4

660 SAMSUNG SGH-E590 D D D | = GSM 22 Oct-07
= @ D4

661 SAMSUNG SGH-E600 D D D GSM 14 Jul-07
= Q@ D4

662 SAMSUNG SGH-E630 D D D | GSM 20 Apr-06
a ©) D4

663 SAMSUNG SGH-E700 D D D | I GSM 20 Dec-05
= Q@ D4

664 SAMSUNG SGH-E715 D D D GSM 14 Oct-06
= @ D4

665 SAMSUNG SGH-E720 O 1] @ D | I GSM 5 Dec-05
a ©) D4

666 SAMSUNG SGH-E730 D D S | I GSM 13 Dec-05
= @ D4

667 SAMSUNG SGH-E740 D D D | GSM 22 Jan-08
a ©) P4

668 SAMSUNG SGH-E760 D D D | I GSM 13 Dec-05
= @ D4

669 SAMSUNG SGH-E770 D D D | GSM 13 Apr-06

670 SAMSUNG SGH-E800 = ®) = GSM 20 Dec-05
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D D
2 Q@ >4
671 SAMSUNG SGH-E830 D D D | = GSM 22 Apr-08
2 Q@ >4
672 SAMSUNG SGH-E840 D D D | = GSM 22 Oct-07
= @ <
673 SAMSUNG SGH-E870 D D O | = GSM 22 Oct-06
2 Q@ >4
674 SAMSUNG SGH-E880 O |l @ D | = GSM Jul-07
= @ <
675 SAMSUNG SGH-E900 O |@|l @ D | Iz GSM 22 Jan-07
2 Q@ >4
676 SAMSUNG SGH-E950 D D D | = GSM 22 Jan-08
2 >4
677 SAMSUNG SGH-F110 @ [l O D GSM 29 Oct-08
= @ <
678 SAMSUNG SGH-F210 D D D | GSM Jan-08
= @ <
679 SAMSUNG SGH-F250 D D D | GSM 29 Jan-09
= @ <
680 SAMSUNG SGH-F300 S [ @ D | I GSM 22 Jul-07
<
681 SAMSUNG SGH-F330 Y @ D | GSM 29 Jul-08
= <
682 SAMSUNG SGH-F400 @ [l O D | I GSM 29 Jul-08
= <
683 SAMSUNG SGH-F480 D D | GSM 29 Jan-09
= <
684 SAMSUNG SGH-F490 D D | GSM 29 Jul-08
@ <
685 SAMSUNG SGH-F500 = D D | = GSM 22 Oct-07
=
686 SAMSUNG SGH-F700 D =G GSM 29 Apr-09
Y
687 SAMSUNG SGH-G400 D X | = GSM 29 Apr-09
= @ <
688 SAMSUNG SGH-G600 D D D | GSM Jan-08
<
689 SAMSUNG SGH-G800 @ | O D | = GSM 29 Jul-08
= @ <
690 SAMSUNG SGH-G810 D D D | = GSM 26 Apr-09
= @ <
691 SAMSUNG SGH-i200 D D D | GSM 29 Jan-09
a @ ><
692 SAMSUNG SGH-i300 D D D | = GSM 5 Oct-07
a @ ><
693 SAMSUNG SGH-i320 D D D | GSM Jan-07
= @ <
694 SAMSUNG SGH-i325 D D D | = GSM 29 Jan-09
a ©) P4 CDM
695 SAMSUNG SGH-i600 D D D | = A 9 Oct-07
= @ <
696 SAMSUNG SGH-i607 D D D | GSM 22 Jul-07
a @ ><
697 SAMSUNG SGH-i617 D D D | = GSM 29 Oct-08
= @ <
698 SAMSUNG SGH-i620 D D D | GSM 22 Jan-09
= @ <
699 SAMSUNG SGH-i710 D D D | = GSM 22 Oct-07
a Q@ >4
700 SAMSUNG SGH-i780 D D D | GSM 29 Jul-09
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= 0 |
701 | SAMSUNG SGH-i900 o ol ol GSM | 29 | Jan-09
= DX
702 | SAMSUNG SGH-J600 o o |z GSM | 22 | Jan-08
= =
703 | SAMSUNG SGH-J610 o o | GSM | 29 | Oct08
= =
704 | SAMSUNG SGH-J700 o o |l o | GSM | 29 Jul-08
= DX
705 | SAMSUNG SGH-L700 © | @ o |z GSM | 29 | Jan-10
=
706 | SAMSUNG SGH-L760 B o | GSM | 29 | Oct-08
= DX
707 | SAMSUNG SGH-L770 © | @ o |z GSM Jan-09
= 0 [ X
708 | SAMSUNG SGH-M150 ) olo | GSM | 29 | Oct-08
= DX
709 | SAMSUNG SGH-M610 o |l@d|lo | ® GSM | 29 | Oct-08
= 0 | =
710 | SAMSUNG SGH-P207 ) ol o GSM | 13 | Oct-06
= =
711 | SAMSUNG SGH-P300 o o GSM | 22 | Apr-06
= 0 | =
712 | SAMSUNG SGH-P310 o |ldle | o |~ GSM | 22 | Apro7
= 0 [ =
713 | SAMSUNG SGH-P400 o ol o GSM | 14 | Dec-05
B)
714 | SAMSUNG SGH-P510 ® D) o | M GSM Dec-05
B 0 | =
715 | SAMSUNG SGH-P520 o oleo | GSM | 29 | Apr-08
= )
716 | SAMSUNG SGH-P735 o Sl = GSM | 5 Dec-05
= 0 | =
717 | SAMSUNG SGH-P777 o ol o GSM Jul-06
= 0 [ =
718 | SAMSUNG SGH-P850 o olo | GSM | 13 | Oct-06
= 0 [ =
719 | SAMSUNG SGH-S300M o |ld|lo | o GSM | 14 | Oct-06
= B)
720 | SAMSUNG SGH-S307 o o | X GSM | 14 | Dec-05
= 0 [ =
721 | SAMSUNG SGH-S400i o oleo | GSM | 13 | Apr07
= 0 [ =
722 | SAMSUNG SGH-S401i o ool GSM | 13 | Apro7
= 0 [ =
723 | SAMSUNG SGH-T301 o oleo | GSM | 29 | Jan-10
= 0 [ =
724 | SAMSUNG SGH-T309 o ol o | GSM | 13 Jul-06
= 0 [ =
725 | SAMSUNG SGH-T349 o oleo | GSM Jan-10
@ e May-11
726 | SAMSUNG SGH-T369 o |ldlo | o |~ GSM | 26 y
= 0 | =
727 | SAMSUNG SGH-T429 o ol o |l GSM | 29 Jul-08
= DX
728 | SAMSUNG SGH-T439 o oo | GSM | 29 | Oct-08
= B
729 | SAMSUNG SGH-T469 o o | GSM Sep-10
= 0 [ =
730 | SAMSUNG SGH-T509 o olo |l GSM | 22 | Jan-07
731 | SAMSUNG SGH-T539 = Ol = ] GSM | 29 | Apro8
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@ @ @
a @ X
732 SAMSUNG SGH-T609 D D D r= GSM 13 Jan-07
X
733 SAMSUNG SGH-T639 a @ r— GSM 29 Oct-08
a @ >
734 SAMSUNG SGH-T719 @ @ @ r— GSM 13 Jan-07
a @ X
735 SAMSUNG SGH-T729 D | @ [5) r= GSM 29 Apr-08
a >
736 SAMSUNG SGH-T739 &) 1 ® D r= GSM 29 Oct-08
= = Dec-10
737 SAMSUNG SGH-T749 D D r= GSM 29
a @ X
738 SAMSUNG SGH-T809 D ] © D r— GSM 22 Jul-06
>
739 SAMSUNG SGH-T819 a D r— GSM 29 Oct-08
a >
740 SAMSUNG SGH-T919 @ @ r= GSM 29 Jul-09
= @ >
741 SAMSUNG SGH-U100 D ] & D r— GSM Jul-07
a (©) >
742 SAMSUNG SGH-U600 () () () r= GSM 22 Jul-07
>
743 SAMSUNG SGH-U700 = ] O® D r— GSM 22 Jan-08
= >
744 SAMSUNG SGH-U800 D D r— GSM 29 Jan-09
a >
745 SAMSUNG SGH-U900 @ @ @ r= GSM 29 Jul-08
= @ <
746 SAMSUNG SGH-X100 D D D = GSM 20 Oct-07
a (©) >
747 SAMSUNG SGH-X427m D D D GSM 14 Apr-06
a @
748 SAMSUNG SGH-X450 D D < GSM 14 Dec-05
a @ <
749 SAMSUNG SGH-X460 D D D r= GSM 20 Apr-07
a (©) >
750 SAMSUNG SGH-X475 (53] | @ D GSM 20 Oct-06
= <
751 SAMSUNG SGH-X495 D [©) D = GSM 20 Jul-08
a >
752 SAMSUNG SGH-X497 D @ D r= GSM 20 Jul-08
) (@) <
753 SAMSUNG SGH-X500 D D D r= GSM 13 Apr-08
= (@) <
754 SAMSUNG SGH-X507 D D D r= GSM 13 Apr-07
a @ >
755 SAMSUNG SGH-X530 D D D GSM 14 Apr-07
= (@) <
756 SAMSUNG SGH-X600 D D D r= GSM 20 Oct-06
a @ >
757 SAMSUNG SGH-X640 D | @ D r= GSM 20 Oct-06
) (@) <
758 SAMSUNG SGH-X650 D D D r= GSM 20 Jul-07
a @ >
759 SAMSUNG SGH-X660 D D D r= GSM 13 Apr-07
a >
760 SAMSUNG SGH-X680 D [©) D r= GSM 13 Jul-08
a @ X
761 SAMSUNG SGH-X700 D D D r= GSM Oct-07
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B o | =
762 SAMSUNG SGH-X820 @ o | e | GSM | 22 Oct-06
= D |
763 SAMSUNG SGH-X830 @ o | o | GSM | 22 Apr-07
0
764 SAMSUNG SGH-Z240 B o |~ GSM | 22 Jul-08
® |
765 SAMSUNG SGH-Z320i B o | o | GSM | 30 Apr-09
D |
766 SAMSUNG SGH-Z510 ® |m| o | o GSM | 22 Jul-06
767 SAMSUNG SGH-Z720 & | m 7 GSM | 22 Jul-08
o | = CDM
768 SAMSUNG SPH-A513 B o | @ A 29 Jul-09
D0 CDM
769 SAMSUNG SPH-A580 ® |m @ A 13 Jan-07
= CDM
770 SAMSUNG SPH-AG600 ® |0 @ A 13 Jul-07
CDM
771 SAMSUNG SPH-A620 B A 13 Oct-06
= CDM
772 SAMSUNG SPH-A640 ® |m @ A 13 Jul-07
< CDM
773 SAMSUNG SPH-A660 ® |0 @ A 13 Apr-06
= CDM
774 SAMSUNG SPH-A680 ® |m @ A 13 Jul-07
= CDM
775 SAMSUNG SPH-A740 ) @ A 13 Apr-06
0 CDM
776 SAMSUNG SPH-A760 ® |m @ A 13 Apr-06
= CDM
777 SAMSUNG SPH-A820 B @ A 13 Apr-07
=4 CDM
778 SAMSUNG SPH-A840 ) @ A 13 Apr-06
2 | = CDM
779 SAMSUNG SPH-A900 2 |m| o | o A 13 Jul-08
® | CDM
780 SAMSUNG SPH-A920 ) o | o A 13 Jul-08
®» | CDM
781 SAMSUNG SPH-A960 B o | o A 13 Jul-08
® | CDM
782 SAMSUNG SPH-M500 B o | @ A 13 Jul-08
o | CDM
783 SAMSUNG SPH-M540 = o | o A 26 Jul-09
2 | = CDM Dec.10
784 SAMSUNG SPH-M610 B o | o | A 22
= @ = Dec-12
785 SAMSUNG SGH-T959V @ o | o |~ GSM | 26
= @ Dec-12
786 SAMSUNG SGH-T249 o o | x | GSM | 26
. = ® | CDM Apr-12
787 SAMSUNG SCH-i400 o |lmleo | o | A 26
B o | CDM ror12
788 SAMSUNG SPH-D700 @ o | o |~ A 26 P
4 ol B Apr-12
789 SAMSUNG SGH-T589 @ o | @ |~ GSM 26 pr
B 2 | X CDM Apr-12
790 SAMSUNG SPH-M910 o |lm|l o | o |~ A 26
o | CDM ADr-12
791 SAMSUNG SCH-R350 B o | o A 26
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= O | B Apr-12

792 SAMSUNG SGH-i727 @ o | o |~ GsSM | 26 p
= @ X Apr-12

793 SAMSUNG SGH-i897 @ o | @ | GSM | 26 p
= O | B Apr-12

794 SAMSUNG SGH-i997 @ o | o |~ GsSM | 26 p
= o | = CDM Sen.12

795 SAMSUNG SCH-i515 @ o | @ | A 26 P
= @ X Sep-12

796 SAMSUNG GT-19100 o lm|leo | o |~ GSM | 26 p
= O | B May-12

797 SHARP FX PLUS @ o | o |~ GsM | 26 Y-
= =

798 SIEMENS A60 @ o | o | GSM | 16 Jul-08
=
a

799 SIEMENS A65 @ o | = GsM | 16 Dec-05
oo
@

800 SIEMENS A75 o lm|lo| x|~ GSM | 16 Apr-06
= =

801 SIEMENS C35 o |lm|o | o GsM | 17 Dec-05
= =

802 SIEMENS C35i @ o | @ GsM | 17 Oct-06
= =

803 SIEMENS C55 @ o | @ GSM | 16 Apr-06
= =

804 SIEMENS C60 @ o | o |~ GsM | 16 Apr-06
oo
@

805 SIEMENS ce1 @ o | | GSM | 16 Apr-06
= 2 | =

806 SIEMENS c62 @ o | o GsM | 16 Dec-05
E=—J
a

807 SIEMENS C65 @ o | = |~ GsM | 16 Dec-05
oo
@

808 SIEMENS C72 @ o | = |~ GsM | 16 Jul-06
E=—J
a

809 SIEMENS CF110 @ o | = |~ GsM | 16 Apr-06
oo
@

810 SIEMENS CF75 o lm| o | x|~ GsSM | 16 Apr-06
oo
@

811 SIEMENS CL75 @ o | = GsM | 16 Apr-06
= )

812 SIEMENS CT66 @ o | = |~ GsM | 16 Apr-06
oo
@

813 SIEMENS CX65 @ o | = | GsM | 16 Dec-05
E=—J
a

814 SIEMENS M55 D ©) Y r= GSM 16 Jul-06
=]
@

815 SIEMENS M65 @ o | = |~ GSM | 16 Dec-05
= =

816 SIEMENS M75 D ©) D r= GSM 16 Apr-06
E=—J
a

817 SIEMENS MC60 o |lm| o | = GSM | 16 Dec-05
= 5

818 SIEMENS ME45 @ o | @ GSM | 17 Jul-08
E=—J
a

819 SIEMENS ME75 D ©) Y r= GSM 16 Apr-06
=]
@

820 SIEMENS S55 @ o | = |~ GSM | 16 Apr-06
E=—J
a

821 SIEMENS S65 @ o | | GSM | 16 Dec-05

822 SIEMENS s75 'y o | = |~ GsM | 16 Apr-06
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@ @
a b
823 SIEMENS SF65 D @ D | = GSM Jul-06
a
824 SIEMENS SK65 D Q@ X} | GSM 16 Dec-05
=
825 SIEMENS SL55 D Q@ ]| GSM 16 Dec-05
a
826 SIEMENS SL65 D ] @ X | = GSM 16 Dec-05
=
827 SIEMENS SP65 @ ] @ D4 GSM Jul-09
a @) b
828 SONIM XP3 D D D | = GSM Oct-09
SONY a @) >4
829 ERICSSON C510 D | @ D | Iz GSM 18 Apr-09
SONY = ©) <
830 ERICSSON C702 S (@] & D | GSM Oct-08
SONY = @ <
831 ERICSSON C901 D D D | GSM 18 Oct-09
SONY = ©) <
832 ERICSSON C902 D | @ D | I GSM Oct-08
SONY = @ <
833 ERICSSON C903 D D D | GSM 18 Oct-09
SONY = ©) <
834 ERICSSON C905 D | @ D | I GSM 18 Apr-09
SONY = ©) <
835 ERICSSON D750i D D D | GSM 18 Apr-06
SONY = @ <
836 ERICSSON F305 D D D | = GSM Oct-09
SONY = @ <
837 ERICSSON F500i D D D | I GSM 2 Dec-05
SONY = ) <
838 ERICSSON G502 D D D | GSM 18 Oct-08
SONY = @ <
839 ERICSSON G700 D D D GSM 18 Jan-09
SONY = @ <
840 ERICSSON G705 D D D | GSM 18 Apr-09
SONY = ) <
841 ERICSSON G900 D D D GSM 18 Jan-09
SONY = @ <
842 ERICSSON J105i D D D | I GSM 18 Sep-10
SONY = ) <
843 ERICSSON J300i D D D | GSM 2 Dec-05
SONY a ©) ><
844 ERICSSON K300i D D D | I GSM 2 Dec-05
SONY = @ <
845 ERICSSON K310i D D D | GSM 18 Oct-06
SONY = @ <
846 ERICSSON K320i D D D | I GSM 18 Jan-09
SONY a ©) ><
847 ERICSSON K500i @ [ @ S | I GSM 2 Dec-05
SONY = Q@ <
848 ERICSSON K510i D D D | GSM 18 Jan-07
SONY a ©) ><
849 ERICSSON K530i D D D | I GSM 18 Jan-08
SONY = @ <
850 ERICSSON K550i D D D | I~ GSM 18 Jul-07
SONY = @ <
851 ERICSSON K550im D D S | I GSM 18 Jul-07
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SONY a @) >4

852 ERICSSON K600i D D D | = GSM 2 Dec-05
SONY = @ <

853 ERICSSON K608i D D D | Iz GSM 2 Oct-06
SONY a @) >4

854 ERICSSON K610i D ] @ D | = GSM 18 Oct-06
SONY a @) >4

855 ERICSSON K630i D D D | Iz GSM 18 Jul-08
SONY = @ <

856 ERICSSON K660i D D D | = GSM 18 Jul-08
SONY a @) >4

857 ERICSSON K700i D ] @ D | = GSM 2 Dec-05
SONY = @ <

858 ERICSSON K750i D D D | Iz GSM 18 Dec-05
SONY = @ <

859 ERICSSON K770i D D D | GSM 18 Jan-08
SONY = ©) <

860 ERICSSON K800i D | @ D | Iz GSM 18 Jul-06
SONY = ©) <

861 ERICSSON K810i D D D | GSM 18 Jul-07
SONY = @ <

862 ERICSSON K850i D D D | GSM 18 Jan-08
SONY = ©) <

863 ERICSSON M600 D | @ D GSM 18 Jan-09
SONY = @ <

864 ERICSSON Pli D D D GSM 18 Jan-09
SONY = <

865 ERICSSON P800 D (1) D GSM Apr-08
SONY = <

866 ERICSSON P900i D a @ GSM Jul-08
SONY = @ <

867 ERICSSON P990i D D D GSM 18 Jan-09
SONY = @ <

868 ERICSSON S302 @ { @ D | = GSM Oct-09
SONY = @ <

869 ERICSSON S312 D ] @ D | GSM Jan-10
SONY = @ <

870 ERICSSON S500i D D D | I GSM 18 Oct-07
SONY = @ <

871 ERICSSON S700i D D D | GSM 2 Dec-05
SONY = @ <

872 ERICSSON S710a @ | @ D | I GSM 2 Apr-06
SONY a ©) ><

873 ERICSSON T230 D D D GSM 2 Jul-07
SONY = @ <

874 ERICSSON T290i D D D GSM 2 Dec-05
SONY a ©) ><

875 ERICSSON T300 @ [ @ D GSM 2 Dec-05
SONY = Q@ <

876 ERICSSON T310 D D D GSM 2 Dec-05
SONY = @ <

877 ERICSSON T610 D D D | I GSM 2 Dec-05
SONY a ©) ><

878 ERICSSON T630 S (d] & D | GSM 2 Dec-05
SONY = @ <

879 ERICSSON T650i D D D | GSM 18 Jan-08
SONY a ) >4

880 ERICSSON T68 D D D GSM 2 Dec-05

881 SONY T68i = Q@ = GSM 2 Oct-06
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ERICSSON @ o | @

SONY = o | =

882 ERICSSON T700 @ o | o |~ GSM 18 Jan-09
SONY = o | =

883 ERICSSON T707 @ o | @ | GSM 18 Oct-09
SONY = o | =

884 ERICSSON T715 @ o | @ | GSM 18 Jan-10
SONY () Q [ X Dec-10

885 ERICSSON TM506 @ o | o |~ GSM 18
SONY = o | =

886 ERICSSON U100i Yari @ o | @ | GSM 18 Jan-10
SONY = o | =

887 ERICSSON U10i Aino o lm|leo | o |~ GSM 18 Jan-10
SONY = X

888 ERICSSON Uli Satio @ | @ [ GSM Jan-10
SONY - = o | = May-11

889 ERICSSON USi (Vivaz) @ o | o |~ GSM 26
SONY = o | =

890 ERICSSON V600i @ o | o |~ GSM 2 Apr-06
SONY = 6)

891 ERICSSON V630i o l@m|leoe | x|~ GSM 18 Jul-07
SONY = o | =

892 ERICSSON \V640i @ o | © |~ GSM 18 Jul-08
SONY = o | =

893 ERICSSON V800 o l@m|le | o |~ GSM 2 Dec-05
SONY = 6)

894 ERICSSON W200i @ o | = |~ GSM 18 Jul-07
SONY = o | =

895 ERICSSON W300i @ o | © [ GSM Jul-06
SONY = o | =

896 ERICSSON W302 o lmlao| o |~ GSM Oct-09
SONY = o | =

897 ERICSSON W350 @ o | © |~ GSM 18 Oct-08
SONY = o | =

898 ERICSSON W380i @ o | o [~ GSM 18 Jul-08
SONY = o | =

899 ERICSSON W395 o lm|leo | o |~ GSM Oct-09
SONY = o | =

900 ERICSSON W508 @ o | o [~ GSM 18 Oct-09
SONY = QO | X Dec-10

901 ERICSSON W518A o lmleo | o |~ GSM 18
SONY = o | =

902 ERICSSON W550i o lm|lo | o |~ GSM 18 Dec-05
SONY = o | =

903 ERICSSON W580i @ o | o [/ GSM 18 Oct-07
SONY = o | =

904 ERICSSON W595 @ o | © [~ GSM 18 Jan-09
SONY = 6)

905 ERICSSON W610i o ol o | x|~ GSM 18 Jul-07
SONY = o | =

906 ERICSSON W660i @ o | o [/ GSM 18 Jan-08
SONY = o | =

907 ERICSSON W705 @ o | o |~ GSM 18 Apr-09
SONY = o | =

908 ERICSSON W710i o lmlao | o |~ GSM 18 Oct-06
SONY = o | =

909 ERICSSON W760 @ o | o | GSM Oct-08
SONY = o | =

910 ERICSSON W800i @ o | o [~ GSM 18 Dec-05
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SONY a @ DY
911 ERICSSON W810i D D D r— GSM 18 Jul-06
SONY =z ©) <
912 ERICSSON W850i @ @ O | = GSM 18 Oct-06
SONY a @ DY
913 ERICSSON W880i D ]| © D r— GSM 18 Apr-07
SONY a Q@ DY
914 ERICSSON W890i @ @ O | = GSM 18 Jul-08
SONY =z ©) <
915 ERICSSON W900i D D D r— GSM 18 Apr-06
SONY a Q@ DY
916 ERICSSON W902 (3] ]| & @ r— GSM 18 Apr-09
SONY =z ©) <
917 ERICSSON W910i @ @ O | = GSM 18 Jan-08
SONY = ©) X
918 ERICSSON W950i @ @ @ GSM 18 Jan-09
SONY 2 ®) o<
919 ERICSSON W960 o @l o @ GSM 18 Jan-09
SONY 2 ®) o<
920 ERICSSON W980 @ @ S GSM 18 Jan-09
SONY = ©) X
921 ERICSSON W995 @ @ @ r= GSM 18 Oct-09
SONY 2 ®) o<
922 ERICSSON X1 o @l o O | = GSM 9 Jan-09
SONY = ©) X May-11
923 ERICSSON X10 D D D r— GSM 26
SONY 2 ®) o<
924 ERICSSON Z1010 o @l o O | = GSM 2 Jul-07
SONY = @
925 ERICSSON Z310i o @ @ | GSM 18 Jul-07
SONY = ©) Y
926 ERICSSON Z500a @ @ @ [y GSM 2 Apr-06
SONY = @ <
927 ERICSSON Z520a D ] @ D = GSM 18 Oct-06
SONY = ©) Y
928 ERICSSON Z520i o @ @ O | = GSM 18 Dec-05
SONY = @ <
929 ERICSSON Z530i @ @ @ [y GSM 18 Jul-06
SONY = ©) Y
930 ERICSSON Z550i @ @ S GSM 18 Oct-06
SONY = ©) Y
931 ERICSSON Z555i D ] © D = GSM 18 Jul-08
SONY a @ =
932 ERICSSON 2600 D D D = GSM 2 Dec-05
SONY = ©) Y
933 ERICSSON Z610i @ @ O | = GSM 18 Apr-07
SONY a @ =
934 ERICSSON Z710i D b @ @ = GSM 18 Apr-07
SONY = ©) Y
935 ERICSSON 2770 @ @ @ r= GSM Oct-08
SONY = ©) Y
936 ERICSSON Z800i @ @ @ = GSM 2 Dec-05
@ [
937 T-MOBILE MDA Vario Il D @ r= GSM 9 Jul-08
= @ >4
938 TOSHIBA G810 @ @ @ r= GSM 9 Jul-09
= Q@ b4
939 TOSHIBA G910 D bl & @ = GSM 9 Jul-09
=z @ >4
940 TOSHIBA Portege G500 @ @ @ | = GSM 9 Jul-07
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= ©) X
941 TOSHIBA Portege G710 D D D = GSM 9 Apr-09
= ©) <
942 UBIiQUIO 401 ) ) O | = GSM 9 Jul-07
= ©) X
943 UBIiQUIO 501 D ]| © D = GSM 9 Jul-07
©) X
944 VERIZON XV6700 @ @ r= GSM 9 Oct-07
= <
945 VISOA Spiderphone @ ©) o | GSM Jan-10
= X
946 VODAFONE 527 @ Q @ GSM Jul-09
= <
947 VODAFONE 533 &) ] ® @ GSM Jul-09
X
948 VODAFONE 710 = | [ @ r= GSM Oct-07
o<
949 VODAFONE 725 = D | = GSM Jul-09
= o<
950 VODAFONE 810 @ || @ r= GSM Jul-08
X
951 VODAFONE 830 = | [ @ r= GSM Jul-09
o< CDM
952 ZTE C78 = O | = A Sep-10

Handsets — Expected Support

The following handsets have not been verified on CellDEK however their appearance or technology
indicates that data extraction will be possible as shown by the icons on CellDEK. These handsets
are assigned an amber tick. It is recommended that all data is treated as a minimum extraction as
there may be additional data sets available that require further examination.

Data can be extracted from these handsets as normal by selecting the device from the
Manufacturers list and extracting over Bluetooth, Infrared or Cable as required.

All Windows Mobile devices can be extracted using the PDA option and selecting Windows. All
Windows Mobile devices are supported by Infrared and/or Cable.

MFG MODEL MFG MODEL MFG MODEL
beTouch

ACER E100 ASUS H502 AT&T 2125
beTouch

ACER E200 ASUS M530W AT&T 3125

ACER c510 ASUS M356 AT&T 5700

ACER c530 ASUS M930 AT&T 8125
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ACER
ACER
ACER
ACER
ACER
ACER
ACER
ACER
ACER

ACER
ACER
ACER
ACER
ACER
AIRIS
AIRIS
AIRO
AMOI
AMOI
AMOI
AMOI
AMOI
AMOI
AnexTEK
AnexTEK

AnexTEK
AnexTEK
Apple
Apple

ASUS
ASUS
CINGULA
RIiPAQ
COMPAQ
iPAQ
COMPAQ
iPAQ

c531
DX650
DX900
Liquid
M900
nl10
n30
n35
n300

n310
n311
n320
n321
neoTouch
T610
T620
A25
E72
E75
E76
E78
E850
E860
moboDA
3160
moboDA
3360

moboDA
3380

SP310
iPod Touch
iPhone 5

A696
J501

h6325
3800

3830

ASUS
ASUS
ASUS
ASUS
ASUS
ASUS
ASUS
ASUS
ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

ASUS

AT Mobile
AT Mobile
AT Mobile
AT Mobile

AT Mobile

DOPOD

DOPOD

DOPOD

Mars Il

Mypal A626
MyPal A632
MyPal A636
MyPal A636N
MyPal A639
MyPal A686
P305

P320

P505
P525
P526
pP527
P535
P550
P552
P560
P565
P735
P750
P835
V88i

Z801
Z810
ZX1

AT Bear
AT Cobra
AT Eagle
AT Falcon

AT Pelican

CHT 9100
D600

D802

AT&T
AT&T

AT&T

AT&T
AUDIOVOX
AUDIOVOX
AUDIOVOX
AUDIOVOX
AUDIOVOX
BENQ-
SIEMENS
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y
BLACKBERR
Y

CINGULAR

CINGULAR
CINGULAR
CINGULAR
CINGULAR
CINGULAR
iPAQ

FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS

8500
8525
SX56
SX66
5050
5600
6601
XV6600
XV6700

P51

8110

8130 (Pearl)
8220

8230 (Pearl)
Pearl 3G
9100

9105 (Pearl
3G)

Curve 3G
9300

9520

9550

9630

9650 (Bold)
9670 (Style)
Torch 9800
9900

2125

3125
8100
8125
SX66

h6320

C550
N100

N110
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COMPAQ
iPAQ
COMPAQ
iPAQ
COMPAQ
iPAQ
COMPAQ
iPAQ
COMPAQ
iPAQ
COMPAQ
iPAQ
COMPAQ
iPAQ
COMPAQ
iPAQ
COMPAQ
iPAQ

DAXIAN
DELL
DELL

DELL
DELL
DELL

DELL
DELL
DELL
DELL
DELL
DOCOMO
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD

DOPOD
DOPOD

DOPOD
DOPOD

3835
3850
3870
3875
3900
3950
3955
3970
3975
cu928
AXIM
Pocket DJ
20GB
Pocket DJ
30GB

X3
X3i

X30

X5

X50

X50v

X51

htc Z

310

515

535

565

566

575
585

586
595

DOPOD

DOPOD

DOPOD

DOPOD

DOPOD

DOPOD

E-PLUS

E-PLUS

ETEN

ETEN

ETEN

ETEN

ETEN
ETEN
ETEN

ETEN

ETEN

ETEN

ETEN

ETEN

ETEN

ETEN

ETEN

ETEN

ETEN

ETEN

ETEN
ETEN

ETEN
ETEN

D8110

M700

P100

P80OOW

S300

U1000

PDA Il

PDA IV

600

600e

DX900

E500

E900
G500
G500+

M500

M550

M600

M600+

M700

M800

M810

N100

P100

P100w

P120

P300
P600

P603
P610

FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
GARMIN-
ASUS

GIGABYTE
GIGABYTE
GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE

GIGABYTE
GIGABYTE

GIGABYTE
GIGABYTE

N500
N520
N520c
N520e
N520p
N560
N560c
N560e
T810
T830
V70
Garminfone

g-Smart
g-Smart i
g-Smart i+
g-Smart
i120
g-Smart
i128
g-Smart
i300
g-Smart
i350
g-Smart
MS800
g-Smart
MS802
g-Smart
MS804
g-Smart
MS808
g-Smart
MS820
g-Smart
MW700
g-Smart
MW702
g-Smart
MW998
g-Smart q60
g-Smart
S1200

g-Smart
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DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD

DOPOD
DOPOD
DOPOD
DOPOD
DOPOD
DOPOD

DOPOD

HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

686
696
699
700
710
818
830
838
900
577TW
586W
696i
818 Pro
828+

838 Pro

C500

C720W

C730

C800

C858

CHT 9000

h2210
h2215
h3630
h3670
h3800
h3830
h3835
h3850
h3870
h3875
h3900
h3950
h3955
h3970
h3975
h4140
h4150
h4155
h4350
h4355
h5100
h5150

ETEN
ETEN
ETEN
ETEN
ETEN
ETEN
ETEN
ETEN
ETEN
ETEN
ETEN
EVEREX
FITH MEDIA
FLY
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS
FUJITSU
SIEMENS

HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

P700
P700i
T470
T500
V900
X500
X500+
X600
X610
X650
X800
NEON
A308
1Q-110

410
420
600
710
718
720

610BT

hx2490
hx2495
hx2700
hx2750
hx2790
hx2795
hx4700
hx4705
hx4710
K3 Obsidian
rwé815
rw6818
rw6828
rx1700
rx1950
rx1955
rx3100
rx3110
rx3115
rx3400
rx3415
rx3417

GOOGLE
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

HP iPAQ

HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC

t600
NEXUS 7
114
214
500
510
512
610c
614
614c
9120c
Glisten
h1900
h1910
h1915

h1920
h1930
h1935
h1937
h1940
h1945

h2200

Galaxy
Gene
Harrier
HD2
Herald
Hermes
Himalaya
Hurricane
Imagio
Inspire 4G
Libra
Love
Magician
MAX 4G
Monet
MTeoR
Nike
Oxygen
Ozone
P3350
P3400
P3600
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HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

HP iPAQ
HP iPAQ

HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

HP iPAQ

HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

HP iPAQ

HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC

h5155
h5400
h5450
h5455
h5500
h5555
h6310
h6315

h6320
h5325

h6340
h6365
h6500
hw6510
hw6515

h6515a

h6710
h6715
hw6900
hw6910
hw6920
hw6925
h6940
hw6945
h6965
hx2000

hx2090

nx2110
hx2190
hx2400
hx2410
hx2415

Touch Viva
Tilt
Trinity
Typhoon
TyTN
Universal
Volans
Vox
Voyager
Wallaby
Wizard
XV6900

HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ
HP iPAQ

HTC
HTC

HTC
HTC
HTC
HTC
HTC

HTC

HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC

HTC

HTC
HTC
HTC
HTC
HTC

IZENMOBILE
KINPO
KINPO
KINPO
KINPO
KINPO
KROME
KROME
KROME
KROME
KROME
KYOCERA

rx3700
rx3710
rx3715
rx4240
rx5700
rx5900
rz1700
rz1715
Advantage
X7500
Advantage
X7501
Advantage
A7510
Alphine
Amadeus
Apache
Aria

Artemis

Athena
Atlas

Blue Angel
Breeze
Canary
Cavalier
Charmer
Dash 3G
Dream

Elf

EVO View 4G
(Tablet)

Excalibur
Falcon
Faraday
Feeler

Flyer (tablet)

KRMA KSMT
iDO S601

IDO S630
SP70

SP70R

SP90

Intellekt iQ200
Intellekt iQ700
Mega M900i
Navigator F1

Spy
E1100

HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC

HTC

HTC

HTC
HTC
HTC
HTC
HTC

HTC

HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC
HTC

HTC

HTC
HTC
HTC
HTC
HTC

MITAC
MITAC
MITAC
MITAC
MITAC
MITAC
MITAC
MITAC
MITAC
MITAC
MITAC
MITAC

P4000
P4350
P4450
P4500
P6300
P6500
Panda
Polaris

Prophet
Pure

Robbie
S320
S630
S720
S730
Sensation
4G
Shadow
Hotspot
Shift
Sirius
Sonata
Star Trek
Surround
Tanager
Thunderbolt
Tilt2
Touch2

Touch 3G
Touch
Cruise 09
Touch Dual
Touch HD
Touch Pro
Touch Pro 2

8380
8390
8870
168RS
336BT
338 Plus
A201
A501
A700
A701
A702
P3400
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IMATE
IMATE
IMATE
IMATE

IMATE
IMATE
IMATE
IMATE
IMATE
IMATE
IMATE
IMATE

IMATE
IMATE
IMATE

IMATE

IMATE
IMATE
IMATE
IMATE
IMATE
IMATE

IMATE

IMATE

IMATE

IMATE

IMATE

IMATE

IMATE
IMATE
INTERME
C
INTERME
C
INTERME
C
INTERME
C
INTERME
C
INTERME
C
INTERME

JAM Black
JAMA
JAMA101
JAMA 201

JAQ
JAQ3
JAQ4
JASJAM
PDA-2
EDVO
PDAL
PDA-N
Phone
Edition
Pocket PC
Smartflip
Smartphon
e
Smartphon
e2

SP2
SP3
SP4m
SP5m
SPJAS
Ultimate
5150
Ultimate
6150
Ultimate
7150
Ultimate
8150
Ultimate
8502
Ultimate
9150
Ultimate
9502
810-F

730

730B
741B
751B
761B

CN2B
CN3

LENOVO
LENOVO
LENOVO
LG

LG
LG
LG
LG
LG
LG
LG
LG

LG
LG
LG

LG

LG
LG
LG
LG
LG
LG

LG

LG

LG

LG

LG

LG

LG
LG

MIO

MIO

MIO

MIO

MITAC

MITAC
MITAC

ET960
ET980
1921
Incite

AX145
KB770
KC1

KE990
KF300
KF310
KF350
KF700

KF750
KF755
KF770

KF900

KP100

KP501

KS20

KT610

KU380
Optimus GT540
P509 (Optimus
T

us8100

Uus8150

us180

us210

Usg290

u8300
Quantum

A502
A702
P3600
P560
168

169
180

MITAC
MITAC
MITAC
MITAC

MITSUBISHI
MOTOROLA
MOTOROLA
MOTOROLA
MOTOROLA
MOTOROLA
MOTOROLA
MOTOROLA

MOTOROLA
MOTOROLA
MOTOROLA

MOTOROLA

MOTOROLA
MOTOROLA
MOTOROLA
MOTOROLA
MOTOROLA
MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA
MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA

MOTOROLA
MOTOROLA

P350
P550
OP550m
P560
Trium
Mondo
A845
A3100
C250
C343a
C353
C353t
C380

E550
i275
i720
i733
i740
1920
1920
1930
MC35
MPx
MPx100
T720i
V1150
V120e
V120t
V120x

V186
V191

V330

V505

V535

V545

V547

V555
V557
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INTERME
C
INTERME
C

i-teq

i-teq

i-teq

MOTORO
LA
MOTORO
LA
MOTORO
LA
MOTORO
LA
MOTORO
LA
MOTORO
LA
MOTORO
LA
MOTORO
LA
MOTORO
LA
MOTORO
LA
MOTORO
LA

MWG
MWG
MWG
NEONOD
E
NEONOD
E
NEONOD
E

NEXIO
NEXIO

NOKIA
NOKIA

NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA

CN30

Mercury
Bond
Laser
X-Bond

V60t
V60x
V66

Z10
Backflip
Bravo
Charmer
Clig 2
Defy
Flipout

Flipside
Atom Life
Atom V
Zinc Il

N1
N1m

N2
S160
XP40
2320
Classic
2605
2705
Shade
3205
3606
3711
5030
5250
6012
6102

MITAC

MITAC
MITAC
MITAC
MITAC

NOKIA

NOKIA

NOKIA

NOKIA

NOKIA

NOKIA

02

02

02

02

02
02
02
02

02

02

02
02
02

02
02

02
02
02
02
02
02
02
02

336

338
339
558
728

N8

N75

N78

N81

N92

X5

Cosmo
Pocket PC
XDA Argon
XDA Atom

XDA Atom Exec
XDA Atom Life
XDA Atom Pure
XDA Comet

XDA Cosmo
XDA Exec

XDA Flame
XDA Graphite
XDA Guide

XDA Ignito
XDA I

XDA ii mini
XDA iis
XDA mini S
XDA NEO
XDA Nova
XDA Orbit
XDA Orbit Il
SDA Orion

MOTOROLA

MOTOROLA
MOTOROLA
MOTOROLA
MOTOROLA

ORANGE

ORANGE

ORANGE

ORANGE

ORANGE

ORANGE

ORANGE

ORANGE

ORANGE

ORANGE

ORANGE
ORANGE
ORANGE
ORANGE

ORANGE

ORANGE

ORANGE
ORANGE
ORANGE

ORANGE
ORSIO

ORSIO
ORSIO
ORSIO
PALM
PALM
PALM
PALM
PALM

V60

V60c
V60g
V60i

V60s

SPV C220
SPV C700
SPV Classic
SPV E100
SPV E200
SPV E600
SPV E610
SPV E650
SPV F600
SPV M1000

SPV M2000
SPV M2500
SPV M3000
SPV M3100

SPV M500
SPV M5000

SPV M600
SPV M650
SPV M700
SPV
Smartphone
G735

GN725
N725 GPS
P745

Treo 700w
Treo 700wx
Treo 750V
Treo 755p
Treo 800w
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NOKIA

NOKIA
NOKIA
NOKIA
NOKIA

NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA

NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA
NOKIA

QTEK
QTEK
QTEK
QTEK
QTEK
QTEK
QTEK

QTEK

6121

6126
6205
6350
6560

6590
6600
6681
6682
6710
Navigator
6750
7205
7250
8801

8890
6236i
C5
C6
ES
E52
E61i
E62
E66
E72
E90

8080
8100
8200
8300
8310
8500
8600

9000

02

02
02
02
02

02

02

02

02

02

02

OKWAP

OKWAP

OKWAP

OKWAP

OKWAP

OPTICON
OPTICON
OPTICON
OPTICON
OPTICON
OPTICON
OPTICON
ORANGE
ORANGE

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

XDA Phone

XDA Stealth
XDA Serra
XDA Stellar
XDA Terra

XDA Trion
XDA Zest
XDA Zinc
Xphone
Xphone ii
Xphone iim
K728

K868

K860

K871
5868
H-16B
H-19A
H-19-B
PHL-5400
PHL-7111
PHL-7114
PHL-7142
SPV C100
SPV C200

S5230W
S5233
S5600v Blade
S5603

S7350
SCH-i830
SCH-M400

SGH-A257

PALM

PALM
PANASONIC
PANASONIC
PANTECH
PARAGON
WIRELESS

PHAROS

PHAROS
POCKET
NAVIGATOR
POCKET
NAVIGATOR
POCKET
NAVIGATOR
POCKET
NAVIGATOR
POCKET
NAVIGATOR
PSION
TEKLOGIX
PSION
TEKLOGIX
QOOL LABS
QOOL LABS
QOOL LABS
QTEK
QTEK
QTEK
QTEK
QTEK
QTEK
QTEK

SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON

Tungsten
E2
Tungsten
T5

X700
X800
PN820

HIPI-2200
600 GPS
Phone
Traveller
GPS 525

PN-3550
PN-3560
PN-P201
PN-P550 A

PN-P550 A
Workabout
PRO
Workabout
PRO G2
QDA Icon
QDA Lite
Twins 178
1010

2020

2060

7070

8010

8020

8060

K610im
K700c
K750c
K758c
K790a
K790c
K790i

M608i
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QTEK
QTEK
QTEK
QTEK
QTEK
QTEK
QTEK
QTEK
QTEK

QUEST
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
ROVER
PC
SAMSUN
G
SAMSUN
G

9090
9100
9600
2020i
G100
S100
S110
S200
S310
Pocket
PC6700
C6
ES
G5
G6
M5
N6

N7
P6
P745
Q5
Q6

R5
S5

S6

S7
W5
GALAXY
S3

GALAXY
S4

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SAMSUNG

SHARP

SIEMENS

SIEMENS

SIEMENS

SGH-A877
SGH-A887
SGH-D300
SGH-
D730(Symbian)
SGH-E808
SGH-i250
SGH-i300x
SGH-
i400(Symbian)
SGH-
i450(Symbian)
SGH-i718
SGH-i750
SGH-i760
SGH-i770
SGH-i897
SGH-i917
i9000 (Galaxy S
4G)

9100 (Galaxy S
2)

SGH-
L870(Symbian)
SGH-P730
SGH-T929
SGH-T589
(Gravity Smart)
SGH-T759
(Exhibit 4G)
SGH-T959
SGH-Z600
W-ZERO3
AB2

C6620

L56

SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON

S700c
T226
T237
T290a
T616
T637
W300c
W550c
w600
W600c
W710c
W715a
W800c
Ww810c
w830
W880c
W888c
W900c
Xperia X10
ngﬂaXlO
mini
Xperia X8
Z502a
Z520c
Z525a
Z525i
Z530c
Z550a

Z550c

CellDEK® TEK User Manual

151



LogiILil

SUPPORTED HANDSETS

SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
SAMSUN
G
T-MOBILE

T-MOBILE

T-MOBILE

T-MOBILE
T-MOBILE

T-MOBILE

T-MOBILE

T-MOBILE

T-MOBILE

T-MOBILE

B7320
B7330,
OmniaPRO
B7610
OmniaPRO

C6620
C3010
C3110

E1310
i520(Symbi
an)
i550(Symbi
an)
i560(Symbi
an)

i640
i7110(Symb
ian)
i7500(Andr
oid)

i8910

i907
M7610
Propel Pro
S3110

S3310
MDA

MDA
Compact
MDA
Compact I
MDA
Compact Il
MDA I

MDA Il
MDA Mail
MDA Pro
MDA
Pocket PC

MDA Touch

SIEMENS
SIEMENS
SIEMENS
SIEMENS
SIEMENS

SIEMENS
SOCKET
MOBILE
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
SONY
ERICSSON
T-MOBILE

TOSHIBA
TOSHIBA

UBIQUIO
UBIQUIO
VELOCITY
MOBILE
VELOCITY
MOBILE
VERIZON
WIRELESS
VERIZON
WIRELESS
VERIZON
WIRELESS

S56

S66

SX45
SX45i
SX56
SX66
SoMo 650
C901
GreenHeart
G900
J300a
J300c
K300a
K300c
K310a
K310c
K500c
K506¢
K510a

K510c
h6315

G900

TGO1

601
503G

103

111

PN-820

XV6600

XV6800

SONY
ERICSSON
SONY
ERICSSON
SPRINT
SPRINT
SPRINT
SPRINT
SPRINT
SPRINT
TDS

TDS

TDS

TDS

TDS

TDS
T-MOBILE
T-MOBILE
T-MOBILE

T-MOBILE

T-MOBILE
VODAFONE

VODAFONE

VODAFONE

VODAFONE
VOXTEL

VOXTEL

VOXTEL

VOXTEL

Z710c
Z712a
Ace
PPC-6600
PPC-6601
PPC-6700
PPC-6800

XV6600
Nomad
800B
Nomad
800L
Nomad
800LC
Nomad
800LE
Ranger
300X
Ranger
500X

Ameo
Comet
Dash

G2

G2x
VDAV
VPA
Compact
VPA Il

Compact

VPA I
W210

W420
W520

W740
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T-MOBILE MDA Vario VODAFONE  v1210
MDA Vario
T-MOBILE I VODAFONE  v1240
myTouch
T-MOBILE 3G slide VODAFONE  v1415
myTouch
T-MOBILE 4G VODAFONE  v1605
T-MOBILE SDA VODAFONE  v1620
T-MOBILE SDAII VODAFONE  v1640
T-MOBILE SDA Music VODAFONE VDA
VDA Compact
T-MOBILE Shadow 2 VODAFONE GPS
VDA Compact
T-MOBILE Sidekick 4G VODAFONE v
T-MOBILE Wing VODAFONE VDA
Handsets — Other

Other handsets can be tested on CellDEK TEK, however the amount of data extracted has not been
assessed and all information should be treated as a minimum data extraction.

GPS Device — Verified CellIDEK Support

The following GPS Devices have been tested on CellDEK TEK using the standard verification

procedures of Logicube. The results below display the data sets that can be extracted from CellDEK
TEK for the specific handset. There may be additional data sets available from handsets and these

will require further examination.

Key:
Phone ID Home @ Routes 2%
. Routes with 2
Contacts L!!| Favourites * Waypoints A &
Call Logs Recent Destinations {1} Track Logs ©
. . . Track Logs with
Call Logs w timestamp Location History E:} Waypoints (2R
sms | DK
SMS w timestamp M
>
n (2] » o
%) 2] = = ot S| @
[a) ‘5 (@] (9] (9] o = *E 9 s n "
—_— o — +— T (&) X
© _1 =2 @2 E| 3|9 = 3}
n = c [ o O c =] <
5| S| 3| E| S|E|z|&35| 2| & |E
ol © S g L™ 3| ®
£ @ o 8
Manufacturer | Model |
Apr
1] ACER P610 * ki =R 2009
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nuvi Oct

2 | GARMIN 250W = = | X 2008
Oct

3 | GARMIN nuvi 300 | B e | X 2008
Apr

4 | GARMIN nuvi 760 | B ey | X R = 2009
iPAQ Jan

5| HP 314 (| oo e | X o Ay |3 2009
Jul

6 | NAVIGON 7210 *x | & RS 2009
Jul

7 | NAVMAN S50 3D R = | X i R I ] 2009
Jul

8 | NAVMAN S70 = | X s R I ] 2009
Jul

9 | NAVMAN S70 3D R g | X i R I =] 2009
Apr

10 | NDRIVE S300 g | x| ¢ 2009
Jul

11 | TOMTOM GO0 720 | 0D | KOE | KO | g | X | ¢ 2008
Jul

12 | TOMTOM ONE 8 e | X | 4 2008
Jan

13 | TOMTOM ONE XL ) 4 2010
Jan

14 | VIAMICHELIN | X970 * 2010

GPS Device — Expected Support

The following GPS Devices have not been verified on CellDEK TEK however their
appearance or technology indicates that data extraction will be possible. It is
recommended that all data is treated as a minimum extraction as there may be
additional data sets available that require further examination.

Data can be extracted from these handsets as normal by selecting either Mass
Storage Device or Windows PDA from the GPS Device list.

GARMIN nuvi: 200, 200W, 205, 205W, 250, 255W, 260, 260W, 265T,
265WT, 270, 275T, 350, 360, 370, 500, 550, 600, 610, 650, 660, 670, 680,
750, 755T, 765T, 770, 775T, 780, 785T, 850, 855, 855T, 880, 885T, 1200,
1250, 1260T, 1300, 1350T, 1370T, 1390T, 1490T, 5000

NAVIGON: 1200, 1210, 2100 max, 2110 max, 2150 max, 2200, 2310, 3300
max, 3310 max, 4310 max, 4350 max, 7310, 8110, 8310

NAVMAN: S30, S30 3D, S50, S80, S90i

NDRIVE: G280R, G280S, G400, G800R, S400, Touch, Touch XL
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TOMTOM: GO, GO 300, GO 500, GO 510, GO 520, GO 530, GO 540
LIVE, GO 700, GO 710, GO 730, GO 740 LIVE, GO 910, GO 920, GO 940
LIVE, XL

Additional Cable Support for PDAs

The set of 5 cable tips can be purchased from http://www.gomadic.com/celldek.html This will enable
the User to extract data from the following 150 PDAs:

PDA Cable Tip 1

DELL: Axim X5

PDA Cable Tip 2

CINGULAR iPAQ: h6320, h6325
COMPAQ iPAQ: 3800, 3830, 3835, 3850, 3870, 3875, 3900, 3950, 3955, 3970, 3975

HP iPAQ: h1900, h1910, h1915, h1920, h1930, h1935, h1937, h1940, h1945, h2200, h2210,
h2215, h3800, h3830, h3835, h3850, h3870, h3875, h3900, h3950, h3955, h3970, h3975, h4140,
h4150, h4350, h4355, h5100, h5150, h5155, h5400, h5450, h5455, h5500, h5550, h5555, h6315,
h6320, h6325, h6340, h6365, hw6500, hw6510, hw6515a, hw6515, hw6710, hw6715, hw6910,
hw6915, hw6925, hw6940, hw6965, hx2000-Series, hx2090, hx2110, hx2190, hx2410, hx2415,
hx2490, hx2495, hx2700-Series, hx2750, hx2790, hx2795, hx4700, hx4705, hx4710, rx1700-Series,
rx1950, rx1955, rx3100, rx3110, rx3115, rx3400, rx3415, rx3417, rx3700, rx3710, rx3715, rz1700,
rz1710, rz1715

MOTOROLA: C250

T-MOBILE iPAQ: h6315

PDA Cable Tip 8

AT&T: SX56, SX66

AUDIOVOX: 5050, 6601, XV6600

CINGULAR: SX66

HTC: Blue Angel, Canary, Falcon, Harrier, Himalaya, Tanager, Voyager, Wallaby
I-MATE: PDA2k, PPC Phone, Smartphone 1, Smartphone 2

02: XDA lli, XDA lls, XDA-II, XDA PPC Phone, XPhone |

ORANGE: SPV-E100, SPV-E200, SPV-M1000, SPV-M2000, SPV-Smartphone
QTEK: 1010, 2020, 7070, 8060, 8080, 9090

SIEMENS: SX56, SX66
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SPRINT: 6601, XV6600
T-MOBILE: MDA, MDA 11, MDA lIl, PPC Edition

VERIZON: XV6600

PDA Cable Tip 11

DELL: Axim X30, Axim X3i, Axim X3, Pocket DJ 20GB, Pocket DJ 30GB

PDA Cable Tip 13

DELL: Axim X50v, Axim X50, Axim X51v, Axim X51
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Alphanumeric Keypad, 61

Android, 95, 97
Rooting, 67, 68

Android Devices, 67

Apple, 41, 42, 106

Audiovox, 106

Audit Trail, 6, 89

Battery, 7,9, 19, 20, 22, 31, 57, 58, 59, 107

Blackberry, 29, 79, 106

Bluetooth, 5, 6, 9, 10, 19, 22, 28, 29, 42, 43, 44, 45,
46, 109, 142

Button, OK, 100

Button, Read New Device, 22, 28, 30, 33, 34, 41

Card, Flash Memory, 7, 16, 20, 33, 35, 56, 57, 59, 77,
92

Card, Memory Stick, 77

Card, SIM, 5, 9, 30, 31, 42, 47, 48, 49, 55, 57, 64, 76,
95, 107

Card, Smart Disk (SD), 77

CellDEK TEK, 8

CellDEK TEK, 5

CellDEK TEK Application, 20

Charging Battery, 20

Control Panel, 33, 46

Data, Extended, 34, 46, 63, 82, 94

Data, Standard, 62, 63, 87

Disclaimer, Liability Limitation, |

Emitter, Infrared, 46

Files, Audio, 47, 63

Files, Image, 33, 34, 47, 63, 98

Files, Other, 34, 46, 47, 63, 94

Files, Video, 47, 63

Garmin, 35, 106

Generic Extraction Module, 28

Global Positioning System, GPS, 34, 35

GNU, 170, 171, 173,174

Hash, MD5, 6, 82, 97, 98

Indicator Light, 9, 42, 43

Infrared (IR), 5, 6, 9, 19, 22, 28, 29, 30, 42, 43, 45, 46,
79, 109, 142

iPhone
Apple, 73, 75

iPhone, Apple, 37, 41, 106

iPod, Apple, 41

iTunes, Apple, 41

JPEG, Deleted, 34

JPEG, Embedded, 34

JPEG, Extant, 34

8. Index

Kyocera, 106

LG, 106

Logical Extraction, 24

Metadata, 97, 98

MMS Message, 77, 107, 109

Motorola, 64, 65, 77, 80, 106

Network Isolation Card, 26, 48, 49, 95

NIC, 95

Nokia, 7, 56, 57, 64, 76, 103, 106, 109

Nokia CA-42 Cable, 7, 56, 109

Non-Latin Language, 64

OPERATING SYSTEM (0S), Ill, 10, 76, 171, 173, 174

Palm, 29, 106

Password, 29, 79

PC, Examination, 6, 61

PERSONAL DATA ASSISTANT (PDA), |, 5, 6, 28, 29, 34,
36, 45, 93, 142, 159

Phone Cable Adapter Storage Rack, 8

Phone Cable Jack, 8

Phone, Cellular, 6, 7, 22, 24

Physical Extraction, 23, 96

PIN Number, 22, 31, 44, 55, 79, 107

Port, USB, 6, 8,9, 10, 16, 20, 31, 33, 56, 100

Power, AC, 7,9, 19, 20

Power, DC, 16, 19, 20

Reader, Flash Memory Card, 33

Ruler, 9, 27

Samsung, 64, 106

Sanyo, 106

Screen, Activity Log, 62, 64, 92

Screen, Case Details Input Form, 61

Screen, Cell Phone Models, 26

Screen, Cell Phone Selection, 25

Screen, Connectivity Option, 42, 43, 44, 45, 47, 48, 55

Screen, Device Type Selection, 22, 28, 30, 33, 34, 41

Screen, Discover Devices, 44

Screen, Main Application, 20, 21, 22, 28, 30, 33, 34,
41, 56, 62, 89, 90

Screen, Standard Data View, 87

Siemens, 65, 80, 106

SIM Card ID Cloning, 48

SMS Message, 29, 35, 47, 62, 76, 77, 80, 95, 97, 98,
107, 109

Software License, 158, 166

Software Update, 80, 93, 100

Sony Ericsson, 64, 65, 77, 78, 103, 106

Symbian, 76
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Target Device, 5, 22, 26, 42, 43, 44, 45, 61, 62, 63, 64, Warranty, Parts and Labor, I, II, Il
89, 94 Windows, 5, 6, 9, 10, 13, 14, 16, 18, 22, 29, 64, 106,
Technical Support, Logicube, Il, 89, 100, 176 142
TomTom, 35, 106 Write Protect, 8, 77
USB Port, 6, 10, 16, 20, 31, 33 Write-Protected, 9

USB Storage Device, 89, 92, 100
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9. CellDEK Software License

CellDEK TEK Software License - EU

EU CUSTOMER LICENCE (Used for all regions apart from US)

BETWEEN FORENSIC SCIENCE SERVICE LTD. a company incorporated in

England under number 05607780 and having its registered office at Trident

Court, 2920 Solihull Parkway, Birmingham Business Park, Birmingham B37 7YN

(the “Licensor”); and the End User (“You”).

RECITAL

(A) The Licensor is engaged in creating and is the owner of the Software (as
hereinafter defined).

(B) The Licensor has agreed to grant You a non-exclusive licence to use the
Software (as hereinafter defined) upon the terms and conditions of this
Agreement.

© The Licensor has provided You with a copy of the End User Software Licence (as
hereinafter defined) which grants You a licence to use the Microsoft and related
software contained within the PC embedded in the CellIDEK device.

OPERATIVE PROVISIONS

1 DEFINITIONS AND INTERPRETATION
1.1 In this Agreement including the Schedule hereto the following words shall
have the following meanings:

“Agreement”

means this agreement, including its Schedule;

“Business Day”

means any day other than Saturdays, Sundays or public holidays in
England;

“Commencement Date”

means the date of the Contract;

“Contract”

means the contract between the Parties for the purchase of the Goods
in which the Software is embedded;

“Customer”

means a third party who is licensed by the Licensor to use the Software
when it is installed into the Goods;

“End User Licence”

means the paper licence provided with the CellDEK device for software within the
embedded PC;

“Executable Code”

means the fully compiled version of a software programme that can be
executed by a computer and used by a Customer without further
compilation;

“Force Majeure”

means the following:

@) Acts of God;

(b) outbreak of hostilities, riot, civil disturbance, acts of terrorism;
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(© an act of any government or authority (including refusal or
revocation of any licence or consent);

(d) fire, explosion, flood, fog or bad weather;

(e) power failure, failure of telecommunication lines, failure or
breakdown of plant, machinery or vehicles;

) default of suppliers or sub-contractors;

(9) theft, malicious damage, strike, lock-out or industrial action of any
kind; and

(h) any cause or circumstance whatsoever beyond the reasonable
control of a Party;

“Goods”

means CellIDEK mobile phone and PDA data extraction Kit;
“Intellectual Property Rights”
means all inventions (whether patentable or not), patents, utility models,
designs (both registered and unregistered and including rights in
semiconductor topographies), copyright, database rights, trade and
service marks (both registered and unregistered) together with all
applications for, right to the grant of and extensions of the same, and all
other intellectual and industrial property including but not limited to all
similar or analogous rights throughout the world, in each case for the full
term of the relevant right;
“Licensed Software Materials”
means the Software, the Software Documentation, the Periodic New
Releases, any Releases and any fixes created and which are provided
to You pursuant to the Contract;
“Periodic New Releases”
means a release of the Software that is made available to all Customers
and that corrects errors or changes or improves the Software’s utility,
efficiency or capability and associated cable upgrade specifications and
which is provided to You pursuant to the Contract;
“Party”
means each of the persons identified as parties to this Agreement and
jointly “the Parties”;
“Release”
means the most recent standard version of the Software made available
to all Customers and which is provided to You pursuant to the
Contract;
“Software”
means the software programs in Executable Code only and which are
listed in the Schedule;
“Software Documentation”
means the instruction manuals, user guides and other information and
any modifications or additions thereto to be made available by the
Licensor at its discretion to You in either printed or machine
readable form;
“Software Specifications”
means the technical specifications from time to time published by the
Licensor in respect of the Software; and
“Use”
means the copying or transmission of the Software or (where in machine
readable form) the Software Documentation for use in accordance with
the instructions contained in the Software or (as the case may be) the
Software Documentation.

1.2 In this Agreement unless the context requires otherwise:
1.2.1 the singular includes the plural and vice versa and any gender
includes any other gender;
1.2.2 references to Clauses and Schedules are to Clauses of, and
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schedules to, this Agreement;

1.2.3 any reference to an enactment, order, regulation or other similar
instrument includes a reference to that enactment, order, regulation or
instrument as from time to time amended, extended or re-enacted;

1.2.4 references to persons include bodies corporate, unincorporated
associations and partnerships, and any reference to the Parties include
their respective successors, permitted assigns and personal
representatives; and

1.25 any reference to “company”, “subsidiary” and “holding company”
shall be as defined in section 736 of the Companies Act 1985.

1.3 The headings of this Agreement are for ease of reference only and shall

not affect its interpretation or construction.

1.4 In the event of a conflict between any of the terms of this Agreement

including its Schedules and appendices, the conflict shall be resolved according

to the following order of priority:

1.4.1 the Clauses of this Agreement;
1.4.2 the Schedules of this Agreement; and
1.4.3 the Recitals.

2 GRANT OF LICENCE

2.1 The Licensor hereby grants to You a non-exclusive
non-transferable licence to Use the Software (and where appropriate the
Software Documentation, any Periodic New Releases and any Releases)
and to possess and refer to the Software Documentation (the “Licence”)
in accordance with and subject to the terms and conditions of this
Agreement.

2.2 The Licensor has provided a copy of the the End User Licence to You. By using
the Software You are granted a licence to the software in PC embedded in the
CellDEK device and You agree to be bound by the terms of the End User Licence
agreement.

3 TERM
This Agreement shall commence on the Commencement Date and shall
continue in force unless or until terminated by either Party in accordance
with the provisions of Clause 10.
4 PROPERTY AND CONFIDENTIALITY IN THE LICENSED SOFTWARE
MATERIALS
4.1 The Licensed Software Materials contain Confidential Information (as
defined in Clause 9.1 below) of the Licensor and all Intellectual Property Rights
in the Licensed Software Materials are the exclusive property of or are licensed
to the Licensor.
4.2 You shall not:
421 save as provided in Clause 5 below copy the whole or any part
of the Licensed Software Materials;
4.2.2 save as required to be permitted by law modify, merge or combine the
whole or any part of the Licensed Software Materials with any other software or

documentation;

4.2.3 remove or tamper with any proprietary notice contained in the
Licensed Software Materials;

424 assign, license, transfer, sell, lease, rent, charge or otherwise

deal in or encumber the Licensed Software Materials nor use on behalf
of or make available the same to any third party; or
4.2.5 save as required to be permitted by law reverse compile the whole or any
part of the Licensed Software Materials from object code into source code.
4.3 You shall:
4.3.1 keep confidential the Licensed Software Materials and limit
access to the same to those of its employees, agents and sub-contractors
who either have a need to know or who are engaged in the Use of the
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Software (including where appropriate the Software Documentation);

4.3.2 reproduce on any copy of the Software or Licensed Software
Materials the Licensor’s copyright and trade mark notices;
4.3.3 maintain an up-to-date record of the number of copies of the

Licensed Software Materials and their location and upon request forthwith
produce such record to the Licensor;

4.3.4 only use the Software in accordance with the number of copies
licensed to You (and as set out in the Schedule);
4.3.5 without prejudice to the foregoing take all such other steps as

shall from time to time be necessary to protect the Confidential
Information (as defined in Clause 9.1 below) and Intellectual Property
Rights of the Licensor in the Licensed Software Materials;
4.3.6 in its Use of the Licensed Software Materials comply with all
present and future statutes, laws, ordinances, regulations and/or
guidelines of any applicable jurisdiction or agency;
4.3.7 ensure that its personnel are, at all times, educated and trained in
the proper Use and operation of the Licensed Software Materials;
4.3.8 ensure that the Licensed Software Materials are used in
accordance with any and all applicable Software Documentations; and
4.3.9 indemnify and hold harmless the Licensor from and against all
claims, damages, losses, judgments, fees, expenses and costs, including
legal costs, arising out of or resulting from Your acts, negligence
or failure to comply with this Clause 4 or any other provision of this
Agreement.
4.4 You shall inform all relevant employees, agents and
sub-contractors that the Licensed Software Materials constitute Confidential
Information (as defined below) of the Licensor and that all Intellectual Property
Rights therein are the property of or are licensed to the Licensor and the
You shall take all such steps as shall be necessary to ensure compliance
by its employees agents and sub-contractors with the provisions of this Clause 4.
5 COPYING OF THE LICENSED SOFTWARE MATERIALS
5.1 You shall be entitled to make one back-up copy of the
Software. Any such copy shall in all respects be subject to the terms and
conditions of this Agreement and shall be deemed to form part of the Software.
5.2 You shall not be entitled to copy in whole or in part the
Software Documentation.
6 WARRANTY
6.1 Subject to the exceptions set out in Clause 6.3 below and the limitations
upon its liability in Clause 7 below the Licensor warrants that:

6.1.1 it has the right, power and authority to license the Licensed
Software Materials upon the terms and conditions of this Agreement; and
6.1.2 the Software will for a period of twelve (12) months from the date it

is delivered to You conform to the Software Specifications.
6.2 You shall give notice to the Licensor as soon as it is reasonably
able upon becoming aware of a breach of warranty. If no such notice is given
within 30 days of You becoming aware of a breach of warranty, the
Licensor shall not be liable for such breach of warranty.
6.3 The Licensor shall have no liability to remedy a breach of warranty where
such breach arises:

6.3.1 in respect of Software that is not properly licensed pursuant
to Clause 2 of this Agreement;
6.3.2 in circumstances where You is not in conformity with the

minimum technical requirements and prerequisites set out in the

Software Specifications; or

6.3.3 as a result of:
a) the improper use, operation or neglect of either the
Software or the Goods upon which the Software is installed
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or used;
b) the modification of the Software or its merger (in
whole or in part) with any other software;
¢) the failure by You to implement
recommendations in respect of or solutions to faults
previously advised by the Licensor;
d) any repair, adjustment. alteration or modification of
the Software by any person other than the Licensor without
the Licensor's prior consent;
e) failure by You adequately to back-up the
Software;
f) any breach by You of any of its obligations
under any maintenance agreement in respect of the
Goods upon which the Software is installed or used;
g) any failure, accident, neglect or misuse of
equipment, software or media not supplied by the Licensor;
h) Your failure to install and Use in
substitution for the previous release any New Release of
the Software within ninety (90) days of receipt of the same;
or
i) the use of the Software for a purpose for which
they were not designed.
6.4 Without prejudice to the foregoing the Licensor does not warrant that the
Use of the Software will meet Your requirements or that the operation
of the Software (including where in machine-readable form the Software
Documentation) will be uninterrupted or error free.
6.5 Nothing in this Agreement shall obligate the Licensor to improve or
otherwise support the Licensed Software Materials.
6.6 Subiject to the foregoing all conditions, warranties, terms, representations
(unless fraudulent) and undertakings express or implied, statutory or otherwise
in respect of the Licensed Software Materials are hereby excluded to the fullest
extent permissible by law.
7 LIMITATION OF LIABILITY
7.1 Where any sustainable claim is made by You in respect of any
breach of the warranties given by the Licensor pursuant to clause 6 above, the
Licensor shall be entitled at its option either to replace or repair the Software
free of charge. This shall be Your sole and exclusive remedy and the
Licensor shall have no further liability to You for breach of such
warranties.
7.2 Subiject to Clause 7.1 above and without prejudice to Clause 7.4, and
except as otherwise provided in this Agreement, the total liability of the Licensor
in contract, tort (including negligence or breach of statutory duty) or otherwise
arising by reason of or in connection with this Agreement shall be limited in
aggregate to the total price paid and payable by You for the Goods
under the Contract.
7.3 Without prejudice to Clause 7.4, in no event shall the Licensor be liable
to You for loss of revenue, loss of anticipated savings, loss of profits,
loss of data, damage to goodwill, loss of reputation or for any type of indirect,
economic or consequential loss or damage whatsoever or howsoever caused.
7.4 Neither party excludes or limits liability to the other for death or personal
injury caused by its negligence or for fraud.
7.5 Save as expressly stated in this Agreement, all conditions, warranties
and representations (unless fraudulent) expressed or implied by statute,
common law or otherwise in relation to the Licensed Software Materials are
hereby excluded to the fullest extent permissible by law.
8 RISK IN THE LICENSED SOFTWARE MATERIALS
Risk in the Licensed Software Materials will pass to You upon
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the date of delivery of the Licensed Software Materials to You.

If subsequently the Licensed Software Materials are (in whole or in part)

destroyed, damaged or lost the Licensor will upon written request

replace the same subject to You paying its then prevailing

charges.
9 CONFIDENTIALITY
9.1 Neither Party shall use, copy, adapt, alter, disclose or part with
possession of any information or data of the other Party which is disclosed or
otherwise comes into its possession directly or indirectly as a result of this
Agreement and which is of a confidential nature (“Confidential Information”)
without the prior written consent of the disclosing Party except as strictly
necessary to perform its obligations or exercise its rights under this Agreement.
9.2 The receiving Party undertakes not to disclose any Confidential
Information of the disclosing Party to any third party other than employees,
professional advisors and approved sub-contractors of the receiving Party on a
“need to know” basis only and to whom disclosure is necessary for the proper
performance of their duties under this Agreement.
9.3 The foregoing obligations shall not apply to Confidential Information that:

9.3.1 was known to the receiving Party prior to receipt from the
disclosing Party; or

9.3.2 is received from a third party without breach of any other
confidentiality arrangements; or

9.3.3 is or becomes public knowledge other than by breach of this
Clause or is independently developed by or for the receiving Party; or
9.34 is required to be disclosed by any applicable law or by order of

any Court of competent jurisdiction or any government body, agency or
regulatory body, provided that the receiving Party shall use all
reasonable endeavours to give the other Party not less than two
business days’ written notice of the disclosure.

9.4 The Parties shall ensure that their respective employees, agents and

sub-contractors comply with the provisions of this Clause and are bound by

terms and conditions of use and non-disclosure at least as onerous as those

contained in this Clause.

9.5 The obligations in this Clause shall continue in force notwithstanding

termination of this Agreement for any reason.

9.6 If this Agreement is terminated, the receiving Party shall return or

destroy at the request of the disclosing Party all Confidential Information of the

disclosing Party.

10 TERMINATION

10.1  This Agreement may be terminated:
10.1.1 by either Party upon giving not less than sixty (60) days written
notice to the other;
10.1.2 forthwith by either Party upon giving written notice to the other if
the other commits any material breach of this Agreement and which (in
the case of a breach capable of remedy) shall not have been remedied
within thirty (30) days of a written request to remedy the same (and
non-payments of sums when due to the Licensor shall be a material
breach);
10.1.3 forthwith by either Party upon giving written notice to the other
Party if the other Party makes or proposes to make any arrangement or
composition with its creditors or has a receiver, administrative receiver,
administrator, liquidator, manager or similar officer appointed in respect
of all or any part of its assets or passes a resolution for winding-up
(otherwise than for the purpose of a solvent amalgamation or
reconstruction where the resulting entity assumes all of the obligations of
the relevant party under this Agreement), or (in the case of an individual)
commits any act of bankruptcy or dies, or (in the case of a partnership)
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is dissolved, or undergoes or suffers any analogous acts or proceedings
under any foreign law;
10.1.4 if the other Party shall commit any act of bankruptcy, shall have a
receiving order made against it, shall make or negotiate for any
composition or arrangement with or assignment for the benefit of its
creditors or if the other party being a body corporate, shall present a
petition or have a petition presented by a creditor for its winding up or
shall enter into any liquidation (other than for the purpose of
reconstruction or amalgamation), shall call any meeting of its creditors,
shall have a receiver of all or any of its undertakings or assets
appointed, shall be deemed by virtue of section 123 of the Insolvency
Act 1986 to be unable to pay its debts, or shall cease to carry on
business; or
10.15 forthwith by either Party upon giving written notice to the other if
the other shall cease to carry on its business or substantially the whole
of its business.
10.2  Any termination of this Agreement (however occasioned) shall not
operate so as to affect any accrued rights or liabilities of either Party.
10.3  Within fourteen (14) days of the termination of this Agreement
(howsoever and by whomsoever occasioned) You shall return or
destroy (as the Licensor shall instruct) all copies of the Licensed Software
Materials in its possession and a duly authorised officer of You shall
certify in writing to the Licensor that You has complied with such
obligation.
11 FORCE MAJEURE
11.1 Neither Party shall be liable to the other Party for any delay or
non-performance of its obligations under this Agreement to the extent that its
performance is interrupted or prevented by Force Majeure.
11.2  Such delay or failure shall not constitute a breach of this Agreement and
the time for performance shall be extended by a period equivalent to that during
which performance is so prevented provided that if such delay or failure persists
for sixty (60) days or more, the Party not affected may, at its option and if it is
reasonable for it to do so, terminate this Agreement by giving fourteen (14) days
written notice to the other Party.
12 WAIVER
Any failure or delay on the part of either Party to exercise any power or
right under this Agreement shall not operate as a waiver of it, nor shall
any single or partial exercise of any such right or power preclude any
other or further exercise of the right or power. Any of the rights and
remedies of either Party under this Agreement may at any time be
enforced separately or concurrently with any other rights and remedies,
whether under this Agreement or arising by operation of law with the
effect that the rights and remedies are cumulative and not exclusive of
each other.
13 NOTICES
13.1  Any notices required to be given under this Agreement shall be in writing
and delivered personally or by first class post or transmitted by facsimile to the
Parties as set out below:
13.1.1 The Licensor:
Address: The Forensic Science Service Ltd
Trident Court
2920 Solihull Parkway,
Birmingham Business Park,
Birmingham B37 7YN

For attention of: Science Manager - Programming
Telephone: +44 (0) 845 120 7272
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E-mail: sales.office@fss.pnn.police.uk

13.1.2 You:
to the address or facsimile number that You provided for Your purchase of
the Software.
13.2  Any notice served by:
13.2.1 personal delivery, shall be deemed served at the time of
delivery;
13.2.2 first class post, shall be deemed served at the start of the fifth
business day after posting; and
13.2.3 facsimile, shall be deemed served on the day of transmission (or
the next following business day if transmitted outside the Party’s normal
working hours) provided that the sender shall have received a
transmission report indicating that all the pages of the notice have been
transmitted to the correct facsimile number.
13.3  Any Party may change any details of its address or facsimile number by
notice in the manner described above.
14 SEVERABILITY
If any term or provision of this Agreement or its application to any Party
or circumstances shall, to any extent, be invalid or unenforceable, the
remainder of this Agreement or the application of the term or provision
to any other Party or circumstances, other than those as to which it is
already invalid or unenforceable, shall not be affected, and each term
and provision of this Agreement shall be valid and enforceable to the
fullest extent permitted by law. The Parties shall negotiate in good faith
to replace any invalid or unenforceable provisions by substitute
provisions.
15 ENTIRE AGREEMENT
15.1 This Agreement and the Contract constitute the entire agreement
between the Parties with respect to the subject matter hereof and supersede
and invalidate all prior oral or written communications, understandings,
representations or warranties relating to the subject matter hereof.
15.2 Each Party warrants to the other that it has not relied on any such
communications, understandings, representations or warranties in entering into
this Agreement.
15.3 Notwithstanding anything contained herein to the contrary, the provisions
of Clauses 4, 7, 9 and any other Clauses which are intended to survive
termination shall survive termination of the Agreement and shall continue in full
force and effect thereafter.
16 ASSIGNMENT/SUB-CONTRACTING/AGENCY
16.1 You shall not be entitled to assign, sub-contract or otherwise
transfer your rights or obligations under this Agreement whether in whole or in part
without the Licensor’s prior written consent.
16.2 The Licensor shall be entitled to assign its rights hereunder (in whole or
in part) to any person, partnership or company.
16.3 This Agreement shall be binding upon and inure for the benefit of the
Parties and their respective permitted successors and assigns.
17 THIRD PARTY RIGHTS
A person who is not a Party to this Agreement has no rights under the
Contracts (Rights of Third Parties) Act 1999 to enforce any term of this
Agreement but this does not affect any right or remedy of a third party
which exists or is available apart from that Act.
18 PUBLICITY
The Parties agree to keep confidential the terms of this Agreement, and
neither Party shall make any announcement in relation to this Agreement
or otherwise publicise its existence or its contents or use or refer to the
name, trade mark or trade name of the other Party in any disclosure
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without the prior written consent of the other Party such consent not to
be unreasonably withheld or delayed. A Party shall be entitled to
withhold such consent and shall be under no obligation to provide any
explanation for such action.

19 AMENDMENTS
No amendment to this Agreement whether oral or written shall be binding
on either Party unless in writing and signed on behalf of the Parties.

20 GOVERNING LAW AND JURISDICTION

20.1 This Agreement shall be governed by and construed in accordance with

English law.

20.2 ltisirrevocably agreed that the English courts shall have non-exclusive

jurisdiction as regards any claim or matter arising out of or in connection with

this Agreement.

21 NO PARTNERSHIP/AGENCY
Nothing in this Agreement is intended to or shall operate to create a
partnership or joint venture of any kind between the Parties, or to
authorise either Party to act as agent for the other.

22 THIRD PARTY SOFTWARE

22.1 CellDEK software uses libraries and other components from the LibUSB-Win32
project.
The library is distributed under the terms of the GNU Lesser General Public
License (LGPL).
The other components are distributed under the terms of the GNU General Public
License (GPLv2).
These licences are available to read at the LibUSB-Win32 project home-page
www.libusb-win32.sourceforge.net.

22.2.1 This product includes software developed by the Apache Software Foundation
(http://www.apache.org/) and is licensed under the Apache License, Version 2.0
(the "Apache License");you may not use this file except in compliance with the
Apache License. You may obtain a copy of the Apache License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed
under the Apache License is distributed on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See
the License for the specific language governing permissions and limitations under
the License.

22.2.2 The End User License is provided as a paper licence along with the CellDEK
device. By using the Software You agree to be bound by the terms of the End
User Licence Agreement. Additional copies of this licence are also available from
Logicube.

CellDEK TEK Software License - US

THIS AGREEMENT shall be binding on installation of the Software and is by and between
THE FORENSIC SCIENCE SERVICE (“Licensor”) and the End User (“You”).

1. Grant of License. So long as You shall be in compliance with the terms hereof, You

shall have a limited, perpetual, non-exclusive and non-transferable license (“License”) to use
the Software solely in the course of lawfully operating the device with which the Software is
integrated, and for no other purpose. You are also granted a license to use the Microsoft and
related software contained within the PC embedded in the CellDEK device and by using such
software You agree to be bound by the terms of the End User License agreement, a copy of
which is provided to You with the device. Additional copies of the End User License are also
available from Logicube.

2. Title. No title or ownership in the Software is transferred to You. Title to all applicable

rights in patents, copyrights, trademarks and trade secrets in the Software shall remain in
Licensor. Software licensed hereunder is property of Licensor, unless listed separately in
section 12, Third Party Licences,, and You shall be bound by
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and observe such nature thereof as herein provided. You shall take appropriate action by
instruction to and agreement with its employees, agents, consultants or any other end users
who are permitted access to the Software to fulfill its obligations hereunder. Without limiting
the foregoing, You shall ensure that any end user license agreement provided with the
Software is brought to the reasonable attention of all such end users. You shall not

provide, or otherwise make available, the Software or copies thereof to any third party. All
ownership rights to any developments or improvements to the Software made by You shall
belong solely to Licensor.

3. Copying.

(a) You shall be entitled to make one copy the Software for back-up and archival purposes.
You shall include in each such copy the Licensor’s copyright notice(s) and trademark(s).

(b) In no event shall You be entitled to remove or tamper with any such proprietary notices
contained in the Software.

(c) Software shall not be reverse compiled, disassembled, reverse assembled, or otherwise
reverse engineered. All rights in or to the Software not expressly granted to You under

this Agreement are retained by Licensor.

4. Warranty.

(a) Subsection 4(b) hereof provides Licensor’s twelve month limited warranty for the Software.
(b) Licensor warrants that for a period of twelve (12) months from installation of the Software,
the Software will perform in accordance with the Software documentation. In the event the
Software does not perform in accordance with such documentation, then during such twelve
month period, Licensor shall at its option: (i) correct any variance between the Software
performance and its documentation; or (ii) replace the Software media. The foregoing shall
be Your sole and exclusive remedy with respect to the Software or otherwise hereunder.
EXCEPT AS WARRANTED BY THE PRECEDING THREE SENTENCES, THE SOFTWARE
IS LICENSED AS IS, AND NO WARRANTY OF ANY KIND, EXPRESS, IMPLIED OR
STATUTORY, WHETHER IN RELATION TO MERCHANTABILITY, HIDDEN DEFECTS,
FITNESS FOR PARTICULAR PURPOSE, COURSE OF PERFORMANCE, COURSE OF
DEALING, USAGE OF TRADE, NONINFRINGEMENT, THAT THE SOFTWARE'S
OPERATION SHALL BE ERROR FREE OR UNINTERRUPTED, OR OTHERWISE IS GIVEN
BY LICENSOR TO YOU OR ANY OTHER PARTY. LICENSOR SHALL NOT UNDER ANY
CIRCUMSTANCES BE RESPONSIBLE FOR ANY LOSSES OR DAMAGES, DIRECT,
INDIRECT, SPECIAL, ORDINARY, EXEMPLARY, CONSEQUENTIAL OR OTHERWISE
(INCLUDING, BUT NOT LIMITED TO, LOSS OF DATA, LOSS OF REVENUE, PROFIT OR
USE OR COST OF CAPITAL OR OF SUBSTITUTE USE OF PERFORMANCE), ARISING
OUT OF OR RELATED IN ANY WAY TO THE TRANSACTIONS CONTEMPLATED
HEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. UNDER
NO CIRCUMSTANCES SHALL LICENSOR'’S TOTAL LIABILITY OF ALL KINDS ARISING
OUT OF OR RELATED TO THIS AGREEMENT (INCLUDING BUT NOT LIMITED TO ANY
WARRANTY OR SUPPORT-RELATED CLAIMS HEREUNDER), REGARDLESS OF
WHETHER ANY ACTION OR CLAIM IS BASED ON CONTRACT, STRICT LIABILITY, TORT
OR OTHERWISE, EXCEED THE TOTAL AMOUNT PAID BY YOU FOR THE DEVICE WITH
WHICH THE SOFTWARE IS PROVIDED (DETERMINED AS OF THE DATE OF ANY FINAL
JUDGMENT IN SUCH ACTION).

(c) This limited warranty shall be valid and remain in effect only if: (i) the Software is used
and maintained by You as directed by all applicable documentation; (ii) You promptly

notify Licensor in writing of the claim and is able to reproduce it; (iv) the Software has not in
any way been modified and You have not installed any other hardware or software affecting
the Software; (v) the claim is unrelated to the failure by You to follow the most current
instructions issued by Licensor or its authorized reseller; (vi) the claim is unrelated to the
negligence, accident or act of You or any third party; (vii) You provide reasonable

access to the Software; (viii) there has been no operation of the Software under conditions
more severe than those for which the Software was designed; (ix) the claim is unrelated to
force majeure; (x) the claim is unrelated to operator error or to any software, firmware,
peripheral or communication device; and (xi) where authorized Licensor updates are provided
to You, the Software incorporates all such updates within ninety (90) days of each update
being provided or otherwise made available. In the event it is determined that any warranty
claim reported by You falls within any of the foregoing exceptions, You shall pay for

services at then current rates and charges.

(d) Nothing herein shall obligate Licensor or its authorized reseller to improve or otherwise
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support any Software licensed hereunder. Without prejudice to the foregoing, all support,
enhancements, modifications and upgrades delivered to You, if any, shall be subject to the
same protections, restrictions, limited warranty, and limitations on copying and tampering as
set forth elsewhere herein.

5. Component Items. In the event that Licensor or its authorized reseller shall deliver to
You any individual components apart from the Software specifically licensed hereunder,

You shall not use or attempt to use any such component outside or independent of the
parameter of this License, and each such component shall be subject to the same rules and
restrictions binding on You to which the Software is subject, whether under this

Agreement or otherwise.

6. Breach. In the event that either party hereto should breach any of the material terms and
conditions of this Agreement, the aggrieved party shall notify the other party. The offending
party shall thereafter have 30 days to correct the identified deficiency. In the event such
deficiency is not rectified to the satisfaction of the aggrieved party, then the aggrieved party
shall be entitled to declare this Agreement null, void and of no further force and effect, and all
rights hereunder, including the License granted hereunder, shall be cancelled. In the event of
the expiration or termination hereof for any reason (a) You shall continue to observe the
limitations and restrictions set forth in Sections 3(b) and (c), 4, 5-7 and 11 hereof, and (b)
immediately return or destroy the Software and all copies thereof as directed by Licensor or
its authorized reseller and, if requested by Licensor or its authorized reseller, certify in writing
as to the destruction or return of the Software and all copies thereof.

7. Confidentiality. You acknowledge and understand that the Software involves highly
confidential and trade secret information that belongs to Licensor (“Confidential Information”).
The Confidential Information shall be maintained in absolute confidence by You, not be

used other than for the purposes hereof and not be disclosed by You, except as may be
permitted under this Agreement, to anyone, without the prior written permission of Licensor.
All Confidential Information coming into Your possession shall be marked by

You as such.

8. Use. (a) You shall be solely responsible for the design, repair and configuration of

Your equipment, machinery, systems and/or products, except where specified in another
agreement between the parties hereto. You assume all rights and liability for results
obtained by the use or implementation of the Software, whether such results are used singly
or in combination with other software or products. You agree that Licensor shall have no
liability to You or to any third party for any ordinary, special, indirect, consequential or

other damages or losses that might arise directly or indirectly by reason of Your use of

the Software. You shall be responsible for use of all hardware, including but not limited to
operating procedures, audit controls, accuracy and security of input and output data, restart
and recovery routines and other procedures necessary for Your intended use of hardware.
You shall maintain back-up data necessary to replace Your critical data in the event of

loss of or damage to such data from any cause. Regardless of the cause of loss of Your
data, Licensor shall not in any way be liable therefor.

(b) In Your use of the Software You shall comply with all present and future statutes, laws,
ordinances, regulations and/or guidelines of any applicable jurisdiction or agency. You

shall ensure that its personnel are, at all times, educated and trained in the proper use and
operation of the Software and that the Software is used in accordance with any and all
applicable manuals, documentation, and instructions. You shall indemnify and hold

Licensor harmless from and against all claims, damages, losses, judgments, fees, expenses
and costs, including attorneys’ fees, arising out of or resulting from Your acts, negligence

or failure to comply with this or any other provision of this Agreement.

9. Delay in Performance. Neither party shall be liable for failure or delay in the performance
of any of its obligations under this Agreement, except obligations for the payment of money, if
such delay or failure is caused by circumstances of force majeure that are beyond the control
of the party affected. Notwithstanding the foregoing, in the event that any delay or failure
identified in this Section 9 continues for sixty (60) consecutive days, the party adversely
affected by such delay may cancel this Agreement and the License granted hereunder upon
written notice to the other party.

10. Term. This Agreement, unless terminated pursuant to other applicable provisions hereof,
shall commence on the date the Software is purchased and shall be perpetual, unless
terminated in accordance with this Agreement.

11. Miscellaneous.
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(a) This Agreement shall be governed by and interpreted in accordance with the substantive
(and not conflicts) laws of California. Other than for collection and equitable actions against
You, to the extent legal actions are commenced by or name Licensor, each party hereto:

(i) submits to the exclusive general jurisdiction of the State and Federal Courts in the State

of Ohio, and any appellate courts from any decision thereof, in any legal action or
proceeding relating to this Agreement; (ii) consents that any such action or proceeding may
be brought in such courts; and (iii) waives any objection that he, she or it may have to the
venue of any such action or proceeding in any such court or that such action or proceeding
was brought in an inconvenient court and agrees not to plead or claim the same. Any action
arising hereunder or related in any way hereto against Licensor shall be brought within one
(1) year after the occurrence giving rise to the claim or be barred forever. If any provision or
portion of this Agreement is held by a court of competent jurisdiction to be invalid, void, or
unenforceable, the remaining provisions or portions of this Agreement shall remain in full
force and effect and shall in no way be affected, impaired or invalidated. IT IS EXPRESSLY
UNDERSTOOD AND AGREED THAT EACH AND EVERY PROVISION OF THIS
AGREEMENT THAT PROVIDES FOR A LIMITATION OF LIABILITY, DISCLAIMER OF
WARRANTIES OR EXCLUSION OF DAMAGES, IS INTENDED BY THE PARTIES TO BE
SEVERABLE AND INDEPENDENT OF ANY OTHER PROVISION AND TO BE ENFORCED
AS SUCH. You hereby waive any governmental immunity, if applicable, to any and all

causes of action arising hereunder or related hereto. All notices required to be given
hereunder shall be in writing. Notices shall be considered delivered and effective upon
receipt when sent by registered or certified mail, postage pre-paid, return receipt requested,
addressed to the parties as set forth above or by telecopy with proof of transmission. Either
party, upon written notice to the other, many change the address to which future notices shall
be sent.(b) It is expressly declared that this Agreement and the relationship between the
parties hereby established do not constitute a partnership, joint venture or agency
arrangement between them.

All amounts payable hereunder are exclusive of all freight, insurance and all federal, state,
local, municipal or other excise, sales, use, property or similar taxes, duties, import charges
and fees, now in force or enacted in the future, and all such amounts shall be paid by You,
unless You provides a certificate of exemption or similar document exempting a payment
from an applicable tax.

(c) If You attempt to use, copy, disclose, or transfer any portion of the Software or

any modification thereof or Confidential Information in a manner contrary to the terms of this
Agreement or in derogation of Licensor’s rights, whether those rights are explicitly stated,
determined by law, or otherwise, Licensor shall have the right, in addition to any other legal
remedies available, to injunctive relief enjoining such acts without the posting of bond, it
being acknowledged by You that all other remedies are inadequate.

(d) This Agreement contains the entire agreement of the parties with respect to the subject
matter hereof, and supersedes and terminates any and all correspondence, proposals, RFPs,
Your purchase order, terms or agreements or contracts, written or oral, entered into between
the parties relating to the subject matter hereof, and any representation, promise, or condition
in connection herewith not in writing shall not be binding upon either party. Neither the title

of this Agreement nor the Section headings shall have any bearing whatsoever on any
interpretation hereof. None of the provisions of this Agreement shall be deemed to have
been waived by any act of or acquiescence on the part of Licensor, its agents, or employees,
but only by an instrument in writing signed by an authorized representative of Licensor. No
waiver by Licensor of any provisions of this Agreement shall constitute a waiver of any other
provision or of the same provision on another occasion. This Agreement may be amended
only in writing signed by each of the parties hereto. This Agreement is personal to You,

and You may not assign or sublicense its rights or obligations under this Agreement in

any way to any third party. This Agreement shall be binding upon and inure to the benefit of
the parties hereto and their respective permitted successors and assigns.

11. Third Party Licenses.

(a) The CellDEK device uses libraries and other components from the LibUSB-Win32 project.
The library is distributed under the terms of the GNU Lesser General Public License
(LGPL).The other components are distributed under the terms of the GNU General Public
License (GPLv2). These licenses are available to read at the LibUSB-Win32 project home-
page www.libusb-win32.sourceforge.net.
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(b) The CellDEK device includes software developed by the Apache Software Foundation
(http://lwww.apache.org/) and is licensed under the Apache License, Version 2.0 (the "Apache
License");you may not use this file except in compliance with the Apache License. You may
obtain a copy of the Apache License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the
Apache License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied. See the Apache License for the
specific language governing permissions and limitations under the License.

(c)The End User License is provided as a paper license along with the CellDEK device. By
using the Software You agree to be bound by the terms of the End User License Agreement.
Additional copies of this license are also available from Logicube.

GNU General Public License
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GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change
free

software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit
to

using it. (Some other Free Software Foundation software is covered by
the GNU Lesser General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it

if you want it, that you can change the software or use pieces of it

in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that

you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on,
we

want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program”, below,
refers to any such program or work, and a "work based on the
Program"”

means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,

either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in

the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of

running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices

stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide

a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the
Program

with the Program (or with a work based on the Program) on a volume
of

a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable

source code, which must be distributed under the terms of Sections

1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three

years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete

machine-readable copy of the corresponding source code, to be

distributed under the terms of Sections 1 and 2 above on a medium

customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer

to distribute corresponding source code. (This alternative is

allowed only for noncommercial distribution and only if you

received the program in object code or executable form with such

an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying

the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
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restrictions on the recipients’ exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence
you

may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any

such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system,; it is up to the author/donor to decide if he or she is willing

to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new
versions

of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version
number of

this License, you may choose any version ever published by the Free
Software

Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we
sometimes

make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE,
THERE IS NO WARRANTY

FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN

OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES

PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED

OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF

MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS

TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE

PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING,

REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING

WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO
MAY MODIFY AND/OR

REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES,

INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING

OUT OF THE USE OR INABILITY TO USE THE PROGRAM
(INCLUDING BUT NOT LIMITED

TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY

YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER

PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS
BEEN ADVISED OF THE

POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITION
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Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the better

strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get

it if you want it; that you can change the software and use pieces of
itin new free programs; and that you are informed that you can do
these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions translate to certain responsibilities for

you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis

or for a fee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling

it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that

there is no warranty for the free library. Also, if the library is

modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original
author's reputation will not be affected by problems that might be
introduced by others.

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. This license, the GNU Lesser
General Public License, applies to certain designated libraries, and
is quite different from the ordinary General Public License. We use
this license for certain libraries in order to permit linking those
libraries into non-free programs.

When a program is linked with a library, whether statically or using
a shared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General
Public License permits more lax criteria for linking other code with
the library.

We call this license the "Lesser" General Public License because it
does Less to protect the user's freedom than the ordinary General
Public License. It also provides other free software developers Less

of an advantage over competing non-free programs. These disadvantages

are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantages in certain
special circumstances.

For example, on rare occasions, there may be a special need to

encourage the widest possible use of a certain library, so that it becomes

a de-facto standard. To achieve this, non-free programs must be
allowed to use the library. A more frequent case is that a free
library does the same job as widely used non-free libraries. In this

case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well as its variant, the GNU/Linux operating
system.

Although the Lesser General Public License is Less protective of
theusers' freedom, it does ensure that the user of a program that is
linked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between
a"work based on the library" and a "work that uses the library".
Theformer contains code derived from the library, whereas the
latter must be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION
AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License").

Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification”.)

"Source code" for a work means the preferred form of the work for
making modifications to it. For a library, complete source code means
all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does

and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

c) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility
is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
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be optional: if the application does not supply it, the square
root function must still compute square roots.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,

and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a volume of

a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so

that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in
these notices.

Once this change is made in a given copy, it is irreversible for

that copy, so the ordinary GNU General Public License applies to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or

derivative of it, under Section 2) in object code or executable form

under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a

work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.
Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be

linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or
link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse
engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the

copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the user's computer system,
rather than copying library functions into the executable, and (2)
will operate properly with a modified version of the library, if

the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

c) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

e) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license
restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library

facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute

the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or

distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties with
this License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
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excuse you from the conditions of this License. If you cannot

distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent

license would not permit royalty-free redistribution of the Library by

all those who receive copies directly or indirectly through you, then

the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply,
and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any

such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is

implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing

to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in

certain countries either by patents or by copyrighted interfaces, the

original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries,

so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if

written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies a version number of this License which applies to it and

“any later version", you have the option of following the terms and
conditions either of that version or of any later version published by

the Free Software Foundation. If the Library does not specify a

license version number, you may choose any version ever published bythe
Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE
ISNO

WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY
APPLICABLE LAW.

EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR

OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT
WARRANTY OF ANY

KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR

PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE

LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE,
YOU ASSUME

THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN

WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY
WHO MAY MODIFY

AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE
LIABLE TO YOU

FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR

CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE

LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING

RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A

FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER
SOFTWARE), EVEN IF

SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS
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CellDEK is a UK, USA and European registered trademark of Logicube, Inc. .

19755 Nordhoff PI., Chatsworth, CA 91311 USA, Tel: 818 700 8488, Fax: 818 700 8466,
www.logicube.com

Technical Support Information

For further assistance please contact
Logicube Technical Support at: (001) 818 700 8488 7am-5pm PST, M-F
(excluding US legal holidays)
or by email to techsupport@logicube.com.
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